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I/ICHOJIb3yeMl)Ie TCEPMHUHDI, OIIPEACJICHUA U COKPAIICHUSA

AJIMMHHCTPATOP - CYOBEKT J0CTyna, OTBETCTBEHHBIM 3a 3allHuTy
aBTOMATU3UPOBAHHOM CHUCTEMBI OT HECAHKIMOHMPOBAHHOTO JOCTyna K
uHdopmanuu, yCTaHaBIUBAIOIIUN MOJIUTUKY 0e30macHOCTH u
UJACHTUUIUPYIOMHUI OOBEKThl M YYACTHHKOB, K KOTOPBIM MPUMEHSIETCS 3Ta
MOJIUTHKA.

I'octh - CyOBeKT mocTyma MPUKIATHON CHCTEMBI, 00JaJaroIiuii YpOBHEM
noctyna kK ¢pysakuuam CK3U k koTOpsIM He TpeOyeTcsl MpeabsBICHHUS KaKOro-
1m0 Tpasa.

Kpunrtonposaiinep (Cryptography Service Provider, CSP) - 53710
HE3aBUCHUMBII  MpPOrpaMMHBI  MOAY/Nb,  HO3BOJSIIOIIMNA  OCYLIECTBIAThH
KpunTorpaduueckue onepaiuu B onepalnoHHbIX cucreMax Microsoft.

Karou - cekperHas wuHpopMaius, HCIOJb3yeMasi KpUIITOrpapuuecKUM
aIrOpUTMOM TIpH 3amudpoBaHum/paciinppoBaHUM COOOIICHUN, TEHEpaluu U
poBepKe MUPPOBOIl MOAMHICH, BEIUMCICHUA UMHUTOBCTABKH.

Hocureas - Hocurens R301 @opoc USB u cmapt-kapra @OPOC.

IHapoab - 3T0 CEKpEeTHOE CIOBO MM HA0Op CHUMBOJIOB, MpEIHAa3HAYCHHBIN
JUTSI IOJITBEPKICHUS TMYHOCTH UITH TIOJTHOMOYHH.

IIUH - (aurn. Personal Identification Number — mnepcoHanbHBIN
ueHTU(UKAIIMOHHBIN HoMep) aHasor [laposs.

Ionb30BaTesib - CYOBEKT JIOCTYNa, YYAcTBYIOIIMH B 3KCIUTyaTalluu
Hocutens u ucnonb3yroumi pe3yabTaTbl €ero (GyHKUMOHUPOBAHUS B Mpelenax
YCTaHOBJICHHBIX ISl HETO MpaB M (PyHKIIUH.

Ilpukaagnas cucremMa - aBTOMaTHU3MpPOBaHHAs MH(OpPMALMOHHAsI CHCTEMA
WIN Jpyroe NpUKIagHoe IporpaMMHoe obecrieueHue, ncnoib3yromee Hocurenu.

Yranura (auri. utility) - cnenuanbHas — KOMIBIOTEpHAsT — MpOTpaMma,
paciupsitoniasi CTaHIapTHbIE BO3MOXHOCTH 000PYAOBaHHUS, BHIOJIHAIOMAS Y3KHUi
KpYT cnelupUuecKux 3a7a4d o afMUHUCTPUPOBAHUIO 000PYAOBaHUS

Omneparop — puznyeckoe JUIO yIpasistoilee padoToi KOMIbIOTEpa.

III - Dnextponnas noanuck B coorBerctBuM ¢ ['OCT P 34.10-2001 wu
I'OCT P34.10-2012. «Wudopmaumonnas TtexHosnorus. Kpunrorpaduueckas
3anmTa uH(opmanmu. IIpoueccel (popmupoBaHHS U TPOBEPKH 3SJIEKTPOHHOU
1IU(PPOBOMH IMOITHUCH.

000 «CmapmlIlapky
B 2.5.0.U.08 Crpanuna 3 u3 35
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1 IlpuMeHeHue M HaA3HAYeHHE

Hocutens R301 ®opoc USB miia DIl ¢ pacimpeHHol (yHKIHOHATBHOCTBIO
(manee - Hocurens) HHTETpUpPYET HA €AMHOM TIIaThOpME:

- ()yHKIIMOHAI HOCHUTEJ KJIIOUYEBOM M MACHTU(UKALMOHHOW MH(pOpManuu
JUIs TIPUMEHEHMsI COBMECTHO € KpumromnpoBaiinepamu kommanuu Kpunrollpo
(Kpunrollpo CSP 3.0 u BbIiIe);

- (DyHKIIMOHAJI HOCUTEN KIIOUYEBOM M MACHTU(UKALMOHHOW MH(pOpManuu
JUI TIPUMEHEHHUS COBMECTHO C KpUITOmNpoBaijepamu kommaHuun u HMHdoTekc
(VipNet CSP 4.4 u Boiie, VipNet CSP Linux 4.4 u Bble);

- (YHKIMOHAT TMEePCOHATBHOTO J3JIEKTPOHHOTO wuAeHTU(ukatopa B OC
Windows (7, 8.1, 10) B pamkax uHGOPMAIMOHHON TEXHOJOTUU KOMITAHUU
Microsoft.

Kaxnpiii (yHKIMOHANBHBIA pa3fen HOCUTENsl peanu3oBaH B (opme
U30JIMPOBAHHOTO M CaMOJOCTAaTOYHOIO NPUJIOKEHHUS C COOCTBEHHOH (pailioBoii
CTPYKTYpPO OXBAa4€HHOW COOCTBEHHON CHCTEMOW pa3rpaHUYeHHs] JOCTyMa.
Hocutens ®OPOC 6e3 AONONHUTENIbHON HACTPOMKM TFOTOB K NPUMEHEHUIO IO
Jr000MY M3 TpeX Ha3HAUYEHUI WU TI0 BCEM OJTHOBPEMEHHO.

R301 ®opoc USB noruyecku u (u3udecku OOBEIUHAIOT HOCHUTEIb
O®OPOC-cmapT-kapTy ¥ KOMIAKTHBIM  cMapT-kapt  puzaep. Hocurenu
cootBeTcTBYIOT cTanaapty CCID, Plug-and-Play u He TpeOyioT ycTaHOBKH
JIParBEPOB.

Hocurens nMmeeT BRICOKONPOYHBIN aTFOMHUHUEBBIA KOPIIYC U JIOITYCKAET €0
rpauuecKyro KacTOMHU3ALIMIO IPH 3aKa3e MapTUSIMH.

Hocutenr MOXeT UCHOJIB30BaThCA COBMECTHO C  MNPOrpPaMMHBIMU
MPOYyKTaMH, UCToib3ytonumMu kpumnromnposaiiiepbl Kpunrollpo CSP u VipNet
CSP B kauectBe cpeicTB kpunrorpaduueckoit zamutbl uHbopmarmu (CK3U)
cootBeTcTBYrOImMX Kinaccam KC1, KC2 u KC3.

OcHoBHBIM Ha3HaueHueM Hocurens apusercs:

e Oe3onacHoe xpaHeHue KoHTeitHepoB mporpammubix CK3U Kpuntollpo
CSP u VipNet CSP, noip30BaTenbCKUX JaHHBIX, CEPTUPUKATOB, TAPOJICH U Jp.;

e o0ecrieueHWe  TPUMEHEHUS  KBATU(PUIIMPOBAHHOW  DJIECKTPOHHOU
noanucH, cepruukaroB cranaapra X509, oOecneyeHue OPUIAYECKON
3HAYUMOCTH JOKYMEHTOB U JIEUCTBUU IMOJIb30BATEJIEH C MOMOIIBIO AJIEKTPOHHOU
MOTTUCH;

e oOecrneyeHre 3alluThl KPUTHYECKUX JTAaHHBIX (B T.4. 3aKPBITHIX KIIFOYEH
OII) B cityuae yrepu win xuiienus Hocurens;

® OpraHu3zaius CTpOTrON ayTeHTHU(PUKAIUKU B HHPOPMAIIMOHHBIX CHCTEMAax
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U CepBHUCAX;

e o0ecreueHrne BO3MOXHOCTH BBITIOJHEHUS aIMUHUCTPATUBHBIX (PYHKITUI
B T.4. CBS3aHHBIX C pa30yokupoBkoii Hocurenel, 3a0I0KHPOBaHHBIX MO MPUYHHE
MPEBBIIICHAS JTOMYCTUMOTO YHCIIa TIOMBITOK HEYAAYHOTO TPEIBSBICHUS IMapOs
nonb3oBates (IIMH mons3oBaTess).

2 IIpuxiaaansie Bo3Mo:kHocTH Hocures

Hocurens ®OPOC coBmectum ¢ CK3U "Kpuntollpo CSP" Bepcuii 3.6 u
cTaplie ¢ JOMOJIHUTEIbHON MOJACPKKON PYHKIIMI aIMUHUCTPUPOBAHU.

Hocutenr coBmectum ¢ CK3U  "VipNet CSP" Bepcuéi 4.4 ¢
JOTIOJTHUTENBHON MOAAEPKKON HYHKINUNA aIMUHUCTPUPOBAHHUS.

Yepes MuHumpaiiBep (IporpaMMHBIA KOMIIOHEHT MEXIYy BCTPOCHHBIM
kpunromnposaiinepom Microsoft Smart Card Base Cryptographic Service Provider
u Hocutenem @OPOC) Hocurenb MOXKET MPUMEHATHCS KaK KIIOYEBOM HOCUTEIND
U1t ”HCTpyMeHToB 6e3onacHoct OC Windows.

Jns xopriopaTuBHBIX 3aka3uukoB B Hocurensx BO3MOXKHA peanv3anus
MOAACPKKHU JOTIOTHUTEIBbHBIX PUIOKEHUM.

[TonnepxuBaeMpbie MPOrpaMMHbIE HHTEP(HEHCHI:
- Microsoft Crypto API

- PKCS#11

- Microsoft Smartcard API

Hocurens pabortaet B mo0bix OC ¢ noanepxkoi crneuudukanuu PC/SC. B
YaCTHOCTH:

- Microsoft Windows XP u HOBee

- Microsoft Windows Server 2003 1 HoBee

- GNU/Linux, B TOM YHCJI€ OT€YECTBCHHEIC

- Apple macOS 10.9 u HoBee

- Android 5 n HOBCE

-10S 11 u HOBEC

- ABpopa 4+

[TognepxuBaembie OC B pamkax pabotsl HocutTens ¢ CK3U «Kpunrollpo
CSPy» cmotpute B hopmyisipe coorBeTcTBytoniero CK3U «Kpunrollpo CSPy.

[MoanepxuBaembie OC B pamkax padotsl HocuTens ¢ CK3U «VipNet CSP»
cmotpute B hopmyisipe coorBercTByromero CK3M «VipNet CSPy.
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3 Bo3moxkHocTn wucnoab3oBanuss Hocurtenss nisa ayreHTuguxkanumn
MoJIb30BaTeJIeN

Hocurens MOXeT NpUMEHATbCA I peaju3ald  MHOTO(paKTOPHOM
ayTeHTU(PUKALUU TI0JIb30BaTeJIe B KauyecTBE YCTPOMCTBA ayTeHTU(HUKALUU
OTJIEJIEHHOTO OT WMH(POPMALIMOHHON CHUCTEMBI M TPENOCTaBISET JUIsl 3TOTrO
CJIEAYIOIINE BO3ZMOKHOCTHU:

e Byx(dakTopHas ayTeHTHU(DUKAIMS O MpeabsBieHuto camoro Hocurens,
no npeabssieHuto mapois (PIN-kona);

® TIOAJECPKKA 3-x Kareropuu BJIAJICIIBLIEB: AJIMUHUCTpATOP,
ITonw3oBarennb, [0CTh;

e momiepxkka ImoGanbHbix maponeit (PIN-komoB): Aamunuctparopa u
[Tonw3oBarens;

® BO3MOXHOCTb MOAJEPKKM KOMOMHHUPOBAaHHOW (MHOTO()aKTOPHOM)
ayTeHTU(UKalUM 1O TPOU3BOJIBHOM CXeMe, B TOM YHCIE IO CXEME
«Anmunuctparop uinu [lons3oBarensy;

® OrpaHUYCHHE YMCJIa HEYJauHbIX MOMBITOK BBOAA naposis (PIN-koxa);

® HacTpauBaeMblii MHUHMMalbHbIA pasmep mnapons (PIN-koma) (auis
KaXKJIOTO MapoJis OTAEIBHO).

® pa3rpaHdyeHue Jo0cTyna K (GalJoBbIM OObEKTaM B COOTBETCTBUU C
YPOBHEM JIOCTYyTIA POJIU.

OnunoHanbHO 00ECEeUnBaIOTCS CIEAYIOINE BO3MOKHOCTH:

® BO3MOXHOCTH mnogjaepkku maposed  (PIN-komoB) it 3amiuThl
KOHKPETHBIX MPUKIAIHBIX 00bEKTOB JAaHHBIX B mamsaTH Hocurens;

e coszmanne mnapoieil (PIN-xkomoB) w wirouedt ayTeHTH(UKAIUUA IS
3amutel o HCJl kiroueBoil uH(pOpManuMyM W/WAM TNPUKIAIHBIX JaHHBIX,
XpaHSAUIMXCS B JHEPrOHE3aBUCHMOW  TaMSITH  HOCHUTENS;  BO3MOXHOCTH
OJTHOBPEMEHHOM pabOThl ¢ HECKOJBKUMHU JIOKAJIbLHBIMU/TIIOOATLHBIMU TAPOJISIMU
(PIN-xomamu) (mo 127 mit.);

e ayreHTuduUKaus o [mobansubiM napossim (PIN-komam) B coueranuu ¢
ayreHTUGUKanue no JlokansHeiM mapossiM (PIN-komam), ayreHTtrduKanus c
MPUMEHEHUEM KPUMTOAJITOPUTMOB.

4 Crhoenunaabubie Bo3MokHocTH Hocurens

Hocutenr ®OPOC ceprudunmpoBan  DCTIK Poccum u  moxker
OPUMEHATBCA JUIsl  00paboTKM WH(OpPMAIMKM OTPaHUYEHHOTO JIOCTyMa, He
COCTABJISIOLIEN TOCYJAPCTBEHHYIO TalHY:

* B 3HAUUMBIX 00BeKTax KPUTHUYECKOU uH(OpMaIMOHHON
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nH(DpacTPyKTypsI 10 1-0i Kareropuw,

® B TOCYIApPCTBEHHBIX HWH(POPMAIMOHHBIX CcHUCTeMax 10 | Kkiacca
3aIUIIICHHOCTH,

® B aBTOMAaTH3WPOBAaHHBIX CHCTEMax YIPABICHUS MPOU3BOJICTBEHHBIMU U
TEXHOJIOTMYECKUMH TpolieccaMu 70 | Kiiacca 3aliuieHHOCTH,

e B uHDOPMAIMOHHBIX CHCTEMaxX IMEPCOHANBHBIX JAHHBIX  TPHU
HEOOXoaUMOCTH o0ecrieueHusl 10 | YpOBHS 3alllMIIEHHOCTH MEPCOHAIBHBIX
TaHHBIX, B MH(OOPMAITMOHHBIX CHCTeMax o01ero moas3oBanus I kimacca.

Hocurens oOecnieunBaer:

® QJIMUHUCTPUpPOBAHUE KIIOUEBOM HHPOpMaIMEel ¢ NPUMEHEHHEM He
yAAIeMbIX aJJMIHUCTPATUBHBIX KITIOYEH;

® ABTOHOMHOE KYpHAJIUPOBAHUE OLIMOOK Orepaluii 0e30MacHOCTH;

® BO3MOXXHOCTb JIOBEPEHHOI'O CUMTHIBAHUS >KypHajla OLIMOOK oIeparuii
0C30MacHOCTH;

e yHaukauuioo ¢axkra cmenbl napoieil (PIN-xkomoB) ¢ TpaHCIOPTHBIX
3HaYEHUM Ha pabouue.

Hocwurens ocHalen:

® ABTOHOMHBIM cueT4uKoM cMeH maposeit (PIN -komoB);

® BCTPOCHHBIM CYETUMKOM U3MEHEHUM (PASIOBOI CHCTEMBI;
® BCTPOCHHBIMU CPEJICTBAMH KOHTPOJIS B COCTABE:

O KOHTPOJIb LIEJIOCTHOCTH UCIIOJIHAEMOIO MPOrPaMMHOTO KOJ1a HOCUTEIIS;
KOHTPOJIb 1IEJIOCTHOCTH CUCTEMHBIX oOnacteit mamsatu Hocurens;
O TpoBepKa Ie’IocTHOCTH (aiinoB B mamatu Hocutens mepes a00bIM UX

©)

HCIOJIb30BAHUEM,;
O KOHTpOJIb KOoH(purypanuu ¢aiaoBoit ctpykrypsl Hocutens, 3ammura ot
HECaHKIIMOHUPOBAHHOTO BHECECHUSA VU3MEHECHUHN (KOHTPOJIB

ayTEeHTUYHOCTH) MO KPUNTOrpapuieCcKoil KOHTPOIBHOU CyMME;
O TpPOBEpKa MPaBUILHOCTU (DYHKIMOHUPOBAHMS BCTPOCHHBIX B HocuTensb
KpunrorpaduyecKkiux aaropuTMoB.

5 Texuuueckue XapakTepUCTHKM M KOHUrypanus NPUIOKEHUH
Hocurens

Jis xpaHeHHMs] JaHHBIX (KItouyel, cepTudukaToB, MAECHTU(UKALUOHHBIX,
ayTeHTU(UKALMOHBIX JaHHBIX W T.A.) Hocurenb ucmonb3yeT OpUEeHTUPOBAHHBIM
HAa TMpPUMEHEHHE B CMapT-KapTax CHEHUAIM3UPOBAHHBIA  3aIUIIEHHBIN
MUKPOKOHTpoJuiep. OOBbeM 3alUIIEHHON YHEPIOHE3aBUCUMOM TaMSITH COCTaBIISIET
80 mnu 160 KoaiiT (B 3aBucumMocTu ot Mmogudukanuu Hocurens). B nporpamMmmuoi
namatn  Hocurens  pasmemiaercs  BCTPOEHHAs — ONEpalMOHHAs  CHCTEMA
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cooTBeTcTBYIOmIas cranaapram rpynnel [OCT P UCO MDK 7816, a B
HHEPrOHE3aBUCHUMON TaMSATH HOCUTENS pa3Mmelnaercs (aigoBas CTPyKTypa
npwioxkenul Hocutenst coorBercTByromas mnosnoxeHusM cranpapra ['OCT P
NCO MO3K 7816-4.

HuskoypoBHeBbIlt uHTEphENC HOCHUTENS COOTBETCTBYET TMOJOXKEHHUSIM
craggapra [OCT P MCO MDK 7816-4, BBICOKOYpOBHEBBI HHTEpderic
OTIpEEISIETCS MPUMEHSIEMBIM ONEPAIMOHHBIM OKPYKEHHEM U npukiaaabiM [10.

ApxutekTypa (¢ainoBoit cucteMbl noctpoeHa Ha ocHoBe File Allocation
Table (FAT). KommyectBo mnamok B (aiiloBO CHCTEME U YPOBEHb UX
BJIO’KEHHOCTH OTPAHUYEH TOJIBKO 00HEMOM CBOOOIHOM MaMSTH.

KmroueBass wuH(popmanus Ha HOCUTENE XpaHUTCS B  CIEHUATbHBIX
samuiieHHbpIx (aitnax (EF ¢ arpubyramu 6e3omacHoctu). st XpaHEeHUsT pa3HbIX
BUJIOB KJIIOYEBOM HWH(MOpPMALUKM UCHOJIB3YIOTCS MPEAOINPENEICHHbIE IalKU
C aBTOMaTU4ECKUM BbIOOPOM HYKHOI NamKu MpH CO3/1aHUU U Ucnoiab30BaHuu EF-
(baiinos.

Huxe B Tabmuie mNpuBEACHBI TEXHUYECKHE  XapaKTEPUCTHKU |
KoH(purypauus npuioxenud Hocurens.

Tabnuma 1. TexHuueckue XxapakTepUCTUKU U KOHGUTypanus npuioxxkenud Hocurens

IMapametp R301 ®OPOC R301 ®OPOC
USB/cmapt-kapTa USB/cmapt-kapTa
DOPOC 80 DOPOC 160

TexHuYecKne XapaKTePUCTHKH

Dusnyeckuii 00beM 3aIUIIEHHON MAMATH 80 Koaiir 160 Koaiit
Tun USB-pa3zbema Cranpaptaeni Tun A
HuTepdeiic moaxka0YeHus USB 2.0 ISO/IEC 7816-12, 12 Mb6ut/cek
CkopocTh 00MeHa IaHHbIMH 10 323 Kout/cex, 4 MI'; 500x6mt/cex, 6MI 11
MoanepxxuBaeMblie NPOTOKOJIbI ISO 7816 T=0

CKOpOCTh YTeHHUsI TAHHBIX 10 13000 Gaiit/c
Hopaepaxka CCID Ectp

I'aGaputHblie pa3mepbl USB-nocurens [/ x I x BJ 48 x 16 x 8 MM

Macca USB-Hocuresns 6.3 1. +\-10%
Iotpedasiemas MmomHocTh USB-HOCHTE IS 0k0J10 130 MBT B aKTUBHOM COCTOSIHUH
Juana3on pabo4yux TemMneparyp ot 0 10 +50°C

Juana3oH Temneparyp XpaHeHust ot -20 10 +50°C
JonmycTuMas OTHOCUTEJIbHAS BJIAKHOCTh ot 0 10 85% (6e3 koHmeHcaTa)
Bpems XxpaHeHHs] JAaHHBIX 30 yet
I'apaHTHpPOBaHHOE KOJIMYECTBO HUKJIOB 500 000
CTHPAHH\3AMCH

TunoBbie mapaMeTpbl JIOTHYECKOH KOH(PUrypanuu «koHTeitHepa» 1isi Kpunrollpo CSP*

UmncJio KOHTeliHepoB 4 8
Pa3mep koHTeliHepa (qomycTHMBII pa3mep 7 K6aiir 9 KGaiir
cepTH(HUKATA)

Hoanep:xka kiawueii 512 our 'OCT P34.10-2012 Ectb

Ioaurnka cmensl napoJs Ions3oBarens:
Ioab3oBaTeb HJIH AIMHHHCTPATOP
Ioautnka cmensl napojs Ionab3oBarens: TOIbKO VYcTaHaBIMBaeTCs MO OTAEIBHOMY 3aIpocy
Ioab3oBaTeab 3aka3zuuka

BriOupaercst mo ymoaganuio
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Bo03M0:KHOCTH U3MEHEHHsI MOJTUTHKU CMEHBI MapoJisi
IToan30BaTess
MakcuMaJIbHOE YHCJI0 MOCIeJ0BATEIbHBIX

[Tpu nHAIMATM3AIUN HOCUTEIIS

HeyCIICIIHbIX NONBITOK BBOJAA napoJid Ilonb3oBaTens >

@DyHKIMA pa30I0KMPOBAHUS/BOCCTAHOBICHHUS MAPOJIA Ects
IToab30BaTeJIsl IO MAPOJII0 ATMHHHCTPATOpPa

MaxkcuMaJibHOE YHCJIO IT0CIe10BATEIbHbIX

HeyCIHeIIHbIX NONBITOK BBO/A NAP0JIsA 5
AJMUHHCTpaTOpa

@yHkuusA GopMaTHpoBaHUs (0OYHUCTKH) Ectp

@ynknusa GopMaTHPOBAHUS (0YUCTKH) 10 NAPOJIIO BHIGHPACTCA 110 YMOJTIAHHIO
AMUHHCTpaTOpa

@yHknusa GopMaTHPOBAHUSA (OUUCTKH) VYcranaBnuBaercs 10 OTACIBHOMY 3aIIpOCy
CBOOOJHOJOCTYIHAS 3axa3uuka

TpancnoptHoe 3nauenue napoJisi Iloss3oBarens
[emmBoJsibl ASCII — Tekcra]

TpaHcnopTHOE 3HaYeHUe NapoJisi AIMUHUCTPaTopa
[emmBoJibI ASCII — Tekcra]

11111111

87654321

Tunossle napaMeTpsl Joru4eckoil Konpurypanumn konrteiiHepa PKCS#11 (nast VipNet CSP 4.4)*

Jonycrumoe koJ1-Bo Kia104eBbIX nap J11, He meHee 2 4
JonycTtumoe K0JI-BO OTKPBITBIX KiIK04eii 11, He MeHee 2 4
Pa3mep 06s1acTH XpaHeHUs] OTKPBITHIX 00bEKTOB 12 31
[KoaiiT]

Pa3mep o0s1acTH XpaHeHUsI IPUBATHBIX 00bEKTOB
[Koaiit]

MaxkcuMaJibHOE YHCJI0 MOCJIe0BaTeIbHbBIX
HeyCIIeIIHbIX NONbITOK BBOJIA NAPOJIs N0Jb30BATEs
@OyHKIMA pa30JI0KMPOBAHNS/BOCCTAHOBJICHHS NAPOJIsS
N0J1b30BaTeIs M0 MAPOJII0 AIMUHUCTPATOPA
MakcuMaJibHOE YHCJI0 MOCJIe0BATeIbHBIX
HeyCIIeIIHbIX NONbITOK BBO/Ia NAPOJIsA AIMHHUCTPATOPA
@ynknusa popMaTupoBaHus (0YHCTKH) Ectb

Joctyn k pyHknnu popMaTupoBaHus (O4MCTKH) 10 MapoJito AIMUHHCTpaTopa
TpancnopTHoe 3Hayenue napoJis Ioab3oBaTess 11111111
[cumBosbl ASCII — Tekcral

TpancnopTHoe 3HaueHHe NapoJisi ATMHHHCTPATOpa
[cumBosbI ASCII — Tekcral

2 6

Ectp

5

87654321

CrnenuanabHble IapaMeTphl

Hoacuer yncaa cmen napoJeii (IIMH) Ectp

Nupukanusi cMeHbl TPAHCHOPTHBIX 3HAYEHUH NapoJiei

(IINMH)

ZKypHaJ coObITHIl ¢ JOBEepPeHHBIM N10JIy4YeHHeM Ectp

Hopaepxka ®POPOC Windows Ectp
*) Yka3aHHbIe NapaMeTpbl MOTYT YTOUYHATHCS MPOU3BOIMTEIEeM HOCHTEIs

IIpn 3akaze Hocurened naptusMu, mO 3ampocy 3aka3zyuka BO3MOYKHO

Ectb

IIPUMEHCHUE ONUMOHAIBHBIX I1APAMETPOB, a4 TAKXKE WM3MEHEHHE JIOTUYECKOU
koH(purypanmn Hocwurtener. Taxke B0o3MOXHO  BcTpamBanue B Hocutenb
JOTIOTHUTENBHBIX  (YHKIHMOHAIBHBIX  TPWIOKEHUH,  peaJu3yeMbIX  II0
TpeOOBaHMSIM 3aKazuuKa.

6 AnnmaparHble Kpunrorpagpuyeckue BO3MOKHOCTH

- 'OCT P 34.10-2001 renepauusi KJIIOYEBBIX Map C MPOBEPKOM KauyeCTBa,

dbopMHpoOBaHUE U TTPOBEPKA DIIEKTPOHHOM MMOITUCH;
-TOCT P 34.10-2012/TOCT 34.10-2018 (256 Gut 1 512 6ut'?): reneparus
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KJIIOYEBBIX Map C MPOBEPKON KadecTBa, (GOPMUPOBAHHE U MPOBEPKA DIEKTPOHHOM
MOJIHCH;

- TOCT P 34.11-94: BblunciieHue 3HaYEHUs XeUI-pYHKIMH TaHHBIX, B TOM
YHCJIE C BOBMOXKHOCTBIO MOCIEYIONIEro (hOPMUPOBAHUS SJIEKTPOHHOM MOITUCH;

- TOCT P 34.11-2012/TOCT 34.11-2018 (256 6ur u 512 6ur"):
BBIYKCIICHUE 3HAUCHUS XelI-(PYHKIIMU JaHHBIX, B TOM YHCJIE C BO3MOXXHOCTBHIO
nocJyeayonero GopMUpOBaHUs SJIEKTPOHHON MOATKCH;

- T'OCT 28147-89: renepanus katodeit mudpoanus, mudpoBaHue JaHHBIX
B pEXMMax MpPOCTOM 3aMEHbl, TAMMHUPOBAHHMS W TaMMHUPOBaHUSA C OOpaTHOM
CBSI3bI0, BBIYMCIICHHE U TMPOBEpPKA KPUITOTpapUUEeCKOW KOHTPOJIHHOW CyMMBI
naHHbIx (umutoBcTaBku 'OCT);

- TOCT P 34.12-2015/TOCT 34.12-2018, T'OCT P 34.13-2015/TOCT
34.13-2018 anroput™m mudpoBanus «Ky3HeuuK»: reHepanus U UMIIOPT KIIIoUen
murdpoBaHus, MUGpPOBaHUE JAHHBIX B PEKHUMAX MPOCTON 3aMEHbI, TaAMMHUPOBaHUS
M TraMMHpPOBaHUS C OOpaTHOM  CBS3bIO, BBIYUCIEHHME W  IPOBEpKa
KPHUITOrpadueckoil KOHTPOJIBbHON CyMMbI JaHHBIX (MMuToBcTaBkH I'OCT)%;

- T'OCT P 34.12-2015/TOCT 34.12-2018, T'OCT P 34.13-2015/T'OCT
34.13-2018 anroput™m mudpoBanus «Marma»: TreHepaluus U UMIOPT KIIOYeH
mrdpoBaHus, MUGPOBaHUE JAHHBIX B PEKUMAaX MPOCTON 3aMEHbI, TAMMHUPOBAHUS
U TaMMHpOBaHUS C  OOpaTHOW  CBSI3plO, BBIYMCIIEHHE W  IPOBEpKA
Kpunrorpadguueckoi KOHTPOJIbHON CyMMbI JaHHBIX (MMUTOBCTaBKH FOCT)2’3;

- BBIpaOOTKa CECCUOHHBIX KJTIouel (KJIr04el mapHoil CBS3M):

« 1o cxeme VKO GOST R 34.10-2001 (RFC 4357);
« 10 cxeme VKO GOST R 34.10-2012 (RFC 7836)>’;

- Pacumdposanue mo cxeme EC El-Gamal’;

- RSA: mommepkka kimoueii pasmepom 1024, 2048, 4096* 6ur, renepaus
KJTIOUEBBIX [TAp C HACTPAHBAEMOIl MPOBEPKOIl KauecTBa', MMIOPT KIIOUYEBBIX Map,
(dbopMUpOBaHKE IEKTPOHHON MOIIUCH;

- ECDSA c kpuBbIMH secp256k1* i secp256r1%: reHepanust KIFOUEBBIX T1ap ¢
HacTpauBaeMOll NPOBEPKOW KadecTBa, MMIOPT KIIOUEBBIX Map, (hopmMupoBaHUe
AJIEKTPOHHOM TIOJIIUCH;

- TeHepalus NociIeJ0BaTENbHOCTU CIyYalHbIX YUCceN TpeOyeMOn JUTMHbI

1 — npumensiercs B8 OC «Maructpa 1.30» COBMECTHO C HCIIOJIb30BAHUEM COOTBETCTBYIOIIETO
KpHUIITONIpOBaiiiepa

2 — noctynHo B CK3U OC «®OPOC 2.01»

3 — noctynHo B OC «Marwuctpa 1.30» B pamkxax CK3U «D®OPOC 2»

4 — IpUMeHSETCSI COBMECTHO € UCIIOJIB30BaHUEM COOTBETCTBYIOLIETO KPUIITONIPOBaiiiepa
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7 CaeroBasi MHHAUKAIUA PEKUMOB padoThI

Hocutens mMeeT nBa BCTPOEHHBIX CBETOJMOJHBIX MHIHUKATtopa. KpacHbiil
WHIUKATOP OTOOpaX KaeT COCTOSIHHUE MPOIIECCOB MH(OPMAITMOHHOTO OOMEHa CMapT-
KapT pujaepa ¢ koMmibiorepoM 1o USB, cuHMii - 0TOOpakaeT COCTOSIHHE MPOIIECCOB
HH(pOpMAITMOHHOTO OOMEHa cMapT-KapT pujepa ¢ YCTaHOBJICEHHOW B HETO CMapT-
KapTOu.

Jletanu3anusi COCTOSTHUM HWHAMKATOPOB IIPUBEJACHA B HIKECIIEAYIOMICH
TabIuIe:

Tabnuua 2. Cocrosinus unjaukaropoB Hocurens R301 ®OPOC USB

Hasnauenne unaukatopa | Ilper CocrosiHue IIponecc
Muraer YcranoBka coequnenus no USB
WNnauxatop USB Kpacnprii | HenpepsIiBHO cBeTUT Coenunenue no USB ycTtaHoBiaeHO
Muraet Heperyasipao | Oomen garabpiMy 1o USB
Brikitouen CMapT-KapThl HET WM OHA HEUCTIPaBHA
WuaukaTop cMapt- .
capThl Cunnii HempepbeiBHO CBETUT CmapT-KapTa ycTaHOBJIEHA
d - o
Muraet OOMEH TaHHBIMH CO CMapT-KapToi

8 IMoanepxkka Hocurenst B Kpunrollpo CSP

[Tporpammubiil moayns noanepkku Hocutens co croponst Kpuntollpo
CSP Bctpoen B quctpubytuB Kpunrollpo CSP naunnas ¢ Bepcuu 3.0.

JononuutenbHass WHCTaUsInUMa Hocurtens B KpunronpoBaiiepe He
Tpedyercsa. OH pacno3Haercss BcTpoeHHbIM B Kpunrollpo CSP  mopynem
NOAACPKKHU Kak HocuTenb «Foros (Magistra)y.

' ¥ TP iaprs] bl VHIA B H bild b SICACIAT SRR |8

Feled Ol kil HO CHTE R

X O o Ealied il 0 el il DR el RO CHTG i

[P EaRaRT Toian 635 -
Fjegu-‘.m Tidoar GST

[ ESMART Token COST (F)

I:iE'EH-"FT Token GOST (5]

Firt SBHF, B3
O Gemaka

4] 4 Creia 2

PucyHok 1

000 «CmapmlIlapky
B 2.5.0.U.08 Crpanuma 11 u3 35



R301 ®opoc USB ons I ¢ pacuupennoi ¢yHKYUOHATLHOCMbIO Hucmpyxyua no ycmarnoexe u sxcnayamayuu

9 Iloanep:xkka Hocurenst B VipNet CSP

[Iporpammusblii Moayns moaaepxkku Hocurtens co croponsl VipNet CSP
yCTaHaBIMBAETCS MOCPEICTBOM YCTaHOBKH MOAyJs mozaaepxku foros pkesll.dll
COOTBETCTBYIOIIEH BEpCUU B CUCTEMHBIN KaTajor \windows\system32 nsst Bepcuu
x64 nnu B \windows\SysWOW64 nnst Bepcuu x86.

WNucrammsiuonnsiit naker B ¢opme apxuBa «ForosPKCS11.zip» nocrynen
M0 CChUIKE:

http://smart-park.ru/util/ForosPKCS11.zip

JUtst yCTaHOBKM MOAYJSl MOJJIEPKKH CIIETYET MCIOJb30BaTh UMEIOIINECS B
apxuBe MakeThl X64 win Xx86 B 3aBUCUMOCTH OT MOJEIIA KOMITBIOTEPA.

Ilocne ycnemHon ycraHoBku Hocurens pacmo3HaeTrcss BCTPOSHHBIM B
VipNet CSP MoayneM mNOAIEpKKH MOAKIIOYAEMBIX YCTPOMCTB KaK HOCUTEIh
«Magistray.

I
| 8 Vi e C5P -

Entredepi ke -
|
Pl M A e Foenir=m Fenoasmenss
’ E
fAnngfesmemig i
Dy s
Tovor 2 1SR 1 BT
P T i ot s ¥
Pyipaes | Hemmamsn +
Wlimo s dng 208 et T e g T B
= - LU | l.l
P B Sl i gl = -
Fr B e et e
[ bl bl v T
PucyHok 2

10 Ixcnayarauus Hocurens B Kpunrollpo CSP

10.1 Cxema pazepanuuenusn oocmyna k oannvim Hocumens
HNoctyn k pasmenienHomy B Hocutene kourteiinepy Kpunrollpo CSP
3aIAIIAETCS BCTPOCHHBIM B HOCHUTEIh  MEXaHU3MOM  ayTeHTU(UKAIUU
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[Tons3oBatens no maponto (no I[MMH-xoxy) (ITMH TIlonb3oBartens). CepBucCh
KpunrolIpo CSP 3ampammBator stor [IMH y Ilonas3oBarens M HanpaBisIOT €ro
Hocurento ans ayrentudukanuu [lomp3oBaTenst mpu BBIOJHEHUH OTNEpaIui,
TpeOYIOLINX TOCTYIA K 3aKphITOM HH(pOopMaluu, Xpausieiics Ha Hocurerne.

Y Ioab3oBartes ectb S (IIsATh) MONBITOK JJA BBOAA (NPeAbsSBJICHUA)
npaBujbHOro 3Hauenusi ITHH (Ilapoasi) Ilonb3oBaresisi. Ecin Bce MONBITKU
npeabssiaenus [IMH (ITapons) Ilons3oBatens OyayT HeyaauHBIMH, TO MEXaHU3M
ayrenTudukanuu IlomszoBatens Oyner 3a6ao0kupoBan Hocutenewm. Ilocie storo

MOCIEAYIOUINI TOCTYIl KPUIITONpOBaiiiepa K 3akpeiToi mHpopMmarmu Hocurens
OyZeT HEBO3MOXEH JaXe B Ccllydae BBOJAA BepHOro 3HaueHus Ilapouns
[lonws30Barens.

Paz0nokupoBanue Ilaponss Ilonmb3oBarens, a TakXke HEKOTOpBIE IpYyrue
aJIMUHUCTPATUBHbIE (QYHKIUH, MOXHO BBIIOJHUTH JIMIIb [PU  YCIOBHUH
IPENBABICHHS ONEPAaTOPOM IMpaBa AJMUHUCTpATOpa IIyTEM YCIEIIHOIO BBOJA
[Taposss Anmunuctpatopa (unaue - [IMH AnmunuctpaTtopa).

Mexauusm BBoga ITHH (Ilaposis) AnMuHUCTpaTOpa AOIMYCKaeT CTPOTO
OTPaHMYEHHOE YMCJIO IOCIIEI0BATEIbHBIX MOMNBITOK HEyAauHoro BBoja. Ilpwu
JToCTHKeHHH 3Toro yucia [lapons Anmunuctparopa Onokupyercs. [locae 3Toro
BOCCTAHOBJICHUE paboTOCIOCOOHOCTH Hocurens TUTS CEepPBUCOB
KpUIITOTIPOBAiijiepa CTAaHOBUTCS BO3MOXXHBIM, TOJIbKO eciu B Hocurene
MPEAYCMOTPEH OINIMOHAIBHBIM CBOOOIHBINA JTOCTYN K (QYHKIHH (HOpMaTHPOBAHUS
(ounctku). Ecam pgoctyn k ¢yHkumu (opMaTHpoBaHUs (0YuUCMKU) YCTAHOBJIECH
«mio TIlaponto AnMuHHCTpaTOpa» (YCTAaHABIMBAETCS «IIO YMOJTYaHUIO»), TO
BOCCTAaHOBJICHHE JIOCTYIAa K MEXaHU3MaM a]MUHUCTPUPOBAHUSI HEBO3MOKHO.

Ilpumeuanue. dyukus popmarupoBanus (cm. 1. 10.7) ynanser uz Hocurens Bce
nanubeie koHTeHepa Kpumnrollpo. [Ipu ee BeimomHeHun TpelyeTcs
yKa3blBaThb  HOBBIE  3HaueHus  mnaposie  [lomwp3oBarensa wu
AnmuHHCTpaTOopa.

[Ipu mnpousBoactBe Hocureneidt ycranaBimuBaeTcsi O€30MACHBIM PEKUM
noctyna K (yHKIUA (OpMaTHUpOBaHUS «IO Maposo AjnMmuHuUcTpatopa». [lpu
3aKaze mnapThil 3aka3uMK HMMEET BO3MOXKHOCTh YKa3aTh Ha HEOOXOAUMOCTb
YCTAaHOBKHA  OMI[MOHAJILHOTO peXHMa CBOOOJAHOrO0 JocTyna K  (QyHKIUH
dbopmaTupoBaHUs.

Ilpumeuanue. 3axa3zuuky cieAyeT YYUTHIBAThb, YTO MpousBoauTenb Hocuteneit
CUHTACT JTOT PEXUM HEOE30IMaCHbIM, MOCKOIBKY CYIIECTBEHHO
YOPOIIAET PeaTU3aIMI0 aTaK! TUTIA «OTKa3 B 00CITyKUBaHUN.
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Ha cnyuyait yrepu paGouero 3nauenust naposis [lons3oBarens, B Hocurene
IPELYCMOTPEHA BO3MOXKHOCTH BBIIIOJHEHHUSI €r0 CMEHBI TAKXKE M HA OCHOBAHHUH
NPEBABICHHOIO MMAPOJI AIMUHHCTPATOPA.

IIpn 3aka3e mnapTusaMu 3aKa3dyMK MMEET BO3MOXKHOCTh YyKa3aTb Ha
HEOOXOJMMOCTh  YCTAaHOBKM  OINIMOHAJIBHOTO  PEXHMMa  «CMEHa  HapoJis
IIOJIB30BATENSI MO IAPOJII0 IOJIb30BaTeNs . Takke 3aka3yuK MOXKET 3alPOCHUTh
YCTaHOBKY COOCTBEHHBIX OTrpaHUYECHU o quciay  JOIMYCTHMBIX
NOCJIEIOBATEIbHBIX MOIBITOK HEYAAYHOTO NMpeabsaBiaeHus naposen Ilomp3oBarens
U AIMUHUCTpaTOpa B Axana3oHe ot 2 1o 15.

10.2 Cneuuanvnuvie mexanusmot Hocumensn

10.2.1 MexaHu3M perucTpainuu coobITUn

B Hocutenbr BCTPOEH MEXaHW3M PETUCTPAIMM OLIMOOK (MEXaHU3M
KYpPHAJTUPOBAHMUS).

Kypnan ¢dopmupyercs BcTpoeHHbIM B Hocutens  mporpaMMHbBIM
oOecriedeHUEM B HHEPrOHE3aBUCUMON MaMsATH MHMKpPOKOHTpoJuiepa Hocutens.
Kypnan nipeacrapnsger coOoi nmUKIWYecKuil (aiin 3amuceil, OoH He TOCTyINeH s
3alUCH W3BHE, HO MOXET ObITh CBOOOAHO mpouuTaH. [Ipyu 3amonHeHuH XypHasa
HOBAsl 3aIlMCh 3aTUPAET caMylo cTapyro. PazMep >KypHalla yCTaHaBIMBAETCS MPHU
MIPOU3BOJICTBE HOCUTES.

3anuchk B KypHaie Gopmupyercs camum Hocurenem mnpu BO3HUKHOBEHUH
OmM1OOK HCHOJHEHUS] HU3KOYPOBHEBBIX KoMmaHA. Kaxmas 3amuch COAEPKUT
CKBO3HOM HOMEp M MHGOPMAIUI0 O HU3KOYPOBHEBOM KOMAaH/IE, BBITTOJHEHHOH C
OIMOKOM (KOJ KOMaH/Ibl, MapaMeTpbl KOMaH/Ibl, KOJI OIITUOKH).

Kypnan wmoxer ObITH CBOOOJHO TmpounTaH U3 mnamatu Hocutens
CpeACTBaMH aJIMUHUCTPATUBHOU YTUIIUTHI.

ConepxaHue KypHaJla TMpeaHAa3HAdaeTcs M CIOyKO TEeXHUYECKOH
MOAJACPKKH.

10.2.2 MexaHu3M JOBEPEHHOM BBITPY3KHU KypHaia

Kaxxnp1il 3K3eMIUIsip HOCUTEINST CONEPKUT aIMUHUCTPATUBHYIO KIHOYEBYIO
napy, 3amnuchiBaeMyl0 B maMmsaTh Hocutens B mpoliecce ero mnpou3BOJCTBA.
CooTBeTCTBEHHO  BbIrpykaeMoe u3  Hocutens  coaepxumMoe  KypHaia
COTPOBOXKJIACTCS DJIEKTPOHHOW moanuchio Gopmupyemoit Hocutenem Ha sTOM
(aAMUHUCTPATUBHOM) KJIIOYE.

AJIMUHUCTpaTUBHAs yTWINTA MPEIOCTABISECT BO3MOXKHOCTH MPOYHUTATh
(pynkrus «IIpountarh XKypHaI») KypHAI C AJICKTPOHHOW TMOIIMHUCHI0, a TaKXKe
MPOBEPUTH IEJOCTHOCTh U AYTEHTUYHOCTH MOJIYUYECHHBIX TAHHBIX MyTEM MPOBEPKHU
noanucu xxypHaina (pynkuus «[IpoBeputsb xypHam»).

000 «CmapmlIlapky
B 2.5.0.U.08 Crpanuna 14 u3 35



R301 ®opoc USB ons I ¢ pacuupennoi ¢yHKYUOHATLHOCMbIO Hucmpyxyua no ycmarnoexe u sxcnayamayuu

Bl R B P il %, W Y IS §OY e T

| Aty B0, St Sipachin & =
Tl Pad i Wl T
o | Pastampgosan (T Crive >
1 ansescTDETODE!
Plrssist i [ W gaiing Cagrp
Mosieere |
ARSI B TS | Mamesme 5N |

S I'm.lru.'r.tmunz | T |
 Tomarnrte pman | _Moesepacan |

e ——TYC

Crrdnnfs Fomcon Syt namtea M nomsacietens - 5

Beposs LA T
PucyHok 3
B pesynpraTe ycnemnoro BeimonHeHus GyHkiuu «[Ipountars xypHam» Ha
9KpaH BBLIBOIHUTCSA OKHO «anaBneHHe KypHAIOM», COACPKAIICC CHUTAHHYIO H3
KypHajia I/IH(l)OpMaHI/IIO, KOTOpasd IIpPCACTABJICHA B BUAC TCKCTA.

COOSGO0DCOOCCOOCAREE <A 3F M0 3 -0 ST G WS4 TACC TAF 1 JOCH X0 79 M2
0T AP 1 S P e T D B BDS SCNN0OCS T aRT, TR0 K DR A0 IS R 0 AR
FEL1ES

PucyHok 4

Nudopmanms u3 KypHaima MOXKET OBITh «IepeJaHay Ha TPOBEPKY
IEJIOCTHOCTH U ayTEHTHUYHOCTH. {711 9TOTO CleMyeT «BBIACIUTEY» CTaHIAPTHBIM
00pa3oM (IBM)KEHUEM «MBIIIKW» MPU HAXKATON JICBOM KHOMKE) BCE COAEPKUMOE
IPOYUTAHHOTO JKypHaja 1 CKOIMPOBATh €ro B 00MeHHBIH Oydep:

000 «Cmapmllapky
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PucyHok 5

Conepxxumoe JKypHama MOXET OBITH HMPOBEPEHO «HA MecTe». st 3Toro
CIIeyeT aKTUBUPOBATh BHITIOJIHEHUE QYHKIINN «[IpOBEpHUTH KypHAI», «BCTABUTHY
nposepsemMyto nHpopmaiuio u3z 6ydepa u akruBupoBarh GyHkiu0 «[IpoBeputsb
JKypHaJD» B OKHE «YTIPaBJIEHUE KYPHATIOM).
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PucyHok 6
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Eciim mpoBepsieMoe copepKMMOe KypHalla MCKa)XEHO, TO OYJCT BBITAHO
coo0IIIeHrEe 00 OIIHOKE.

CopepxuMoe KypHaJia 3allliIICHO OT HECAaHKIIMOHUPOBAHHOTO M3MCHCHUS.
Kak TekcToBOE COOOIIEHHE OHO MOXKET OBITh OTIIPABJICHO IO OOBIYHBIM KaHajam
CBSI3M B TEXIMOJICPIKKY I TEXHHUECKOI'O aHaJIM3a HEeIITATHBIX CUTYaIlUH.

10.2.3 MexaHu3M MojicueTa 4uciaa CMEH Mapojein

Hocutens nMeeTr BCTpOCHHBIM MEXaHU3M MOJCYETA YUCIA CMEH 3HAYCHUU
naposeit (IIMH-konoB).

Kaxnaplii maposns UMEET MHAMBUIYAIbHbIA CKBO3HOW HE PEBEPCUBHBIA JIBYX
OANTOBBIN CUETUYMK, YBEIMUUBAIOLIMICSA HA | MpU BBIMOJHEHUU KaXKI0M ONepaluu
CMEHbl (Tmepe3amuicu) 3HaueHWs mapojisa. [Ilpu  JOCTHKEHHUH  CUETYUKOM
MakcuManibHoro 3HadueHuss OXxFFFFh nanpHeiimas cmeHa maposs 3amperiaeTtcs.
[Ipeamonaraercsa, 4ro B YCJIOBHUSX HOPMAaJbHOM JKCIUIyaTallud MAaKCUMAJIbHOE
3HAQUCHHE CUETUYMKA CMEH HEJIOCTHKHMO.

Tekyiiee COCTOSIHME CYETYMKAa CMEH TNapoJied  MOJIb30BAaTEeNsl W
aJMUHUCTpATOpa JOCTYNMHO [IJIi YTEHUS] CPEACTBAMU aJIMUHUCTPATUBHOU
YTHIUTBL. JTO oOecnieunBaeT cipaBoyHas ¢yHkuus «Crarycy (cM. Pucynok 7) -
3anpoc cratyca [Tapons (ITUH).
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PucyHok 7
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10.2.4 4-x GalTOBBIN CEpUIHBINA HOMEP

Hocurens MoxeT uaeHTHPHUIHPOBATHCS MO 4-X OallTOBOMY CcepHITHOMY
HOMEpY J100 Mo 7-Mu 6aTOBOMY 3aBOJICKOMY HOMEPY MHUKPOKOHTPOJLIEPA.

4-x OalTOBBIM CEpUMHBIM HOMEpP COBIIAJIAET C HOMEPOM HOCHUTEIIS,
BBIBOJIMMBIM ITAHENBIO yIIpaBiieHus Kpunronposaiaepa Kpunrollpo CSP.

AJIMUHUCTpPaTUBHAs yTWIWTA MPEIOCTABISAECT BO3MOYKHOCTH IPOYHUTATh

cepuitable HoMepa Hocurens. s atoro ciyxut ¢pyakuus «lomyants SN» (cMm.
Pucynok 8).
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PucyHok 8

10.2.5 MexaHu3M aKTUBALMM U J€aKTUBAIIUM MUHUApaiBepa

Hocutens mpemoctaBisieT BO3MOXXHOCTh aKTUBUPOBATh M JI€AKTUBUPOBATH
byHKIIMOHAT MUHUIpalBepa.

Ilpumeuanue. JleaktuBanus MUHHApaiiBepa HEOOXOJAWMA [UISl YCTPAHEHUS KOHQIMKTHOM
cuTyauuu B ciydae npuMmeHenus pyukiuu Kpunrollpo Winlogon.
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PucyHok 9

MuHungpaiiBep [I€aKTUBUPYETCS IIyTEM YCTAaHOBKM 3alpeTa MOIIEPKKH
Hocurenem Microsoft CSP (cm. Pucynok 9 ).
ITo ymomuannto Munnapaiisep Ha Hocurene neakTMBUpOBaH.

10.3 Mexanusmor aomunucmpuposanus Hocumensn
Ha6op agmunuctpatuBHbixX ¢GyHkuuii Hocurens Bkirovaer:

e ¢yukiuu pazonokupoBanus [lapons [Tonb3oBarens;
e (¢yHKuuMM cMeHbl 3HadeHuil Ilaponss ApmuHucTparopa H Mmaposs
[Tonw3oBarens;

dbynkiuu hopmarupoBanus (ounctku) Hocurens;

e (YHKIIMU CUUTHIBAHUS W MPOBEPKH KypHasIa OMIMOOK;

e (yHKUIMM aKTUBAIIMW/ACAKTUBAIIMN MUHUApPANBEPA,

e chnpaBouyHble (QYHKIMM (TIOJyYEHHE CEpUHHBIX HOMEPOB, MapaMeTpoOB
COCTOSIHUS TTapOJIei);

e xoHTpoJsibHbIE (yHKIMHU (IpoBepka C3);

e (QyHKUUU PabOTHI C KYpPHAJIOM;

® HACTpOMKa NapaMeTpPOB AJAMHHUCTPATUBHOW YTUJIUTHI.

[Ipeabsinenue [laponss AnMHUHHCTPATOPA, BBHINOTHEHHE PA30JIOKUPOBAHUA,
CMeHbl 3HaueHuM Ilaposer W 1OpoY. BO3MOXKHO C TIOMOIIBK)  YTHJIUATHI
paszonokupoBanuss UnblockUserPin unu HOBOW aIMHHHCTPATUBHOW MPOrpPaMMBbI
ForosMaster.

VYtunmura  UnblockUserPin  moxer  ObiThb  3arpykeHa ¢ caiita
00O «Cwmaptllapk» o ccbuike:

http://smart-park.ru/util/UnblockUserPin.zip
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[Iporpamma ympaBnenus Hocutensmu Dopoc ForosMaster moxker ObITH
3arpyseHa ¢ caiita OOO «Cwmaptllapk» 1o ccbuike:

http://smart-park.ru/util/FMaster.zip

CoOTBETCTBYIOIIIEE ONUCAHME W WHCTPYKIHUM TNPUBEAECHBI B JTOKYMEHTaX
«Popoc Macrep PykoBOIICTBO AJMUHHCTpaTOpa» 151 «Dopoc
Mactep PykoBojactBo [lonb3oBaremns».

Taxke  OOCTymHa  BO3MOXHOCTh  pEAIM3AaUAM  AJIMUHHCTPATHUBHOIO
ynpasieans: HocutessiMu @OPOC ¢ momombio web-TIpHIoKeHUST PeaTn3yeMoro
3aKa3uuKOM CaMOCTOSITEIBHO Ha OCHOBE NpUMeHeHHs npoayKTa «ForosWKT».

[Taker «ForosWKT» pocrynen mns mnpumenHenuss ¢ Web-Opayszepamu
Microsoft Internet Explorer (Bepcum 10, 11) u Google Chrome (Bepcust 52 u
BBIIIIE).

[IponykT mpuMeHsieTcs IMyTeM BCTpauBaHUsA OOpallleHuid K HHTepdeiicy
aIMUHHACTPUPOBaHMS KIOYEBBIM KOHTelHepoM Kpunrollpo CSP, pazmeneHHbIM
Ha Hocutene "@opoc", B nonb3oBarenbckue WEB-cTpanus.

Pa3pabotka mnonb3oBaTenbckux WEB-cTpaHull MOXET BBINOJIHATBCA C
npuMeHenneM mnporpammHoro mnakera ForosWKT SDK (cm. ForosWKT SDK.
O6mee onucanue. 6958 6427. 58.29.29.000.001-2. 31.01.1).

[Iporpammuo-noctynusiii, unrepderic ForosWKT omucan B moxkymeHTe
ForosWKT. PykoBoactBo nporpammucta (6958 6427. 58.29.29.000.001. 33.01.1).

VkazanHas  gokymeHTtanus, a Takke naker ForosWKT  SDK
IIPENOCTABIISAIOTCS 1O OTAEIBHOMY 3a1pocCy.

TectoBas crpanuna (oOpasel] mpuMeHeHus) pasmelneHa Ha caite OO0
"Cmaprtllapk" no agpecy:

http://smart-park.ru/foroswkt/testpage.html

[Iporpammuoe obecnieuenne «ForosWKT» MoxeT ObITh 3arpy’KeHO C caiTa

00O «Cwmaprtllapk» 1o ccbuike:
http://smart-park.ru/counter/counter.php?book=6
B pamxax nHacrosmero nokymenra npumeHeHune ForosWKT nanee ne

paccMarpuBaeTcsl.

10.4 Cmena ITHUH (naponsn) Ionvzoeamensn

Baumanmne!

IIpu BBOme Hocurens B skcryartaunmto, [lonp3oBarens HOKEH CMEHUTH
YCTaHOBJICHHOE IPOU3BOIUTEIIEM TPAHCIIOPTHOE 3HAYCHHE [Taposist
ITons30BaTens, Ha COOCTBEHHOE.

CoxpaneHnue B TaitHe pabouero 3HaueHus [laposs Ilonb3oBarens u ero
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CBOCBPCMCHHAsA CMCHA, SABJIAIOTCA H€O6XO,[[I/IMI>IMI/I YCIIOBUAMUA Oe3omacHOM’

sKcIuryaTaunu Hocurenst B pamkax cepBUCOB KpUNTONMPOBAKUIEPA.

HpOI/IBBOI[I/ITCJ'IB HAaCTOATCIIbBHO PCKOMCHAYCT HC HCIIOJIb30BATH ITPOCTLIX

KOMOMHAITUH CUMBOJIOB JIJIsI TTaposieit Hocures.
Cwmena [Ilapona Ilosmb3oBaTenss B IITATHOM PEXKUME ITPOU3BOAUTCA

cpeactBamu kpunronpoaiaepa Kpunrollpo CSP B «Ilanenu ynpaBieHus».
Otkpoiite ocHacTKy ynpasienusi KpuntolIlpo CSP B «Ilanenu ynpaBieHus»
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PucyHok 10

Hanee BwiOepute BKIaAKy «CepBUC» M HaXMHUTE KHOMKY «M3MeHUTH

apoJIby:
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PucyHok 11

Jlanee ciuenynTe yka3zaHUsM MacTepa U3MEHEHUS [1apoIsl.
OTa npoueaypa MpOUCXOIUT B COOTBETCTBUU ¢ periameHToM Kpunrollpo
CSP u onucana B JOKyMEHTAllUM HA KPUIITOITPOBAKIED.

IIpumeuanue. OOpaTuTe BHUMAaHKE, UTO €CJIM MPU U3MEHEHUHU 3HayeHus [lapons
[Tons3oBaTenss Ha «amycroe», cepBuc Kpunrollpo CSP moxer
BBIJIaTh cooOmeHne «BHyTpeHHss ommOKa», HO, TeM HE MeHee,
MoskeT npousontu nsMeHenue [I1MH Ha «mycroe» 3HaueHue.

10.5 Pazonokuposxa ITHH (napons) Ilonvzoeamensn

PazonokupoBanue Ilaponss I[lonb3oBarenss NpPOU3BOAUTCS CPEACTBAMU
ytuauthl  «UnblockUserPIN.exe», Takxke »3To0 jgoctymHo cpeactBamu [10
dopocMacrep.

Paz6nokupoBanue cpeactBamu yruiuThl «UnblockUserPiny mpousBogutcs
CJIETYIOITUM 00pa3oM:

1. Omepatop mnonkmodaer Hocutenr ¢ 3abmoxupoBanHbiM [laposem
[Tonp30BaTens K KOMIIBIOTEDY.

2. Omnepatop 3amycKaeT YTUIUTY pa30IoKUpOBaHUS
«UnblockUserPIN.exe».

3. Omnepatop BbIOMpaeT HeoOxoauMblii Hocurtenb U3 crivcka

4. Omnepatop HaXuMaeT KHOIKY «Pa30jI0KMpOBaThy», PACHOJIOKEHHYIO B
paznene «llaposb Ilonp30BaTesns» OKHA MPOrpaMMBl.
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5. Omneparop BBoauT 3HaueHue Ilapons ApamuHucTparopa B mOJ€
«Texymuii [Taposib AIMHHHCTPATOPAY.

6. Ilpm HEOOXOIMMOCTH oOmepaTop BBOAWT HOBOE 3Ha4eHHWe Ilapois
[Tons3oBarens B nomnsax «Hosent Ilapons Ilonb3oBarens» n «IloBropure HOBBIN
[Tapose ITonb30BaTemns.

7. OmnepaTtop HaXXUMaeT KHONKY «Pa3010KupoBaThy.

Ecau Bce JaHHBIC BBCIACHBLI IIPABUJIBHO, TO 6y,Z[eT BBIIIOJIHCHA OIICpalusd
p336JIOKI/IpOBaHI/ISI Haponsi HOJ'IL3OB3.TCJ'IH, d TAKXKXC CMCHA €TI0 CTApOro 3HA4YCHUA
Ha HOBOC.

CpenctBamu [10 ®opocMacrtep mnomydyeHue CHpaBOYHOW HHOOpPMALIUU
nocTynHo B paznene «Kpunrollpoy.

10.6 Cmena ITHUH Aomunucmpamopa

Buumanne!

IIpu BBOme Hocutens B 3KCIulyaTaluio, AJMUHHCTPATOp CHCTEMBI WA
[Tonp30Barens (B 3aBUCUMOCTHM OT JEMCTBYIOLIEIO B CHUCTEME perjaMeHTa
0€30MacHOCTH) JOJKEH CMEHUTh YCTAaHABIMBAEMOE 110 YMOIYAHHUIO TPAHCIIOPTHOE
3HaueHue [laposst AqMuHHUCTpaTopa Ha COOCTBEHHOE.

CoxpaHnenue B TaiiHe pabouero 3HaueHus llaponss AnMuHHCTpaTOpa U €ro
CBOEBPEMEHHAsl CMEHa SBIIAIOTCA HEOOXOJAMMBIM  YCJIOBHEM O€30macHOU
skcruryaranuu Hocurens.

[Ipou3BoAUTENIL ~ HACTOSTENIBHO  PEKOMEHAYET  HE  HMCIOJIb30BaTh
TpUBHAJIbHbIE KOMOMHAIMU cUMBOJIOB Ju1st [laponss AagmMuHHCcTpaTopa.

Cwmena I[Taponss AaMUHUCTpAaTOpa MOKET MPOU3BOAUTHCS ABYMS CLIOCOOAMMU:

1) ¢ momompto yrunutsl «UnblockUserPIN.exe»,

2) takxe 310 goctynHo cpeacrBamu [IO dopocMactep B paszene

«Kpurnrollpo».

C nomompro  yrumuthl  «UnblockUserPIN.exe»  cmena  Ilapons
AMUHHCTpATOpa MPOU3BOUTCS CIEAYIONAM 00pa3oM:

1. Omeparop noakmrouaer Hocurens kK KOMOBIOTEDY.

2. Omnepatop 3aIyCcKaeT YTUIIUTY paz0I0KUpOBaHUS
«UnblockUserPIN.exe».

3. Omneparop BbIOUpaeT HeoOXxoauMbIN HocuTtens u3 cucka

4. Omneparop B pazuene «llapons AIMUHHUCTpATOpa» HAKUMAET KHOMKY
«I3MEHUTDBY.

5. Omneparop B mnone «Tekymmui Ilapons AnpmuHHCTpaTOpa» BBOAUT
3HaueHue I[laponst Agmunuctparopa.

6. Omneparop B none «Hoseiii Ilapons AamuHuctpatopa» BBOAUT HOBOE
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3HaueHue [laposa AnMuHHCTpaTopa U AyOIMpPyeET €ro B MOJIE MOBTOPA.
7. OnepaTtop HaXXUMaeT KHONKY «I3MEHUTHY.
Ecnu Bce naHHble BBEIEHbI MPAaBWIBHO, TO OYJET BBINOJHEHA CMEHA

3HaueHus [lapons AamuHUCTpaTopa.

10.7 ®@opmamuposanue (ouucmka) Hocumensn

Oneparnus hopmatupoBanus (ouncTku) Hocutens 3akitodaercs B yJaieHUU
3HAUEHUN paHee CO3JaHHBIX KIIIOUel U cepTU(UKATOB U 3aJJaHUU HOBBIX 3HAUCHUM
[Taponeii [Tonb30BaTens 1 AgMUHUCTPATOPA.

C nmomomrsio ytunutsl «UnblockUserPIN.exe» onepanus popmarupoBanus
JIOCTYIHA TMOCJE YCIEIIHOTO TpEeAbsABICHUS JelCTBYromero 3HadeHust llaposs
AnmuHHCTpaTopa:

1. Omnepatop noakmtouaetr Hocurenb K KOMOBIOTEDY.

2. Omneparop BeIOMpaeT HeoOXxoaumbIii Hocurens u3 crivcka

3. Omnepatop akTUBU3UPYET PYHKINIO «Y JAIUTH BCE KOHTCHHEPHI».

4. Omnepatop BBOJUT TEKyllee M HOBO€ (C AyOJIMpOBAHHMEM) 3HAYCHUS
[Tapons AqmMuHKcTparopa, a Takxke HoBoe 3HaueHue llaposst Ilonb3oBarens (c
JTyOJIUPOBAHUEM ).

5. Omneparop UHMUIMUPYET omepanuio (GopMaTupoBaHUsT HaXaTUEM Ha
COOTBETCTBYIOIIHI 3JIEMEHT yNPABICHUS.

CpenctBamu 10 ®opocMacrtep 1aHHasg BO3MOKHOCTh JOCTYITHA B pa3Jielie
«KpunrolIpo».

10.7.1 Bapuantel KOHQpUTypalluu TpaBUid  JOCTyNa K  (QyHKIUH
dbopmatupoBaHus
Hocutens pomyckaer nBa BapuaHTa KOH(UIypalud MpaBuiia JOCTyNa K
byHKunu popmMaTUpOBAHHUS:
e DBapuaHnT, ycTaHaBIMBaeMblii 0 YMOJYAHUIO: MOJy4YEHUE OOCTyIa K
GyHKIMK QOopMaTUPOBAHUS TOJIBKO MOCJE YCHEIIHOTO MNpEeAbsBIICHUS
[Taponst AqMuHHCTpAaTOpAa.
e OmnuMoHaNbHBIN BapHaHT: pa3pelieHre CBOOOJHOTO TocTyna K pyHKIUN
dbopmaTupoBaHUs.
[Ipu HeoOXxoaumocTH 3aka3uvK MOXKET BbIOpATh OMIIMOHAIBHBINA BapUaHT

pu 3akasze Hocurenei.

10.8 Cnpasounvie pynkuyuu

10.8.1 IlomyueHue KoJIMYECTBA OCTABIIMXCS MOMNBITOK MPEAbSIBICHUS
[Tapons Anmunrctparopa/llonb3oBaTens
[Tomy4yeHne KOIMYECTBA OCTABIIMXCS TOIMBITOK MPOU3BOAUTCS C IMTOMOIIBIO
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yrmmthl «UnblockUserPIN.exe» cnemyromum obpazom:

1. Omnepatop noaknroyaer Hocurenp Kk KOMIIBIOTEDY.

2. Omneparop 3aIlyCKaeT YTHIHTY pa30I0KUPOBAHUS
«UnblockUserPIN.exe».

3. Onmnepatop BbIOMpaeT HeoOxoauMbld Hocutens U3 cnmcka
4. Omnepatop B paznene Ilapons I[lonp3oBarenss HaKMMaeT KHOMKY

«Cratycy, mubo B pazzaene «Ilapons AagmuHucTpaTopay.

10.8.2 TlomyueHue cepuitHoro Homepa MUKpOKOHTposuiepa Hocurens

[TomyyeHne cepuiiHOTO HOMEpPAa NPOU3BOAUTCA C TMOMOUIIBIO YTHIUTHI
«UnblockUserPIN.exe».

CpencTBaMu yTHIIMTHI 3TO BBITIOJIHSIETCS CIETYIOIIMM 00pa3oM:

1. Omnepatop noaxioyaer Hocurens kK KOMIBIOTEDY.

2. Omneparop 3aIycKaeT YTHIIUTY pa30I0KUpOBaHUS
«UnblockUserPIN.exe».

3. Omnepatop BbIOMpaeT HeoOxoauMblii Hocutens U3 crivcka

4. Omneparop B pazneine «IIpouee» HaxxumaeT kHONIKY «Ilomyunts SN».

CpenctBamu [10 «®opocMactep» moiydeHHUE CIPABOYHONW HWHOOpMAIUU
JIOCTYITHO B pazzeie «Oomuey.

11 Ixcnayaranusa Hocurens B VipNet CSP

11.1 Cxema paszepanuuenus 00cmyna K OAHHbIM

Hoctyn k mnpuBatHeiM oObekTam pgaHHblx PKCS#11 na Hocurtene
samuiaetcs [Taponem Ionb3oBarens (USER PIN).

CepBucoel  VipNet CSP 3ampammBator I[lapons I[lonb3oBatens mpu
BBIMIOJTHEHUM Omlepauui, TpeOyolmux JI0oCTyna K 3aKkpbIToM uH(pOpMalu,
xpansuenca Ha Hocurene.

VY Tlonb3oBatens ectb S5 (IIATh) mombITOK (MapamMeTp yCTaHABIMBAETCS IO
YMOJIYaHUIO) I BBOAAa (TPEIbsBICHUSA) MpaBUIbHOrO 3HaueHus Ilapoms
[Tonb3oBatens. Ecnu Bce nmonbiTku npeabsBiaeHust [lapons Ilonb3oBatens OymyT
HEy/IayHbIMH, TO MEXaHM3M €ro TMpeabsBieHUs OyleT 320JJ0KHPOBAH

ABTOHOMHBIM MEXaHU3MOM Hocurens, 151 MOCIIC YOI JTOCTYII
KPUIITOTIPOBAii/iepa K MPUBATHBIM OOBEKTaM JAHHBIX OYyJIET HEBO3MOXKEH JIaKe B
rociie BBoaa BepHoro 3HaueHus [lapossa [lons3oBarens.

Paz6nokupoBanue mexanmszma BBoja Ilapomnst Ilonb3oBaTens U HEKOTOpbHIE
JIpyrue aJMUHUCTPATHUBHBbIC (YHKIIMM MOYXHO BBINIOJIHUTH JIMIIb MPU YCIOBUH
MOATBEPKACHUS ONEPATOPOM IpaBa AJIMUHHCTpATOpa MyTEM YCIEIIHOTO BBOJIA
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[Mapons Anpmuanctparopa (SO PIN). CnocoOwl goctynma K MeXaHU3MaM
aIMUHUCTPUPOBAHUS ONMCAHBI HUXKE.

Mexanu3sm  BBoma Ilapomst  AaMuHHCTpaTopa  JOIMYCKAaeT  CTPOro
OTPAaHMYEHHOE YMCJIO TOCJIEAOBATENIBHBIX TMOMNBITOK HEyAa4HOTO BBoja. Ilpwu
JOCTHXKEHUU 3Toro uncia [laponas AqMuHHCTpaTopa OJIOKUpyeTCs.

11.2 Mexanuzmot aomunucmpuposanus Hocumens

Hocurenb OOPOC PKCS#11 MPEOCTaBISET BO3MOXKHOCTb
pazonokupoBanmsi  maposss  mosmb3oBatenss  (USER  PIN), ero  cmensl
(mepeycTaHOBKM), CMEHBI Mapojs aJMUHUCTPATOpa, a TAKXKE OUYMUCTKY JaHHBIX
nonp3oBaressi. B Hocurene mnpeaycMOTpEeH COOTBETCTBYIOIIMHA MEXAHU3M
pasz0noxkupoBanus napods [lonbp3oBaTensi, OCHOBaHHbBIN Ha UCIIOJIb30BAaHUU TAPOJIs
aJIMUHHUCTpATOpA.

Jist  goctynma omeparopa  W/WIM  aAMUHUCTpaTopa OE€30MacCHOCTH K
MeXaHu3My pa30nokupoBanus mapoiis [lomb3oBarenss MpemoCcTaBiIseTCs yTHIUTA
UnblockPKCS11.exe. lns 3arpy3ku yTHIMTBI HEOOXOUMO «IIPONTU» MO CCHUIKE:

http://smart-park.ru/util/UnblockPKCS.zip

Taxoxke omepanusi pa3dioxkupoBanus mnapoiis [lomp3oBarens MOCTyNHa B
coctase cpeacts [10 «DopocMactep» B paznene «PKCS#11».

Jus skcruryatauumun  ytwiatel U 11O «®DopocMactep» HeoOxonuma
oubnuorexa PKCS#11 foros pkesl1.dll, kotopast nomkHa ObITh JOCTyIIHA B MyTSIX
MOWCKa MCTHOJHIEMBIX Moayned. s 3arpy3kd yCTaHOBIIMKA OMOTHOTEKH
HEOOXOMMO «IIPONTH» TIO CCBHUIKE:

http://smart-park.ru/util/ForosPKCS11.zip

Yrunuta UnblockPKCS11.exe u [10O «®opocMactep» MOTYyT IPUMEHSITHCS
aaAMUHUCTpaTopamu  Oe3zomacHocT  nub0  Ilomb3oBatenmsamu. Pexum  ux
WCITOJIB30BAHUS, CITOCOOBI PACIIPOCTPAHCHUS, XPAHCHHUS U IPUMEHEHUS 3HAUYCHUN
aJIMUHUCTPATUBHBIX IMAPOJICH OMPEICIAIOTCS  perilaMeHTaMH  0€30MacHOCTH
KOHKPETHBIX CHCTEM.

JlocTynm K MeXaHu3My pa30JI0KHpPOBAHMS/CMEHBI Mapoyied B HOCHTENSX
CTAHOBUTCS  BO3MOJKHBIM  IIOCJI€  YCICIIHOI'O  BBIMOJHEHUS  IPOLENYPBI
[IPEIbABICHNS IpaBa afMUHUCTPATOPA IIyTEM MNPEABABIECHUS COOTBETCTBYIOLIETO
naposist anmuauctparopa (SO PIN).

[Ipu nepBUYHON KOH(UTYpaLIUU HOCUTENEH UX MPOU3BOJUTENEM, B KAXKIOM
Hocurene [IMH agmuHKcTpaTOpa MHULMAIU3UPYETCS. TPAHCIOPTHBIM 3HAYEHUEM
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(3HaueHneMm «mo-ymonuanuio»). Ilpu BBome Hocutenss B 3KCIUTyaTaiuio 3TO
3HaYeHHe HEOOXOAMMO 3aMEHHTh Ha JIPYroe, H3BECTHOE TOJBKO CYOBEKTy -
Brazaenbiry [laposs (ITomb3oBaTento b0 AIMUHUCTPATOPY).

11.3 Ynpaenenue naponem (ITUH) Ilonv3oeamens

11.3.1 Pexxum cmensl napods (ITMH) Ilons3oBaTtens

11.3.1.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.

- Omneparop 3naer maponb I[lonmb3oBarenst mns kouteiinepa PKCS#11, c
KOTOPBIM IIPOU3BOJUTCS MPOLETYPa CMEHHI.

- B pacnopspkeHnn omneparopa MMeEeTCs YTHIWTa pa30JIOKUpOBaHUS JHOO
[1O «®opocMactep».

11.3.1.2 Ilopsoox oelicmauii

1. Omnepatop noaxirouaer Hocurens K KOMIIBIOTEDY.

2. Omneparop 3aIlyCKaeT YTHIATY pa30I0KUpOBaAHUS
(UnblockPKCS11.exe).

3. Omepatop  BbIOMpaeT  CUMTHIBaTEIb, B  KOTOPOM  HaxXOJMUTCS
HeoOxoaumblii Hocutens (Hanmpumep, «Feitian SCR301 0»)

4. OmnepaTop «HaXWMAET KHOIKY» «V/3MEHWUTH», pPaCIONOKEHHYIO B
paszaene «IIMH nosnp3oBarens» OkHa IpOrpaMMBI.
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5. Omeparop BBOoAMT mnpexHee 3HaueHue [IMH mnonw3oBaTens B moiie
«Texymmnmit [IMH nonp3oBarens».

6. Omneparop BBOAUT HOBoe 3HaueHue I[IMH mnons3oBarens B mossix
«Hossiii [IMH» u «IloBTopute HOBBIN [T1H».

7. Onepatop «HaAKUMAET» KHOMKY «3MEeHUTHY.

000 «CmapmlIlapky
B 2.5.0.U.08 Crpanuna 27 u3 35



R301 ®opoc USB ons I ¢ pacuupennoi ¢yHKYUOHATLHOCMbIO Hucmpyxyua no ycmarnoexe u sxcnayamayuu

Ciassa MAH mpaasresners ﬁ
— - —— " — —
Teiiadd Ths nonamaTess

Hmmai| TREH

TomToTy Homes | TR

e e | Crivs |

PucyHok 13

Ecnu Bce nmaHHBIE BBEIEHBI NMPABUIBLHO, TO OyAET BBITOJHEHA OMEPAIIHs
cmenbl [ IMH nmoss3oBarers.

11.3.2 Pexxum pazbnoxupoBanus/ycranosku [IMH nons3zoBarens

11.3.2.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.

- Onepatopy u3BecteH [IMH amMuHMCTpaTopa il HOCUTENS, C KOTOPBIM
POU3BOAMTCS Mpoueaypa pasonokupoBanus [IMH nons3zoBarens.

- B pacnopspkeHun orneparopa uMeeTcst yTuiauTa pasosnokupoBanus win [10
«DopocMacrep».

11.3.2.2 [lopsaook oeticmauii

1. Omepatop TOAKIIOYAET HOCHUTENIb ¢ 3a0mokupoBanHbiM  [TMH
MOJIH30BATEIISI K KOMITBIOTEDPY.

2. Omepatop 3aIyCKaeT YTUIIUTY paz0I0KupOBaHUS
(UnblockPKCS11.exe).

3. Omepatop  BbIOMpaeT CUMUTHIBATEIh, B  KOTOPOM  HaXOIUTCS
HeoOxonumbiid Hocutens (Hanpumep, «Feitian SCR301 0»).

4. Omnepatop «HaXUMaeT» KHOMKY «Pa30i0kupoBaTh», pacrnonokKeHHYIO B
pasnene «I[1MH nonp3oBarens» OKkHA IPOrpaMMBl.
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5. Onmnepatop BBoauT 3Hauenue [IMH anmuaucrpaTopa B none «Texkymmil
[INH agmuHnCTpaTOpa.

6. Ecnm HeoOXxomuMo Takke yCTaHOBUTH HoBoe 3Hauenue [IMH
I0JIb30BATENsl, TO HEOOXOJUMO YCTaHOBUTH OTMETKY IO IOJIe «YCTaHOBUTH». B
MIPOTUBHOM CITy4ae Mepexon K I1.8

7. Omnepatop BBOaUT HOBoe 3HaueHwe [IMH mnonb3oBarens B momusx
«Hossiit [IMH» u «IloBTopute HOBBIN [TH».

8. OrmepaTop «HaXUMAaET» KHOTKY «Pa3010KkupoBaTh.
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Ecnu Bce nmaHHble BBEJEHBI MPABUIIBLHO, TO OYyAET BBIMOJHEHA Olepalus
pazosiokupoBaHus (OnIMoHaIbHO: U ycTaHoBkHW) [IMH nmons3oBaTens.

11.3.3 Pexum npoepku cratyca [TMH nonb3oBarens
11.3.3.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.
- B pacniopsikenun orepatopa uMeeTcs yTUIRTA pa30JOKUPOBAHMS;

11.3.3.2 Ilopsdox oeiicmauii

1. OmnepaTtop MOAKIIOYAET HOCUTENb K KOMITBIOTEPY.

2. Omnepatop 3aIyCKaeT YTUIIATY pa30IoKUpOBaHUS
(UnblockPKCS11.exe).

3. OmnepaTop BBIOUPAET CUUTHIBATEIH B KOTOPOM HaXOIUTCS HEOOXOAMMBIN
Hocurens (nanmpumep, «Feitian SCR301 0»)

4. Omnepatop «HaxXuMaeT» KHONKY «CTaTyc», paclojOKEeHHYIO B pasjelie
«ITNH nons3o0BaTessn» OKHA MPOrpaMMBbl.
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B cinydae ycnemHoro BBITOJHEHHS, B CTPOKE COCTOSIHHS OyJIeT BBIBEACHA
CTPOKA, OMHUCHIBAIONIAS KOJMYECTBO OCTABIIMXCS MONBITOK npenbsBieHus [TNMH
noJjib30BaTess, 0o ykassiBatoiasi, uto [IMH 3ab61okxupoBaH.

11.4 Ynpaenenue naponem (IIHH) aomunucmpamopa

11.4.1 Pexum cmensl ITMH anmunuctpaTopa

11.4.1.1 Heobxooumoe ycnosue ycneuHo2o 8blnoIHeHUs

- Omneparopy uzBected [IMH agmuHMCTpaTropa I HOCUTENSA, ¢ KOTOPBIM
IpOU3BOIUTCS npouenypa cMensl [TMH.

- B pacnopspkeHun oneparopa uMeeTcsl yTUinTa pa3zonokupoBanus win 110
«DopocMacrep».

11.4.1.2 Ilopsoox oeiicmauii

1. OmnepaTtop MOAKIIOYAET HOCUTENb K KOMITBIOTEPY.

2. Omnepatop 3aIyCKaeT YTUIIATY pa30IoKUpOBaHUS
(UnblockPKCS11.exe).

3. OmepaTop BBIOUPAET CUUTHIBATEh B KOTOPOM HAXOAUTCS HEOOXOAUMBIN
Hocwurens (napumep, «Feitian SCR301 0»)

4. Omnepatop «HaxumaeT» KHONKY «l/I3MEHUTH», PACHOJIOKEHHYIO B
pazaene «I[IMH agmuHHCTpaTOpa» OKHA MPOTPAMMBI.
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5. Omneparop BBoaut 3HaueHnue [IMH agmunucrparopa B none «Texymmi
[INH agmuHuCTpaTOopay.

6. Omneparop BBoguT HOBOe 3HaueHue I[IMH anmunucrpaTropa B momsax
«Hossrii1 IINH» n «IloBTopuTe HOBBIN [TMH)».

7. OnepaTop «HaXXUMAeT» KHOIKY «/3MEHUTHY.
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Ecnu Bce nmaHHbIe BBEJEHBI MPABUIBHO, TO OyAET BBINOJIHEHA OMNEparius
cmensl [IMH agmMuaucTparopa.

B IIO «®opocMactep» aHaJIOTMYHBIE ONEpalMU JIOCTYIHBI B pas3iese
«PKCS#11».

11.4.2 Pexum nposepku craryca [IMH agmunncrparopa
11.4.2.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.
- B pacniopsixenun oneparopa UMeeTcsl yTUINTa pa30JIoKUpOBaHUSI.

11.4.2.2 Ilopsoox Oeticmauii
1. OmnepaTop MOAKIIIOYAET HOCUTEND K KOMIIBIOTEPY.
2. Omnepatop 3aIyCcKaeT YTUIIUTY paz0I0KUpOBaHUS

(UnblockPKCS11.exe).
3. OmnepaTop BBIOUpPAET CUUTHIBATENIh B KOTOPOM HaXOJIUTCS HEOOXOAUMBIH

Hocurens (Hanmpumep, «Feitian SCR301 0»)
4. Omnepatop «HaxxumaeT» KHONKY «CTaryc», pacrojoKEHHYIO B pas3fene
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«IINMH agMuHUCTpaTOpa» OKHA MPOrPAMMBI.
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B ciydyae ycnemHoro BBITOJHEHUS, B CTPOKE COCTOSIHUS OyJEeT BbIBEACHA
CTpPOKa, JTUOO OMHUCHIBAIONIAS KOJMYECTBO OCTABIIMXCS IMOMBITOK MPEIbSIBICHUS
[MNH agmunuctpaTopa, b0 ykasbiBatomas, 4yto [IMH 3abnokuposaHn.

B IIO «®opocMactep» nanHas uH(oOpMmalus AOCTyIIHA B pasjene
«PKCS#11».

11.4.3 Pexum ynajneHus TaHHBIX NOJIb30BATENS

11.4.3.1 Heobxooumoe ycnosue ycneuHo20 8b1noJaHeHUs.

- Onepatopy u3Becten [IMH amMuHMCTpaTOpa IJii HOCUTENSA, C KOTOPHIM
Ipou3BoOAUTCs ipoueaypa cMensl [TMH.

- B pacniopsixenuu oneparopa nMeeTcs yTUINTa pa30JI0KUPOBAHUS.

11.4.3.2 Ilopsdox oeiicmauii

1. OmnepaTtop MOAKIIOYAET HOCUTEINb K KOMIIBIOTEPY.

2. Omnepatop 3aIyCKaeT YTUIUTY paz0I0KUpOBaHUS
(UnblockPKCS11.exe).

3. Omnepatop BEIOMpAET CUNUTHIBATENb B KOTOPOM HaXOAUTCA HEOOXOIUMBIiA
Hocurens (nampumep, «Feitian SCR301 0»)

4. OmnepaTop «Ha)KUMAeT» KHOMKY «Y JaJIUTh BCE IAaHHBICY.
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5. Omeparop BBOAWT HOBYIO METKYy, Ha3zHadaemylo Hocuremo wu
«HAXKHAMAET» KHONKY «BBOI».
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6. Omnepatop BBoaut 3HaueHue [IMH agmunuctparopa B none «Texkymuii

[TMH agmuHucTpaTopay.

7. Ecau HeoOXOOuMO TaKXKe

YCTaHOBHUTh

HOBOoe 3HaueHue [IMH

aIMHUHHUCTpaTopa, TO HGO6XOI[I/IMO YCTaHOBUTHb OTMCTKY II0 ITOJIC «YcraHoButh». B

IMPOTHUBHOM CJIy4ac IICPexoa K .9

8. Omneparop BBOAUT HOBOe 3HaueHue [IMH anmuHucTpaTtopa B momsx

«Hossit ITUH» u «I1oBTOpuTte HOBBIN [TMH).

9. OnepaTop «HAXXUMACT» KHOIIKY «BBIOTHUTBY»
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Ecnu Bce nmaHHbIe BBEJEHBI MPABUIBLHO, TO OYJIET BBIMOJHEHA OIeparus

YAAJICHUA JAaHHBIX II0JIb30BATCJIA.
YCTAHOBJICH B 3HAYCHUC «I10-YMOJIYaHUTIO».

I[Ipu »stom IIMH mnonb3oBarens Oynet

B TIO «®opocMactep» nanHas onepauus 1ocTyiHa B paszaene «PKCS#1 1».
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R301 @opoc USB ons DIl ¢ pacuwupennoii pynKYyuOHATbHOCbIO Hucmpyxyua no ycmarnoexe u sxcnayamayuu

12 TpeOGoBaHus K ycaoBusM npuMeHenust Hocuteseit ®OPOC

12.1 Ycnoeus npumenenus

I. Hocurenun mpenHazHadaroTCs [JIs HCHOJB30BAHHUS B  3aKPBITHIX
MOMEIICHUIX, B YCIOBHMSIX BJIQKHOCTH BO3AyXa 0€3 KOHJACHCAIIMHM BJAarv, MpH
temneparype okpy:xatomeit cpenbl ot 0° C qo muroc 50° C.

2. Hocurenu He MOKHBI IMOABEPraThCi MEXAHUYECKUM BO3ICHCTBUSAM,
OPUBOSIIUM K JiepopMaliuy, HapyUIEHUIO 1IeJT0CTHOCTU Kopryca, USB-pa3bema,
BHYTPEHHEW IUIATBHI.

3. Hocutenn MoxHO moakio4arh Toibko K USB-pazbemMaMm ucIpaBHOTO
koMmribroTepa. [lapamerpsr USB-miopTa MOJDKHBI COOTBETCTBOBAThH CICIH(DUKAIINH
st USB.

4. na noaxmrouennss Hocureneil He pekomeHayeTcsl ucnoiab3oBaTth USB-
yIJIMHUATEH, a Takke USB-xabbl 6€3 JOMOTHUTEIBHOTO MUTAHUS.

5. 3anpemaercs u3BiekaTh Hocurenp W3 mopra KOMIBIOTEpA, €CIU Ha
Hocwurene nporcxoaut padoTa ¢ JaHHBIMH U MUTAa€T CBETOANOIHBIN HHAUKATOP.

6. He pexomennyercs ocraBisaTe HocuTenp MOAKIIOYEHHBIM K KOMITBIOTEPY
BO BpeMs Ilepe3arpy3ku, yxojia B pexxum sleep.

7. He pexoMeHnnyetcsa octaBisaTe HocHTeNnb MOAKIIOYEHHBIM K KOMITBIOTEDY,
KOTJ]a OH HE UCIIOJIb3YETCA.

8. Ha Bpemss pabotel ¢ HocutenemM pekoMeHOyeTcs OTKIOYATh HE
UCIIOJIb3yeMble B Hacrosmuid MoMeHT USB-ycTpolicTBa M HOCHUTENW JPYrux
THUIIOB.

9. Hocutenu Henb3sl MOABEPTaTh BO3ICUCTBUIO BJarv, BO3JACHCTBUIO MApOB
KHUCJIOT, IIEJIOYEN M APYTMX arpecCHUBHBIX NpuMeced. [Insi O4MCTKM Koplyca u
pazbema  USB-HocuTens  ucnosb3yiTe Cyxyloo TKaHb. Vcmonb3oBaHue
OpPraHUYECKUX PACTBOPUTENIEH HEJOIMYCTUMO.

10. 3anpemaercst pazdoupars Hocuremnu.

12.2 Ycnoeus xpanenusn

[Ipu cknaackoM XpaHEHUHU JOJIKHBI 00ECTICUNBATHLCS CIEAYIONINE YCIOBHUSA:

® XpaHEHHWE B CKJIQJICKUX TMOMEIICHUsX, 3amumarnmx Hocutenu ot
BO3JICUCTBUSA aTMOC(EPHBIX OCAIKOB, B YINAKOBKE IMPU OTCYTCTBHU B BO3IyXe
MapOB KUCJIOT, IIEJIOYEN U APYTUX arpeCCUBHBIX PUMECEN;

® [Ipu JIUTEIbHOM xpaHeHMu Hocurened, B CKIAICKUX NOMEMICHUAX
JIOJDKHA 00eCTIeunBaThCs TeMrieparypa ot miroc 5 o0 mioc 30°C u oTHOCUTeIbHAs
BJIQXKHOCTbH BO3/yxa He Oosee 85%;

e [IpelenbHasg TeMIleparypa XpaHeHus cocrtaBisieT oT mMuHyc 20°C nmo
wtoc 50°C.

[Ipy xpaHeHMH HE [ONYCKAIOTCA PE3KUE W3MEHEHUSI TEMIIEPATYPhI
okpyxaroiero Bozayxa (6osee 20°C B yac);
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PacnakoBky Hocureneii B  3uMMHee BpeMs [OCI€  BO3ACHCTBHS
OTPULIATENBHBIX TEMIIEPATYP CIEAYET MPOU3BOINUTH B OTAINIMBAEMOM ITOMEILICHNH,
IIPEABAPUTEIIBLHO BBIJIEPKAB €T0 B ’TOM ITOMEIIEHUH HE PACIIAKOBAHHBIM HE MEHEE
JIBYX 4acOB.

12.3 Ycnosus mpancnopmuposku
TpancnoptupoBanue Hocutenelr MOXET NPOU3BOJIUTHCS aBUALIMOHHBIM,
aBTOMOOUJIbHBIM, JKEJIE3HOJOPOKHBIM WJIM HWHBIM TPAHCIOPTOM B YCJIOBUSX,
UCKIIIOYAIOIINX  MEXaHWYECKHE  TOBPEXKIEHHUSA, MpsAMOE IONaJaHue Ha
TPAHCIIOPTHYIO YIIAKOBKY BJIATW, MbUIA U TPsA3U, MPEBBIIICHUE TMPEIETbHBIX
3HAYEHU TEMITEpaTypbl OKPYKarOUIEH Cpeibl.
[Ipu TpaHCTIOPTUPOBKE AOTKHBI COOTIOIATHCS CIEAYIOIINE YCIOBUS:
e TemIepaTypa okpyxatromiero Bozayxa ot —20°C go +50°C;
® OTHOCHTEJIbHAs BIAXKHOCTH BO31yXa A0 95% (0e3 koHaeHcalum);
® JCKIIIOYECHUE PAMOTO BO3JICUCTBHUSA COJIHEYHBIX  JIy4eW,
aTMOC(EpHBIX OCAJIKOB M arpecCUMBHBIX MNpUMeEcEd (MapoB KHUCIOT,
niesovei);

® OTCYTCTBHE MOBPEXKACHUN YIIAKOBKH.
[Tocne tpancnoptupoBku Hocurenelh npu MOHWKEHHOW TEMIIEpaType, Mpu

NOCJIEAYIONIEM  IOBBIIICHHH TEMIIEPAaTypbl JO HOPMaJIbHOW, BO3MOKHA
KOHJIEHCAlusl BJarv, B 3ToM ciydyae Hocutenn HeoOX0AMMO BbIAEpKATh IPH
KOMHATHOM TeMIIEpaType 10 NOJHOTO UCTIapEHUs KOHAEeHcaTa.
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Bce mpaBa 3aiuIeHsl.

"®opoc" ABISETCS 3aperucTpUpPOBaHHBIM ToBapHbIM 3HaKoM OO0 "CwmaprtIlapk".
Pa3pelieHo UTHPOBAHHE MATEPUAIOB B OIPAHUYCHHOM 00BEME, HO C 00S3aTEIbHBIM
ykazanueM OOO "Cwmaprllapk" u cCchUIKM Ha CaifT.

00O "Cwmaprtllapx",

Mockaa, 127220, yn. 2-1 Kecucckas 1. 24, kopr. 3, opuc Nel0.

Teun./daxc: (495) 927-0033

Web: www.smart-park.ru
TexHuueckas mopuepxka: help@smart-park.ru
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I/ICHOJIb3yeMl)Ie TCPMHUHDI, OIIPEACJICHUA U COKPAIICHUSA

AJIMMHHCTPATOP - CYOBEKT JIOCTyna, OTBETCTBEHHBIM 3a  3allUTy
aBTOMATU3UPOBAHHOMN CUCTEMBI OT HECAHKIIMOHUPOBAHHOTO JIOCTYyNa K HH(opmaiuu,
YCTaHABJIMBAIOIIUNA TOJUTUKY O€30MaCHOCTH U HACHTUPUIMPYIOIUA OOBEKTHl U
YYaCTHUKOB, K KOTOPHIM IPUMEHSIETCS ATa MOJTUTHKA.

Focth - CyObexT noctyna MPUKIAAHOW CUCTEMBI, OOJaJarolIvil ypOBHEM
noctyna k ¢pynkusm CK3U k kotopbiM He TpeOyeTcsi MpeabsSBICHUs KaKOT0-JIM00
npasa.

KpunrtonpoBaiinep (Cryptography Service Provider, CSP) - o310
HE3aBUCHUMBIN MIPOTPAMMHBIN MOJ1yJIb, MTO3BOJISTFOLINN OCYLIECTBIISATh
Kpunrorpaduyeckue onepaiuu B ornepaluoHHbIX cucteMax Microsoft.

Kimrou - cekperHas wuHbopmanus, HUCHONb3yeMasi KpUNTorpadhuyecKum
QITOPUTMOM TIpH  3amudpoBaHUN/paciiiPpoBaHUd  COOOIICHUM, TeHepaluu Hu
npoBepke HUGPOBOI MOAMKUCH, BEIYUCICHUN UMUTOBCTaBKH.

Hocureas - Hocutens R301 ®opoc USB u cmapt-kapra @OPOC.

IHapoJs - 3TO cekpeTHOE CIO0BO WM HAOOP CHUMBOJIOB, MTPEAHA3HAYEHHBINA JIs
MOATBEPAKACHUS TUYHOCTH UM TIOJITHOMOYUH.

IIMH - (aurn. Personal Identification Number — mnepcoHaIbHBIM
ueHTU(UKAIIMOHHBIN HoMep) aHaior [laposs.

IMoab30BaTesib - CyOBEKT JI0CTYyIMA, YYACTBYIOIIUN B dKCIUTyaTaniu Hocurens
Y UCIOJIB3YIOIIUNA PE3yIbTaThl €ro (PyHKIIMOHUPOBAHUS B Mpejiesiax YCTAaHOBJICHHBIX
JUJIs1 HEeTO MpaB ¥ QYHKITUH.

Ilpukaagnas cucremMa - aBTOMATU3UPOBAHHAs MH(OpPMAMOHHAs CHCTEMa
WM Ipyroe NpUKIaIHOE IPOrpaMMHOE obecreueHre, ucnoib3ytomniee Hocurenu.

CK3H - cpeacTBo kpunTorpapuieckoit 3anmTsl HHOOpMAIUH.

Yrunura (auri. utility) -  cnenuanbHas ~— KOMIIBIOTEpPHass  Iporpamma,
pacIIMpsroNIas CTaHIapTHbIE BO3MOXKHOCTH OOOPYIOBAaHMSI, BBITIOJHSIONIAS Y3KUN
KpYT crienuPuuecKux 3a1a4 1o aIMUHUCTPUPOBAHUIO 000PYI0BAHUS.

Omneparop — ¢puznyeckoe JUIO yIpaBisioilee paboTo KOMITbIOTEPA.

III - Dnekrponnasa noanuck B coorBerctBuu ¢ ['OCT P 34.10-2001 u I'OCT
P34.10-2012. «Wudopmanmonnas TexHosorus. Kpunrorpaduueckas 3aiiyra
unpopmaruu. Ilporeccsl (GopmMupoBaHus W MPOBEPKU IIICKTPOHHON HHUPPOBOH
MOATTUCHY.
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1 IlpuMeHeHue M HaA3HAYeHHE

Hocurens R301 ®opoc USB mns OII ¢ pacuiupeHHON (PYyHKIIMOHAIBHOCTHIO
(manee - Hocutenb) mpUMEHSETCS COBMECTHO C KPHUIITOMPOBaWepaMU KOMIIAHUU
Kpunrollpo (Kpuntollpo CSP 3.0 u Beiie) u Uudorekc (VipNet CSP 4.4 u BbIie,
VipNet CSP Linux 44 wu Bbllle) B KauyecTBE HOCHUTENs KIIOYEBOH U
uneHTuGuKaMoHHon nadopmaimu, cepruduraron 1.

Hocutens nornuecku u puznyecku 00ObeIMHSET J1Ba YCTPOUCTBA:

- cMapT-KapT puaep cootBercTByronmii cnenudukanuu CCID;

- CMapT-KapTy C OporpaMMHbIM oOecrieueHrem anmapatHoro moayis CK3U
®opoc 2 wu (YHKIMOHATHHBIMH TPHUIOKECHUSIMH HOCHUTEIICH KIIOUEBOU W
UAeHTU(UKAITMOHHON WH(OPMAITIH.

Hocutens nmpumensercs B ucnonb3yrommx kpumnrorpoBaiiaepsl Kpunrollpo
CSP u VipNet CSP mnpuxnaiHblX CHCTEMax B COOTBETCTBUHM C MpaBHJIAMH U
periiaMeHTaMH 3TUX CUCTEM; MpaBUJiaMH, perjameHTamMu U koHpurypamueit CK3U
KpunrolIpo CSP u VipNet CSP (KC1, KC2 u KC3), a Takxe ¢ y4eTOM MOJOKEHUN
Hactosimern UMHCTpyKiuu.

OcHoBHBIM Ha3HaueHueM Hocurens asusercs:

e Oe3omacHoe xpaHeHue KoHTelHepoB mnporpammubix CK3UM Kpumnrollpo
CSP u VipNet CSP, noip30BaTenbCKUX JaHHBIX, CEPTUPUKATOB, TAPOJICH U JIp.;

e oOecrieyeHrWe MPUMEHEHUS! KBATM(UIIMPOBAHHOW 3JIEKTPOHHOMN MOJIKCH,
ceptudukatoB craHgapra X509, oOecrnieyeHue HOPUAUYECKOW 3HAUYUMOCTH
JIOKYMEHTOB M JICVUCTBUH MOJIb30BATEJIEN C TOMOIIBIO SJIEKTPOHHOM TTOIIHCH;

e o0ecreueHue 3alUThl KPUTHUYECKUX JAHHBIX (B T.4. 3aKPBITHIX KIIFOYEH
OII) B citywae yrepu win xuiienuss Hocurens;

e OpraHu3aius CTpOrod ayreHTHU(UKAIMKU B UHPOPMAIMOHHBIX CUCTEMaX U
CepBHUCAX;

e o0ecrieueHUE BO3MOXKHOCTH BBIMOJHEHUS! aJIMUHUCTPATUBHBIX (YHKIIMMA
CBSA3aHHBIX C pa3bmokupoBkod Hocurtenel, 3a0J0KMPOBAHHBIX T[O MPHUYHUHE
MPEBBIIIEHUS JOMYCTUMOTO0 4YHCJIa TOMBITOK HEYAAYHOTO MPEAbSIBICHUS TapOJis
nosw3oBatess (IIMH nmoas3oBaTens) win naposs aiMUHUCTpaTopa (OMIIUOHAIBHO).

Hocurenb MIPEICTABIISCT cobon CK3U dopoc 2. KC1/KC2,
ceprudummposartoe ®CB Poccun'. CepTuduKaThl COOTBETCTBHSL:

— ceprudurkatr ®Cb Poccuu CD/114-3909, CD/124-3910 ot 22.09.2020;
— ceptuduratr OO0 «KPUIITO-TTPO» ot 08.11.2019r.;
— ceptudurkatr OO0 «ABannoct» ot 10.11.2021 r.

Ha Hocurens Ttaxxke pacnpoctpansiercs aeictBue ceptudukata DPCTIK

1
B KOMIUIEKTe C mporpamMMmHbeiM Moayiaem @Popoc 2.APM-II, mnocraBisieTcs MO OTAENBHOMY 3ampocy

3aka3unka u He TpedyeTrcs A paboTsl KpunTonpoBaiiieposB ¢ Hocuremsmu.
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Poccun  Ne4490 or 14  pgexabps 2021 r. (ITAK  ®OPOC 2
6958 6427.58.29.29.000.003).

2 Ilpuxkaagnbie Bo3Mo:xkHOocTH Hocurest

Hocurene ®OPOC coBmectum ¢ CK3U "Kpunrollpo CSP" Bepcuit 3.6 u
cTaplie ¢ JOMOJIHUTEIbHON NOIEPKKON PYHKIIUN aIMUHUCTPUPOBAHUS.

Hocutens coBmectum ¢ CK3U "VipNet CSP" Bepcuit 4.4 ¢ 1ONOJHUTEIHHOM
MOJIICPKKON PYHKIMI aIMUHIUCTPUPOBAHUSI.

JUiss  koprnopaTHBHBIX 3aka3uukoB B HocuTensax BO3MOXHA peanu3anus
MOJJIEP>KKU JOTIOTHUTEIBHBIX TPUIIOKEHHM.

Hocurens pabdortaer B mobbix OC ¢ momaepxkkoit crnenudukanuu PCSC. B
JaCTHOCTH:

- Microsoft Windows 7 u HOBee

- Microsoft Windows Server 2008 1 HOBee

- GNU/Linux, B TOM YHCJI€ OT€YECTBCHHEIC

- Apple macOS 10.9 u HoBee

- Android 5 u HOBEE

-10S 11 u HOBEC

- ABpopa 4+

[MognepxuBaembie OC B pamkax pabotel Hocutenss ¢ CK3U «Kpunrollpo
CSP» cmotpute B popmynsipe coorBercTBytouei Bepcuu CK3U «Kpunrollpo CSP».

[MoanepxuBaembie OC B pamkax padotel HocuTenss ¢ CK3U «VipNet CSP»
cmoTtpute B hopmyisipe coorercTByromend Bepcun CK3U «VipNet CSPy.

3 Bo3moxkHocTH wucnoab3oBanusi Hocureass s ayreHTHGUKAIUA
MoJIb30BaTeJIen

Hocurenb MoOXeT TOPUMEHATBCA I8 peau3aldd  MHOTO(AKTOPHOM
ayTeHTU(UKAIIMM TI0JIb30BAaTEJIeM B KadyeCTBE YCTPOMCTBa ayTeHTH(UKAIUU
OT/ICJICHHOTO OT WH(POPMAIMOHHON CHUCTeMbl M MPEIOCTABIACT MJII OSTOrO
CJIEYIOIINE BOBMOKHOCTHU:

e nByxdakTopHas ayTeHTHU(UKAIM 10 MpeabsIBiIeHn0 camoro Hocurens, mo
npenbssienuto naposns (PIN-kona);

® MOJJIepKKa 3-X KaTeropuil BiajenbleB: Anmunuctpartop, llonb3oBarens,
T'ocTs;

o monnepkka I[mobGampHbix maponedt (PIN-xomoB): AnMunHmcTpatopa W
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[Tonw3oBarens;

® BO3MOXXHOCTb  TOAJEPKKH  KOMOMHHpPOBaHHOW  (MHOTO(aKTOPHOM)
ayTeHTU(UKALMK TI0 IPOU3BOJILHOM CXEMeE, B TOM YHCIIE M0 cXeMe «AJAMUHHUCTPATOP
unn Tonb3oBaTens»’;

® OrpaHMYEHUE YHCIa HEYIAYHBIX MONBITOK BBOJA napos (PIN-kona);

® HacTpaumBaeMblii MUHUMAaJbHBIN pa3mep napois (PIN-kona).

OIMIMOHAIBEHO” 06ECIICUHBAIOTCS CIIEAYIONIHE BO3MOKHOCTH!

® BO3MOXHOCTH nopaziepkku naposeit (PIN-komoB) st 3alUThl KOHKPETHBIX
MIPUKJIATHBIX OOBEKTOB TaHHBIX B mamsaTu Hocures;

e coznanue naposei (PIN-konoB) u Kiroueld ayTeHTU(PUKAUUU IS 3aIIUTHl OT
HCJ xmroueBoit wuHGOpManuM W/WIA TNPUKIATHBIX JAHHBIX, XPaHSIIIUXCS B
HHEPrOHE3aBUCUMON NaMSATH HOCHUTENS; BO3MOXKHOCTh OJHOBPEMEHHOU padoThHl ¢
HECKOJIbKUMU JIOKaJIbHBIMU/TII00abHbIMU TTaposisiMu (PIN-kogamu) (o 127 mr.);

o ayreHTu(ukamus no [mobanbubiM maponsiMm (PIN-komam) B coderanuu c
ayreHTuukanuein no JlokaneHbiM mapossim  (PIN-xkomam), ayrteHTtuduxanus c
MPUMEHEHUEM KPUTITOAITOPUTMOB.

4 Croenunaabubie Bo3MokHocTH Hocurens

Hocurene POPOC MoOxeT npuMeHAThCA Uil 00paboTKH HH(pOpMAaIUH
OTrPaHUYEHHOIO JJOCTYTIA, HE COCTABJISAIONIEH rOCY1apCTBEHHYIO TallHY:

® B 3HAYUMBIX OOBEKTAX KPUTHYECKOW WH(GOPMALMOHHON HHPPACTPYKTYPHI
1o 1-ou kareropuu,

® B TOCYIapCTBEHHBIX HH(OpPMAaLMOHHBIX cucTemMax Jo |  Kiacca
3alUIIEHHOCTH,

® B aBTOMAaTH3WUPOBAHHBIX CHUCTEMax YIPaBICHUS MPOU3BOJCTBCHHBIMU U
TEXHOJOTUYECKUMHU MpoLeccamu 10 1 Kiiacca 3alluIEeHHOCTH,

¢ B MH(OPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAaHHBIX PU HEOOXOAUMOCTHU
obecrieueHuss 10 1 ypOBHS 3alllMIIEHHOCTH MEPCOHANbHBIX JIaHHBIX, B
nH(OPMAIIMOHHBIX cucTeMax o01ero moib3oBanwms Il kiacca.

Hocurens oOecnieunBaer:

® AIMUHHCTPUPOBAHUE KIIOYEBOW WHOpMAIMe C TNpUMEHEHHEM He
yAaJIIeMbIX aJJMUHUCTPATUBHBIX KIIIOYEH;

® UHAMKAIMIO (B COCTaBe aJMUHUCTPATUBHON YTWJIMTHI) (pakTa CMEHBI
napoJeit (PIN-ko10B) ¢ TpaHCHIOPTHBIX 3HAYEHUI HA pabouue.

Hocutens ocHamieH:

2
OmniuoHaabHO, 110 3asBKe 3aKa3unKa
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® BCTPOCHHBIMH CPEICTBAMU KOHTPOJISI B COCTABE:

® KOHTPOJIb IIEIOCTHOCTU UCHIOTHSAEMOTO MTPOrPAMMHOTO KOJIa HOCUTETIS;

® KOHTPOJIb IIEIOCTHOCTH CUCTEMHBIX obnactet mamatu Hocurens;

e mpoBepka lenIocTHOCTH ¢aiioB B mamsatH Hocutens mepen mo0ObM HX
UCIIOJIb30BaHUEM;

® KOHTpPOJIb KOH(UTrypamuu ¢aitnoBoii cTpykTypbl Hocwurens, 3ammra OT
HECaHKIIMOHUPOBAHHOTO BHECEHHs W3MEHEHHH (KOHTPOJIb ayTeHTHYHOCTH) TIO
KpUNTOrpadgpuyeckoil KOHTPOIBHON CYMME;

® TpOBepKa MPaBWIBHOCTU (DYHKIIMOHUPOBAHUS BCTpPOeHHBIX B Hocurens
KpUNTOrpadUueCcKux alrOPUTMOB.

5 Texuuuyeckue XapaKTepUCTHKHM M KOHGUrypauus NPUI0KEHUH
Hocurens

Jlns XpaHeHuss JOaHHBIX (KJIOYeH, cepTU(UKATOB, HICHTU(PUKAIIMOHHBIX,
ayTeHTU(UKAIMOHBIX JaHHBIX U T.11.) B Hocurtene npuMeHeH crielMan3upOBaHHbBIN
3AIIUIICHHBI MHUKPOKOHTPOJIJIEP, HCIOJIB3YEeMbIi B COBPEMEHHBIX CMapT-KapTax.
OO0beM 3alUIIEHHOW YHEPTrOHE3aBUCUMOMN MaMsITH AaHHBIX cocTaBisieT 80 umu 160
Ko6aiit (B 3aBucumoctu oT Momudukanuu Hocurens). B mporpammHoil mamsitu
Hocutens pasmemiaercs mporpammHoe obecrniedenue armapatHoro moayis CK3U
dopoc 2 (6958 6427. 58.29.29.000.002-1), B sHEPrOHE3aBUCUMOI MaMITH JaHHBIX
Hocurens pasmeniaercs daiinoBas cTpyktypa annapatHoro moayisi CK3U dopoc 2
U (aiinoBas CTpyKTypa QyHKIMOHANBHBIX NpuiiockeHnii Hocurensi.

Hwxe B Tabnuiie npuBeACHB! TEXHUYECKUE XaPAKTEPUCTUKH U KOH(DUTYpAITHS
npuiioxkennit Hocurens.

Tabnuna 1. TexHuueckue XxapakTepUCTHKU U KOHpUrypauus npunoxennit Hocurens

IMapametp R301 ®OPOC R301 ®OPOC
USB/cmapr-kaprta USB/cmapr-kaprta
DOPOC 80 ®OPOC 160
TexHuYecKne XapaKTePUCTUKHU
Du3uyeckuii 00beM 3alUIIEHHOH MaMSTH 80 Koaiit 160 Koaiit
Tun USB-pa3bema Cranpaptaeid Tum A
HNurepdeiic noakiaoueHus USB 2.0 Full Speed Device, 12 Mout/cex
CxopocTb 00MeHa IaHHbIMH 10 323 Kout/cek, 4 MI'; S00kOuT/cex, 6MI 11
MoanepxxuBaeMbie NPOTOKOJIbI ISO 7816 T=0
CKOpOCTh YTeHHUsI TAHHBIX 1o 13000 Gaiit/c
HMoanepxka CCID Ectpb
TI'aGaputHblie pa3mepbl USB-nocurens [/ x I x BJ 48 x 16 x 8 MM
Macca USB-Hocureus 6.3 1. +\-10%
IMorpedasiemast MomHocTh USB-HOCHTEIS 0k0J10 130 MBT B aKTUBHOM COCTOSIHUH
Juana3on pabo4yux TemMneparyp ot 0 10 +50°C
000 «CmapmlIlapky
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Jluana3oH Temnepartyp XpaHeHust ot -20 no +50°C
JlomycTHMAasi OTHOCUTEIbHAS BJIAKHOCTh ot 0 10 85% (6e3 xkoHzeHcaTta)
Bpems xpaHeHHs1 JAHHBIX 30 ner
I'apaHTHPOBaHHOE KOJIUYECTBO HUKJIOB 500 000
CTHPaHUs\3aMUCH

TunoBbie mapaMeTpbl JIOTHYECKOH KOH(pUrypanuu «koHTeitHepa» 1isi Kpunrollpo CSP*

YucJi0 KOHTeliHepoB 2 8
Pa3mep koHTeliHepa (10IMycTHMBII pa3Mep 7 K6aitr 7 K6aiir
cepTudUKATA)

Iopaepxka kaodeii 512 our T'OCT P34.10-2012 Ectp

IMoauTHKA CMEHBI mapoJist ITonn3oBarensn:

BriOupaercst mo ymoI4aHuio
IMosap30BaTe b HIIM ATMHHHCTPATOP

IMoautnka cMensl napoJs Ionp3oBarens: TOIbKO YcTaHaBIMBaeTCs MO OTAENBHOMY 3alpocy
IToab30BaTeb 3axa3uuka
MaxkcuMaJibHOE YHCJIO NOCIeI0BATEIBHBIX 5

HeycIHelIHbIX MONBITOK BBoAa napoJs Iosab3o0BaTens

DyHKIMSA Pa30I0KMPOBAHUSA/BOCCTAHOBIEHHS MAPOJIA Eors

Iosb30BaTe s 10 MAPOJII0 AAMHHUCTPATOPA

MaxkcumaJibHOe YHCJI0 MOCIeI0BATeIbHBIX

HeyCIleIIHbIX MONBITOK BBO/AA NAPOJIs 10

AJIMHUHHCTpaTOpa

Dyukumsa popMaTHpoBaHus (OYMCTKH) Ectp

DyHkuusa GopMaTHPOBaHUS (OYMCTKH) MO MAPOJII0 BEIGHPACTCS IO YMOITIAHHIO
AJIMHUHHCTpaTOpa

@®yHkumsa GpopMaTHpPOBaHus (OUMCTKH) YcTaHaBIMBAETCS MO OTAENBHOMY 3aIpoCy
CBOOOHOOCTYNNHAS 3aka3unka

TpancnopTHoe 3Ha4yeHue napoJs Ioab3oBaresns
[cumBoabl ASCII — TekeTa]

TpaHcnopTHOE 3HaYeHHe NAP0JIsi AIMHUHHCTPATOpa
[cumBosabl ASCII — TekeTa]

11111111

87654321

TunoBbie napamMeTpsl JJOrn4yeckoii KoHpurypauun koureiitnepa PKCS#11 (ans VipNet CSP 4.4)*

Pa3Mep 06;1acTH XpaHeHUsI OTKPBHITHIX 00bEKTOB
[Koaiit]

Pa3Mep 06;1acTH XpaHeHUsI MPUBATHBLIX 00HEKTOB
[Ko6aiiT]

MaxkcumajbHOe YHCJI0 TMOC/IeA0BATETbHBIX
HeyCHelIHbIX MONBITOK BBO/AA MAPOJisl MOJIb30BaTeIs
@OyHKUMA pa30JO0KMPOBAHMS/BOCCTAHOBJIEHUS APOJIS
M0JIB30BaTeJIsI 0 MAPOJII0 AIMHHHCTPATOPA
MaxkcumajbHOe YHCJI0 MOCIeA0BATEIbHBIX
HeyCIeIIHbIX MONBITOK BBO/AA NMAPOJisi AIMHHHCTPATOpPA
Dyukuus GopmaTupoBanus (0YUCTKH) Ectp

Hocryn k pynkuuu popmaTupoBaHusi (04UCTKH) 10 NapoJIr0 AIMUHKCTpaTopa
TpancnopTHoe 3Hayenue napoJs Iloab3oBartens 11111111
[cumBosbl ASCII — Tekcral

TpaHncnopTHOe 3HAYEHHUE NAPOJIA AIMUHUCTPATOPA U
PUK [cumBoabl ASCII — Tekcral

12 31

Ectb

10

87654321

CnenmnajabHble MapaMeTpsl

Onpeneasitorest napamerpamu CK3H ®opoc 2 |
*) Yka3aHHbIe IapaMeTPbl MOTYT YTOYHATHCS MPOU3BOAUTEIEM HOCHT IS

IIpn 3akaze Hocuremeld napTusiMu, IO 3ampocy 3aka3yuka BO3MOXKHO
IIPUMEHEHUE OMNIMOHAIBHBIX MAPAMETPOB, A TAaKXKE BHECEHUE HW3MEHEHUU B
koH(purypauuto Hocureneil. Takxke BO3MOXXHO BcTpauBanue B Hocurenb
JIOTIOJIHUTENbHBIX (DYHKIIMOHATIBHBIX MPUJIOKEHUH 3aka3uuka (MpU YCIOBUH HX
coBmectumocTtu ¢ CK3U dopoc 2).
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6 AmnmaparTHble KpunTOorpapuyecKue BO3MOKHOCTH

- TOCT P 34.10-2001 reHepamusi KJIIOUEBBIX Map C MPOBEPKON KadyecTBa,
dbopMHpoOBaHUE U ITPOBEPKA DIIEKTPOHHOM MOITUCH;

- TOCT P 34.10-2012/TOCT 34.10-2018 (256 6ut u 512 6ut'?): reneparms
KJIFOUEBBIX Tap C MPOBEPKOM KayecTBa, (pOpMUPOBAHHE U MPOBEPKA AICKTPOHHOMH
MOAIHUCH;

- T'OCT P 34.11-94: BolunciieHue 3HaYeHUS! XelI-QyHKIUU JAaHHBIX, B TOM
YHCIIe C BO3MOXKHOCTBIO MOCIEAYIOMEro (GopMUpPOBaHUS SJIEKTPOHHOM MOANNCH;

-TOCT P 34.11-2012/TOCT 34.11-2018 (256 6ur u 512 6ut'?): BoIUKCTEHHE
3Ha4YeHHs Xel-QYHKIMH JAHHBIX, B TOM YHUCJIE€ C BO3MOXKHOCTBIO TOCJEAYIOIIETO
dbopMHUpOBaHUS SIEKTPOHHON MOAIKCH;

- 'OCT 28147-89: reneparnus xirodeil mmdpoBanus, MUPPOBAHUE JTaHHBIX B
pexuMax MPOCTOM 3aMEHbI, TAMMHUPOBAHUS U TAMMHUPOBAHUS C OOpAaTHOM CBA3BIO,
BBIYUCJIEHHE M TMPOBEpKa Kpuntorpaduueckol KOHTPOJIBHONW CYMMBbl JaHHBIX
(umuroBctaBku 'OCT);

- I'OCT P 34.12-2015/TOCT 34.12-2018, T'OCT P 34.13-2015/TOCT 34.13-
2018 anroputm wumdpoBanus «Ky3Heunk»: reHepanus W HUMIOPT KIHOYEH
mudpoBaHus, MUGPOBAHUE JTAHHBIX B PEKUMAaX MPOCTOM 3aMEHBI, TAMMHUPOBAHUS U
raMMUPOBaHUS ¢ OOpPaTHOW CBS3bIO, BBIYMCICHUE W MPOBEpPKa KpUNTOrpadudecKoi
KOHTPOJIbHON CyMMbI JaHHBIX (iMutoBcTaBku IOCT);

- I'OCT P 34.12-2015/TOCT 34.12-2018, T'OCT P 34.13-2015/TOCT 34.13-
2018 anroput™m mudpoBaHus «MarmMa»: reHepalys 1 UMIOPT KIouel mudpoBaHus,
mrdpoBaHKe TaHHBIX B peKUMaXxX MPOCTON 3aMEHbI, TAMMHUPOBAHUSI U TAMMHUPOBAHUS
C 00paTHOI CBSI3bI0, BBIYKMCIEHHE M MPOBEPKA KPUNTOrpapuuecKoil KOHTPOJIbHOU
CYMMBI JaHHBIX (nMuTOBcTaBki [OCT)™;

- BBIpA0OTKA CECCUOHHBIX KITIOUEH (KJTI0YEH MapHOM CBS3H):

« 1o cxeme VKO GOST R 34.10-2001 (RFC 4357);
. 10 cxeme VKO GOST R 34.10-2012 (RFC 7836)>*;

- Pacumdposanue mo cxeme EC El-Gamal’;

- RSA: mommepskka Kmodeil pasmepom 1024, 2048, 4096 6ur, rexeparmst
KITIOUEBBIX MAp C HACTPAHBAEMOM MPOBEPKOH KauecTBa', HMIIOPT KIIOYEBBIX I1ap,
dbopMHpOBaHUE IIEKTPOHHOMN TOIIUCH;

- ECDSA ¢ kpuBbiMu secp256k1* u secp256r1*: reHeparus KIOYeBbIX Hap ¢
HACTpanMBaeMON TIPOBEPKOW KauecTBa, WMIIOPT KIIOYEBBIX TMap, (OpMUPOBAHUE
AJIEKTPOHHOM TIOJIITHUCH;

- TeHepalus OCJIeI0BATEILHOCTH CIIy4alHbIX YUCEN TPeOyeMOl JJTMHBI
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1 — npumensiercss B8 OC «Maructpa 1.30» COBMECTHO ¢ HCIIOJIb30BAaHHEM COOTBETCTBYIOIICTO
KpUITOIIpOBaiaepa

2 — noctymHo B CK3U OC «@OPOC 2.01»

3 — nocrynHo B OC «Maructpa 1.30» B pamrax CK3U «®OPOC 2»

4 — mpUMeHSeTCs COBMECTHO C HCIOIB30BAaHMEM COOTBETCTBYIOLIETO KPUIITONIPOBaiinepa

7 CaeToBasi MHHAUKAIUA PEKUMOB padoThI

Hocutens mMeeT JBa BCTPOEHHBIX CBETOIMOJHBIX HHAUWKaTOpa. KpacHbIii
HWHJIUKATOP OTOOpakaeT COCTOSIHUE IPOIECCOB MHGOPMAIMOHHOIO OOMEHa CMapT-
KapT pujzepa ¢ kommneoTepoMm 1o USB, cuHuit - oToOpakaeT COCTOSTHUE MPOIECCOB
nH(pOpMaIMOHHOTO OOMEHa CMapT-KapT pujiepa C YCTAaHOBJICHHOW B HETO cCMapT-
KapTOM.

Jletanu3anuss COCTOSIHUM MHAUKATOPOB TIPUBEICHA B HIKECIEIYIOLIEH
TalbnuIe:

Tabmuma 2. Cocrosinus naaukatopoB Hocurens R301 ®OPOC USB

Hasnauenue nnaukaropa IIBer CocTosuue ITpornecc
Muraer VYceranoska coenqnuenus no USB
WNnauxatop USB Kpacuslii | HerpepbsiBHO cBeTUT Coenunenue no USB ycTaHoBieHO
Muraet nHeperynspHo | O6men nanneiMu o USB
BrikitoueH CMapT-KapThl HET WM OHA HEMCIIpaBHa
Munukarop cmapr- . T
— Cunnii HenpepbIBHO CBETHUT CMapT-KapTa yCTaHOBJIEHA
\.C - o
Murae1 O0MeH JaHHBIMH CO CMApPT-KapTOn

8 IToanepxkka Hocurenst B kpunronposaiinepe Kpunrollpo CSP

[IporpammubIil MOAyYJb TOAAEPKKKU HocHurens co cToOpoHsl KpunTonpoBanaepa
Kpunrollpo CSP Bcrpoen B guctpuOytuB Kpunrollpo CSP u mnostomy
JIOTIONIHUTENbHAS HUHCTaAUMs Hocurens B kpunronposaiiziepe He TpedyeTcsl.

Hocurens pacnosznaercs BcTpoeHHsiM B Kpunrollpo CSP  monynem
MOJJIEPKKU Kak Hocutelnb «Foros (Magistra).
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9 Iloanepxkka Hocurtenst B kpunronposaiigepe VipNet CSP

[Iporpammusbliii Moxyne nojanep:kku Hocurens co croponsl VipNet CSP
YCTaHABIMBACTCSA IyTeM YCTAHOBKH COOTBETCTBYIOIIETO MOMYNIS TOJICPKKU
(foros_pkesl1.dll) B cucremusiii katanor \windows\system32 st Bepcun x64 uim B
\windows\SysWOW64 s Bepcuu x86.

Nucrammsiimonnsiii maketT B popme apxuBa «ForosPKCS11.zip» nocrynen mo
CCBUIKE:!

http://smart-park.ru/util/ForosPKCS11.zip

JIJist yCTAaHOBKHM MOJYJIsi TIOJJIEPKKU CJIEAyeT HCIOJIb30BaTh UMEIOIIHUECS B
apxuBe nakeThbl X64 nnu x86 B 3aBUCUMOCTH OT MOJICJIM KOMIIBIOTEPA.

[Tocne ycnemHoi yctanoBku, Hocutens pacro3naercs BcTpoeHHbIM B VipNet
CSP monynem moaaep>KKu MOJKII0YaeMbIX YCTPOUCTB Kak HOCUTENb «Magistray.

Linux-Bepcusi yCTaHOBOYHOTO TIaKeTa MOJIyJS TOIAepKku Hocutens
MIPEIOCTABIISICTCSA 110 OTJEIHFHOMY 3aMpOCy MOTPEOUTEIIS.
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10 Ixcnayarauus Hocurens B Kpunrollpo CSP

10.1 Cxema pazepanuuenus oocmyna K oannvim Hocumens

Hoctyn k pasmemnieHHoMy B Hocutene xonteiinepy Kpunrollpo CSP
3aIUINAETCS BCTPOSHHBIM B HOCUTENIb MEXaHU3MOM ayTeHTu(ukanuu [lonp3oBarens
no mapomo (mo [MMH-xomy) (ITMH Ilomb3oBatens). CepBuckl Kpurnrollpo CSP
sanpammBatoT 3ToT [IMH y Ilosmp3oBarens u HampaBisitor ero Hocuremo mis
ayreHTuukauuu [lonb3oBaTesns Npu BHIOJIHEHUH ONIEPALIUiA, TPEOYIOIINX JOCTyIa K
3aKpbITON HHpOpMaLMu, XpaHsuieiics Ha Hocutene.

Y Iloasn3oBaresns ectb S (IIsiTh) MONBITOK A BBOAA (NPeAbSBJICHUSA)
npaBubHOro 3Havyenuss ITHH (Ilapoasi)) Ilosab3oBarenasi. Ecaiu Bce MONMBITKH
npenbssienust [IMH (Ilapons) Tlonb3oBatens OyayT HEyIadyHBIMH, TO MEXaHHU3M
ayreHtuukauuu Iloms3zoBatens Oyner 3adjaokupoBaH Hocurenem. Ilocnme 3toro

MOCJIEAYIONIMI AO0CTYyN KpUINTONpoBaiaepa K 3akpbiToil mHbopmanuu Hocurens
OyZeT HEeBO3MOXKEH J1aXke B cilyyae BBoAa BepHoro 3HaueHus [laposns [lonb3zoBarens.

PazonokupoBanue Ilapons I[lonb3oBaTens, a Takke HEKOTOpbIE Apyrue
aIMUHUCTPATUBHbIE  (DYHKIIMM, MOMKHO BBINOJHUTH JIMIIb TPU  YCIOBUH
IPENBABICHHUS ONEPaTOpOM IpaBa AJMHUHUCTpAaTOpa MYTEM YCIEIIHOIO BBOJA
[Tapons Anmunuctparopa (unaue - [IMH Anmunuctparopa).
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Mexauusm BBoaa ITHH (Ilapons) AaMuHHCTpaTtopa JOMYCKaeT CTPOro
OTPAaHWYECHHOE YHUCJIO TMOCJIEI0OBATENIBHBIX IIONBITOK HeyaayHoro BBoja. Ilpm
JNOCTHKeHHH 3Toro yucia Ilapons Anmunuctpatopa Onokupyercs. [locie 3Ttoro
BOCCTAHOBJICHME JOCTylla K MeEXaHu3MaM aJIMHUHHUCTpupoBaHusi Hocurens
BO3MOXKHBIM TOJIbKO B pamkax uHppactpyktypsl CK3U1 dopoc 2, ucnoiab30BaHHON
It BbIlycka Hocurenen.

Ha cnyuaii yrepu pabouero 3naueHusi mapodisi Ilomp3oBartens, B Hocutene
IPELYCMOTPEHA BO3MOYKHOCTH BBIIIOJIHEHHSI €r0 CMEHbl TAKXXE M Ha OCHOBAaHUU
NPEABABICHHOIO MMAPOJI AIMHUHHCTPATOPA.

IIpu 3akaze mapTusiMu 3aka3uMK MMEET BO3MOXKHOCTh YyKa3aTb Ha
HEOOXOJMMOCTh YCTAHOBKH OILMOHAJIBHOTO PEXUMa «CMEHA MapoJsl MOJb30BaTeNs
[0 TMApOJIF0 I0Jb30Bares». Takke 3aka3uhMK MOXKET 3allpOCUTh YCTAaHOBKY
COOCTBEHHBIX OIPaHWYEHHUH IO YUCIY AOMYCTHMBIX IOCIEIOBATENbHBIX IIOIMBITOK
HEyAA4HOTr0 npeabsaBiIcHus naposuen [lonp3oBaTens 1 AIMUHUCTpPATOpA B IHANIA30HE
ot 2 no 10.

10.2 Mexanusmvr aomunucmpuposanus Hocumensn

Ha6op agmunuctpatuBHbix ¢pyHkumii Hocurens Bkirodaer:

o (ynkuuu pazonokupoanus [Tapons [Tonb3oBarens;

e (pynkumu cmensl 3HadeHuil Ilaponss AamuHHCTparopa W mapois
ITonw3oBarens;

o (ynkumnu GopmarupoBanus (ounctku) Hocurens;

e crpaBouHble (GYHKIMU (TIONyYEHHE CEPUHUHBIX HOMEPOB, IapaMeTpOB
COCTOSIHUSI TIapoJIeH);

® KOHTPOJBbHBIC (PYHKIINH;

® HACTPOWKA [TAPAMETPOB AJIMUHUCTPATUBHOU YTUIIUTHI.

[Ipeabsinenune Ilaponss AamuHucTpaTOpa, BBINOJHEHUE pPa30JI0KUPOBAHMS,
cMeHbl 3HaueHud I[laposeii W Opod. BO3MOXKHO C TOMOIIBIO  YTUJIUTHI
pazonokupoBanus UnblockUserPin wnu HOBOM aIMHHHCTPAaTHBHOW MPOrpaMMbl
ForosMaster.

Yrunura  UnblockUserPin  moxxer  ObITh  3arpykeHa ¢ caiita
00O «Cwmaprtllapk» 1o ccbuike:

http://smart-park.ru/util/UnblockUserPin.zip

[Iporpamma ympapnenusi Hocutensmu Dopoc ForosMaster MoxeT OBITH
3arpyxeHna c caira OO0 «Cwmaptllapk» 1o cchuike:

http://smart-park.ru/util/FMaster.zip

COOTBETCTBYIOIIIEE OMUCAHWE W HMHCTPYKLUHUHM IPUBEACHBI B JOKYMEHTAX
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«®opoc Mactep PykoBoactBo Aamunuctparopa» u «®opoc Macrep PykoBojcTBO
[Tonb3oBaremns».

10.3 Cmena ITHH (naponsn) Ilonvzoeamens

Buumanue!

IIpu BBOme Hocurena B skcruryaranuio, llonb3oBarenb AOMKEH CMEHUTH
YCTAaHOBJIICHHOE MPOU3BOAMUTENEM TpaHcnopTHoe 3HaueHue [lapons Ilonb3oBaresns
Ha COOCTBEHHOE.

Coxpanenue B TaiiHe paOodero 3Hauenusi [lapons Ilonb3oBarens u ero
CBOCBPEMEHHAsi CMEHA, SIBIAIOTCA HEOOXOJUMBIMU  YCIIOBUSIMU  O€30IacCHOU
sKcIUTyaTauuu Hocurens B pamkax cepBUCOB KpUNTOPOBAKIEPA.

[IponsBoauTeNnb HACTOSATENBHO PEKOMEHAYET HE HCIOJIb30BaTh MPOCTHIX
KOMOUMHAIM{ CUMBOJIOB JiJisi mapoJieit Hocurens.

Cwmena Ilapons [lonbs3oBarens B IITaTHOM PEXUME MPOU3BOAUTCS CPEICTBAMU
kpunronposarnaepa Kpunrollpo CSP B «llanenn ynpasinenus».

Otkporirte ocHacTKy ynpasieHust Kpunrollpo CSP B «Ilanenu ynpasinenus»

- t B ¢ Mg prigi e« Bod 2pstn e REeStn pig i m
Duin [lpsma fna Spmawc M
HacTpailea napuysTioH LosncETeng

Fla i LA 0F | 1

.1_1 Api LS i Ve A £ F 8 P A

‘;.ﬂ B O T @ O P 14 1 Dpesin

E— dasietuen Reale - i T L= ial |

:I ) ”:":r {mdpanpares o
v, FnZESATYRR i”_' el
(ITyck/Hactpoiika/ITanens ynpasnenus/KpunrtolIpo CSP)
PucyHok 3

Hanee BeiOepute BKIaaKy «CepBHC» U HAKMHUTE KHONIKY «/I3MEeHUTH Maposiby:
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PucyHok 4

Jlanee cinenyite yka3zaHUsIM MacTepa U3MEHEHUS MTapoJIsl.
OTa npouenypa IpoUCXOJUT B COOTBETCTBUH ¢ pernamenToM Kpunrollpo CSP
Y ONMCaHA B IOKYMEHTALMHA HA KPUIITOIIPOBAKIED.

IIpumeuanune. OOpaTuTe BHUMaHUE, YTO €CIU NMPU M3MEeHEHUW 3HaueHus [laposs
[Tonp3oBaTens Ha «mycroe», cepsuc Kpunrollpo CSP moxer BbLaaTh
cooOmenne «BHyTpeHHss ommOKa», HO, TEM HE MEHEE, MOXKeT
npousontu u3menenue [ IMH Ha «mmycroe» 3HaueHune.

10.4 Pazonokuposxa ITHH (naponsa) Ilonvzoeamensn

PazonokupoBanue Ilaponsi Ilomp3oBaTenss NPOU3BOIUTCS — CPECTBAMHU
amvunarcTpatiuBHOM yTrnThl « UnblockUserPIN.exe» cienyronum o6pazom:

1. Omnepatop mnoaxntoyaer Hocutens ¢ 3abnokupoBaHHbM  [laposem
[Tosb30BaTeNst K KOMIIBIOTEDY.

2. Omneparop 3amyckaeT yTuiauTy pazoiokupoBanus «UnblockUserPIN.exe».

3. Omnepatop BbeIOMpaeT HeoOxoauMblii Hocurtenb U3 crivcka

4. Omnepatop HaxXuMaeT KHOMKY «Pa30m0oKupoBaThy», pAaCIOJIOKEHHYIO B
paznene «Ilaposb [Tons3oBaTens» OKHA MPOTPaMMBI.

5. Omneparop BBoaut 3HaueHue [laponss AnmuHucTpaTopa B noiie «Tekyiuii
[Tapons AgMUHHCTpATOPaY.

6. Ilpu HeoOXoauMoOCTH omepaTop BBOIUT HOBoe 3HaueHue [laposs
[Tonp3oBarens B noisix «Hoseit Ilapons Ilonb3oBarens» u «lloBropure HOBBIN
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[Tapose ITonb30BaTens.
7. OmnepaTop HaXKMMaeT KHOTKY «Pa3010KkupoBaTh.

Eciim Bce nmaHHBIC BBEJCHBI NPABHIBLHO, TO OyJET BBIMOJIHEHA OIEpaIis
pazonokupoBanus [lapons [lonp3oBarens, a TakkKe CMEHA €ro CTaporo 3HaueHUs Ha
HOBOE.

10.5 Cmena ITHUH Aomunucmpamopa

Buumanue!

IIpn BBOme Hocurens B skcruryaranuio, AJIMUHHACTPATOP CUCTEMBI WIH
[Tonb3oBaTens (B 3aBUCUMOCTH OT JICWCTBYIOIETO B CHUCTEME perjaMeHTa
0€30MacHOCTH) JOJDKEH CMEHUTh YCTAaHABIMBAEMOE 0 YMOJYAHHUIO TPAHCIOPTHOE
3HaueHue [laposst AqMuHHUCTpaTopa Ha COOCTBEHHOE.

Coxpanenue B TailHe pabodero 3HaueHus [laponss AgmMuHUCTpaTopa M €ro
CBOCBpPEMEHHAsi CMEHa  SIBIISIIOTCS  HEOOXOAMMBIM  YCIOBHEM  O€30IacHOM
skcruryarauuu Hocurens.

[Ipou3BoAUTENh HACTOSTENBHO PEKOMEHAYET HE HCIIOIb30BATh TPUBUAIBHBIE
KoMOuHaIuu cuMBoJioB 1iJist [Taposnst AnMuHUCTpaTopa.

Cwmena [laponst AqMuHUCTpaTOpa MOXKET IPOU3BOJIUTHCS C TOMOIIBIO YTUIIUTHI
«UnblockUserPIN.exe» cnenyromum o0Opazom:

1. Omnepatop noakmtouaetr Hocurenb kK KOMOBIOTEDY.

2. Omepatop 3anyckaet yTuiauTy pazonokupoBanus «UnblockUserPIN.exey.

3. Omnepatop BeIOHpaeT HeoOXoauMblii Hocurenb U3 crivcka

4. Omnepatop B paszaene «llapons AQMUHHCTpaTOpa» HaXUMaeT KHOMKY
«A3meHnuTHY.

5. Omneparop B noiie « Tekymuii [laponb ATMUHHCTpATOpPa» BBOJAUT 3HAUCHHE
[Tapona AamunucTpaTopa.

6. Omneparop B mnone «Hoseii Ilapons AgMuHHCTpaTOpa» BBOJIWUT HOBOE
3HaueHue [laposst AqmMuHucTparopa u AyOIupyeT ero B MoJjie MoBTOpa.

7. OmnepaTtop HaKUMAET KHOIKY « I3MEHHUTBY.

Ecnu Bce naHHbie BBEICHBI TPABUIILHO, TO OYJET BBHIMOJHEHA CMEHA 3HAYCHUS

[Taponst AqMuHHCTpaTOpa.

10.6 Dopmamupoeanue (ouucmxa) Hocumensn

Omneparust hopmatupoBanus (o4ucTkr) Hocutens 3akitodaercs B yIaJICHHUH
3HAYCHUN paHee CO3JaHHBIX KIIIOYEH U CepTU(UKATOB M 3aJlaHUU HOBBIX 3HAYCHUU
[Taponeii [Tons3o0BaTens 1 AMUHUCTPATOPA.

C nomoursto yruauthl «UnblockUserPIN.exe» onepauus (hopmaTupoBaHus
JIOCTYIIHA TIOCJIE YCHEMIHOTO IPENbSABICHUS ACUCTBYIOIIETO 3HadeHus [lapons
AnMuHHCTpaTopa:

1. Omnepatop noakmatouaetr Hocurenb K KOMOBIOTEDY.
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2. Omneparop BbiOUpaeT HeoOxonuMblii Hocutens 3 cnmcka

3. Omepatop akTUBU3UPYET QYHKIHUIO «Y IaTUTh BCE KOHTEHHEPHI».

4. Omnepatop BBOJMT TEKylllee M HOBOe (C AyOIMpOBaHUMEM) 3HAYCHUS
[Taponst AnmMunucTparopa, a Takke HoBoe 3Hauenue Ilaponms Ilomp3oBatens (c
TyOIUPOBAHKEM).

5. Omnepatop WHHIUHPYET omneparuio (HopMaTUPOBAHHUS HaXaTUEM Ha
COOTBETCTBYIOIIUH DJIEMEHT YITPABJICHU.

10.6.1 BapuanTtel  KoHGUTypallMu  TpaBUi  JoCTynma K  (QYHKIUHU
dbopmatupoBaHus

Hocurens nomyckaer aBa BapuaHTa KOH(Urypanuu mpaBujia JOCTyna K
byHKIIMM GOopMaTHPOBAHHUS:

e BapuaHT, yCTaHaBIMBAaE€MbId II0 YMOJYAHMIO: TMOJy4YEHHE JOCTYyNa K
¢yHKIMM (HOpPMATUPOBAHUSA TOJBKO TMOCIE yCHemHoro mnpeabsBiaeHus [lapomns
AnMuHHCTpaTOpAa.

e OnuuoHaJIbHBIA BapuaHT: pa3pelieHue CBOOOJHOro AOCTyNa K (PyHKUMU
(dbopMaTHUpOBaHUSI.

[Ipu HeoOXoAMMOCTH 3aKa34YMK MOKET BHIOpaTh ONIMOHAIBHBIA BapUAHT MIPH

3akaze Hocuresnen.

10.7 Cnpagounvie pynkuyuu

10.7.1 TlonyuyeHue KOIMYECTBA OCTABIIMXCA MOMBITOK NpeabsBiaeHus Ilaposs
Anmunuctparopa/llonb3zoBarens

[Tonmy4yeHne KOJMYECTBA OCTABIIMXCS IOIBITOK NPOU3BOAMUTCS C IMOMOIIBIO
ytuauThl «UnblockUserPIN.exe» mpon3BoauTcst Cieayomum oopa3om:

1. Omeparop noakmrouaer Hocurenb kK KOMOBIOTEDY.

2. Omneparop 3amyckaeT yTuiauTy pazoiokuposanus «UnblockUserPIN.exe».

3. Onmnepatop BbiOHpaeT HeoOxoauMblii Hocutenb U3 cnucka

4. Omnepatop B pazueine Ilapons [lonb3oBarens HaxkumaeT KHONKY «Crtarycy,
160 B pazaene «[laponb AnMuHECTpATOpPaY.

10.7.2 TlonyuyeHue cepuitHOro Homepa MUKpOKOoHTposuiepa Hocurens

[Tomydyenne CcepuMHOrO HOMEpa MNPOU3ZBOIUTCA C IIOMOIIBIO  YTHJIUTHI
«UnblockUserPIN.exe» cienyromum oOpazom:

1. Omnepatop noakmatouaetr Hocurenb K KOMOBIOTEDY.

2. Omneparop 3amyckaeT yTuinuTy pazoiokupoBanus «UnblockUserPIN.exe».

3. Omnepatop BeIOHpaeT HeoOXoauMblii Hocurenb U3 crimcka

4. Onmneparop B pazneine «IIpouee» HaxxumaeT kHONIKY «ITomyuuts SN».
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11 Dxcmiryaranus Hocurens B VipNet CSP

11.1 Cxema pazzpanuuenus 00cmyna K OGHHbIM

JlocTyn k npuBaTHbIM 00bekTaM AaHHBIX PKCS#11 Ha Hocurene 3amumaercs
[Taposiem [lonb3oBatens (USER PIN).

Cepaucsl VipNet CSP 3anpammusatot [Taposb [lonb30BaTesns npy BbITOTHEHUH
omepanui, TpeOyIoIMX JOCTyna K 3aKpbITOM uHGOpMaIu, XpaHsueics Ha
Hocwurene.

VY Tlonw3oBatenst ectb S5 (IIsaTh) moOmMBITOK (MapaMmeTp yCTaHABIMBAETCSA MO
YMOJIYaHUIO) i1  BBoAa (TIpPEAbSIBICHUSA) TMpaBWIbHOTO 3HaueHus [laposs
[Tonb3oBatens. Ecnm Bce mombiTku npenbsBieHus llapons I[lons3oBarens OyayT
HEY/IauyHbIMHU, TO MEXaHU3M €r0 IpeabsABICHUsS OyJeT 320JJ0KHUPOBAH aBTOHOMHBIM

MexaHusMoM Hocurens, u nmocieayromun J0CTyn KpUIITONIpoBanaepa K IpUBaTHBIM
Oo0BbEKTaM JaHHBIX OyJeT HEBO3MOXKEH JakKe€ B IOCIE BBOJAa BEPHOIO 3HAUCHUS
napouist [losb3oBarens.

Pa30nokupoBanue Mexanusma BBojga mnapois [lonp3oBarenss  MOXHO
BBINIOJIHUTh MPU YCJIOBUM MOATBEPKIAEHUS MpaBa Ha pa3dnokupoBky [IMH myrem
yCIEUHOro BBoAa napoJisa pazonokuposanus ( PUK).

Jlpyrue agMUHUCTPAaTHUBHbIE (PYHKIMHM MOKHO BBINOJIHUTH IPU YCIOBHUH
NOATBEPKIACHUS ONEPATOPOM IpaBa AJIMUHHCTPATOpa IIyTEM YCIECIIHOIO BBOJA
naposisi  Anmunuctparopa (SO PIN). Cnocobsl  mocTyma K  MeXaHH3MaMm
aIMUHHACTPUPOBAHMS OMIMCAHbBI HUXKE.

Mexanusmbl BBoga PUK u Ilaponss AnMmuHHCTpaTOopa MOMYCKAKOT CTPOTO
OTPAaHWYEHHOE YHUCJIO TMOCIEI0BATENbHBIX MOMNBITOK HEyJadyHOro BBoJA. I[lpum
JOCTHKEHHUH 3TOTO YHCIIa ApOJIu OJIOKUPYETCS.

11.2 Mexanusmor aomunucmpuposanus Hocumensn

Hocurene ®OPOC PKCS#11 mnpenoctaBiser cleayrolnMe MEXaHU3MBI
aAMUHUCTPHUPOBAHUSA:

e MexaHu3M pazonokupoBaHusi mnapons IlomszoBatenss (USER PIN) nocne
ycremsoro npeabsasieHus PUK;

o Mexanu3Mm cmeHbl USER PIN;

e mexaHu3M cmeHbl PUK

® MeXaHM3M CMeHbI mapons Aamunauctparopa (SO PIN);

e MEXaHU3M yOAJI€HUs  JaHHBIX  IOJIb30BAaTEIsl  IOCJHE  YCIELIHOTO
IPENbSABICHUA apoiisi AIMUHHACTpATOpA.

Jliist nocTymna ornepaTopa W/HWiy aAMUHUCTpAaTOpa 0€30MacHOCTH K MEXaHu3Mam
aaMuHUcTpupoBanus npenocrasisercs yruiura UnblockPKCS11.exe unu HOBoOM
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aAMUHHACTPAaTUBHOM  mporpammbel  ForosMaster. [l 3arpy3ku  yTWINTBI
UnblockPKCS11.exe He0OX0AMMO «IIPOUTH» MO CCHUIKE:
http://smart-park.ru/util/UnblockPKCS.zip

[Iporpamma ympapnenuss HocutensmMu Popoc ForosMaster MoxeT OBITH

3arpyxena c¢ caiita OO0 «Cmaptllapk» 1o ccblIke:
http://smart-park.ru/util/FMaster.zip
CoOTBETCTBYIOIIEE OMUCAHWE M HWHCTPYKIMU TMPHUBEIEHBI B JOKYMEHTax

«®opoc Macrep PykoBoactBo AnmuHucTpaTopa» u «Popoc Macrep PykoBoacTBo
[Tonb3oBaTemns».

Hna oskecrmyatamun yTwodtel u [1O ForosMaster Taxke HeoOxonuma
oubnmuorexka PKCS#11 foros pkcesll.dll, xotopas nomxHa ObITh TOCTYIHA B ITyTSX
oMCKa MCHOJHIEMBbIX Moayied. Jlins 3arpy3kud ycTaHOBIIMKA OWUOIMOTEKH
HEOOXOMMO «IPONTH» IO CCHUIKE:

http://smart-park.ru/util/ForosPKCS11.zip

Yrunuta UnblockPKCS11.exe moxer npumenstecs [lonbs3oBareneM wiu

AJIMUHUCTpAaTOpOM 0Oe30MacHOCTH. PeXuM NOpUMEHEHUs] YTUIIUTBI, CIIOCOOBI
pacrpoCTpaHEHUs, XPAaHECHUS U MPUMEHEHUS 3HaYCHUM aJJMUHUCTPATUBHBIX MapoJieh
JIOJKHBI YCTAHABJIMBATHCS PETJIAMEHTOM 0€30MacHOCTH MPUKIIAIHOW CUCTEMBI.

[TpousBoautens nannnanmusupyetr UserPIN, PUK u SO PIN TpancnopTHbIMU
3HAYCHUSIMHU (3HAYCHUSIMU «mo-ymomuanuto»): 11111111 — pgna  TIMH
[Tonb3oBatenss (UserPIN); 87654321 - mma PUK uw SO PIN (ITMH
Anvmunuctpatopa). Ilpu BBoae HocuTenss B 3KCIUTyaTalMio dSTH  3HAYCHUS
HEO0OXO0IMMO 3aMEHUTH Ha paboyvue.

11.3 Ynpaenenue naponem Ilonv3zoeamensn

11.3.1 Cwmena napous ITonb3oBarens (USER PIN)

11.3.1.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.

- Omneparop 3Haer mnaposib Ilonp3oBatens mins koHteiiHepa PKCS#11, ¢
KOTOPBIM IPOU3BOJUTCA MPOLETYPA CMEHBI.

- B pacniopsikenuu onepatopa UMeeTcs aIMUHUCTPATUBHAS yTHIIUTA.

11.3.1.2 Ilopsodox oeiicmauii

1. Omnepatop noakmatouaer Hocutenb K KOMIOBIOTEPY.

2. Omneparop 3aIycKaeT aIMUHUCTPATUBHYIO YTUWIATY
(UnblockPKCS11.exe).

3. Omnepartop BBIOMpAET CUMUTHIBATENh, B KOTOPOM HAXOAMUTCA HEOOXOAMMBIN
Hocurens (nampumep, «Feitian SCR301 0»)

4. Omneparop «Ha)KUMaeT KHOMKY» «M3MEHHUTH», pacloNIOKEHHYIO B pa3fele
«IINH nons30Baresisn» OKHa IPOrpaMMBl.
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5. Omneparop BBomur tnpexkHee 3HaueHue I[IMH mnomp3oBatens B moie
«Texymmu [IMH nonp3oBaress.

6. Omneparop BBoauT HOBOE 3HaueHue [IMH nonws3oBaresns B nmossix «HoBbIM
[TNH» u «IloBTopute HOBBIN [TNH».

7. OmnepaTtop «HaXUMAET» KHONKY «I3MEHUTHY.

Tenpumi MFH nos0raen |

Hamasfi M

Mesarogrema s T

PucyHok 6

Ecnu Bce manHbie BBEJICHBI MPABUIIHLHO, TO OYI€T BHIMIOJHEHA OMEPAIINs CMEHbI
IIMH nonw3oBaTes.

11.3.2 Paz6nokupoBanue/ycranoBka [I1H nons3oBaTesns

11.3.2.1 Heobxooumoe ycnosue ycneuHo20 binoiHeHUs.

- Omneparopy wuzBecteH PUK 1nsi Hocutens, ¢ KOTOPbIM MPOWU3BOIAUTCS
nporuenypa pazoiaokupoBanus [IMH nonb3oBaTens.

- B pacnopsikenuu onepatopa uMeeTcs aIMUHUCTPATUBHAS YTUIIUTA.

11.3.2.2 Ilopsodox Oeiicmauii
1. Omnepatop moAKIOYaeT HOCUTeNb ¢  3a0imokupoBaHHbiM  [TMH
MOJI30BATEIISI K KOMITBIOTEPY.
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2. Omnepatop 3amycKaeT aIMUHUCTPATUBHYIO YTUIUTY.

3. OmnepaTtop BbIOMpAET CUUTHIBATEIh, B KOTOPOM HAXOJIUTCS HEOOXOIUMBII
Hocurens (nampumep, «Feitian SCR301 0»).

4. Omnepatop «Ha)XuMaeT» KHOMKY «Pa3010KkupoBaTh», paclojoKEHHYIO B
paznene «IIMH nmons3oBaresnsn OKHA IPOrpaMMBI.
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5. Omeparop BBoauT 3HaueHue PUK B nosne «Tekymuit PUKY.
6. Omneparop «Ha)XUMaeT» KHOMNKY «Pa3010KupoBaThy.
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PucyHok 8

Ecnu Bce naHHble BBENEHBI NPaBUIBHO, TO OYyJET BBINOJIHEHA OMEpalus
pazonokupoBanuss [IMH nonb3oBatens. 3nauenue pazodnokupoBanHoro IINMH e
U3MEHSETCS.

11.3.3 Cwmena napous [Tonb3oBarens (USER PIN) Anmunuctpatopom
11.3.3.1 Heobxooumoe ycnosue ycneuno2o 8b1noaHeHUs.
- Omneparop 3HaeT mapojib AnmuHuctpatopa ansa kKoHteitHepa PKCS#11, ¢

000 «CmapmlIlapky
B 2K.1.0.U.06 Crpannmna 21 u3 30



R301 ®opoc USB ons I ¢ pacuwupennou ¢ynkyuonanvnocmoio (cepm.P@CE). Hnempykyus no ycmanoske u 5KCniyamayuy

KOTOPBIM IIPOU3BOJUTCS IMPOLEAYPA CMEHBI.
- B pacniopskeHnn oneparopa UMEETCs aIMUHUCTPATUBHAS YTUIIATA.

11.3.3.2 Ilopsoox Oeticmauii

1. Omnepatop noakmouyaer Hocurenas K KOMIIBIOTEPY.

2. Omneparop 3ammycKaeT aJIMUHUCTPATUBHYIO YTHIIATY
(UnblockPKCS11.exe).

3. OmnepaTtop BbIOMpAET CUMUTHIBATEIh, B KOTOPOM HAXOJIUTCS HEOOXOIUMBII
Hocwurens (nanpumep, «Feitian SCR301 0»)

4. Omnepatop «HAKUMAET KHONKY» «M3MeHUTh AJIMHUHUCTPATOPOMY,
pacnoiioxkeHHyto B pazneie «[I1H nosnb3oBaTensy okHa TpOrpamMMBL.
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5. Omneparop BBoaut Tekymunid [IMH Anmunuctparopa B mone «Tekymnii
[T1MH agmuHuUCTpaTOpay.

8. Omeparop BBoauT HOBOe 3HaueHue [IMH Ilons3oBatens B momnsix «HoBbIi
[INH» n «IloBTopuTe HOBBIN [TMH».
9. Omneparop «Ha)KUMAET» KHOMKY «3MEHUTHY.

Teanppi MYH agretiscrparopn

Hamai T

LG G LT SR 2]

PucyHok 10
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Ecnu Bce nanHbie BBEACHBI MPABUIILHO, TO OY/IET BHITIOJHEHA OTIEPAITHSI CMEHBI
IIMH nonw3oBaTes.

11.3.4 TIposepka craryca [IMH nons3oBaTesns
11.3.4.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.
- B pacniopsikenuu onepaTropa uMeeTcs aIMUHUCTPATUBHAS YTUIINTA,

11.3.4.2 Ilopsdok oeiicmauii

1. OmnepaTop MOAKIIOYAET HOCUTEL K KOMITBIOTEPY.

2. Omnepatop 3amycKaeT aIMUHUCTPATUBHYIO YTUIUTY.

3. Omeparop BbIOMpAET CUMTHIBATENIh B KOTOPOM HAXOIUTCS HEOOXOAMMBIN
Hocurens (nanpumep, «Feitian SCR301 0»)

4. Oneparop «HaxuMaeT» KHOINKY «CTaTyc», pacloJIO)KEHHYIO B paslese
«IINH nonw30Baressn» OKHa MPOrpaMMBbl.
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PucyHok 11
B CiIy4dac YCIICIIHOIO BBIIIOJHCHUS, B CTPOKE COCTOSAHUA 6YJICT BBIBCJACHA

CTPOKA, OMHUCHIBAIOIIAS KOJMYECTBO OCTABIIMXCS MOMNBITOK mpenbsBiaenus [IMH
noJIb30BaTeNsl, MO0 ykasbiBatomias, uro [IMH 3abiokupoBaH.

11.4 Ynpaenenue naponem (IIHH) Aomunucmpamopa u PUK

11.4.1 Cwmena [IMH Aamunuctparopa

11.4.1.1 Heobxooumoe ycnosue ycCneuHo20 8blnoJIHeHUs.

- Omneparopy usBecteH IIMH agmuuucTparopa ams HOCUTENS, ¢ KOTOPBIM
IpousBoauTCs npoueaypa cMensl [TMH.
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- B pacniopspkeHu# onieparopa UMEETCsl YTHIIATA pa30JIOKHPOBAHUSI.
11.4.1.2 Tlopsodox oeticmsuii

1. OmnepaTop NOAKIIOYAET HOCUTEIh K KOMITBIOTEPY.

2. Omeparop 3amyckaeT yrunuty pazonokupoBanus (UnblockPKCS11.exe).

3. OmnepaTop BBHIOMpPAET CUMUTHIBATEIb B KOTOPOM HAXOJUTCA HEOOXOIUMBIi
Hocwurens (nanpumep, «Feitian SCR301 0»)

4. Onepatop «Ha)XUMaeT» KHONKY «M3MEHUThY», pacloiIoKEHHYIO B pasjiene
«IIMH agMuHMCTpaTOpa» OKHA MPOTPAMMBI.
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5. Omneparop BBoaut 3HaueHue [IMH agmunuctparopa B none «Tekyuui
[INH agmunucTpaTopay.

6. Omneparop BBoauT HOBoe 3HaueHue [IMH AngmMunucTpatopa B MNOISX
«Hossrii1 IIMH» n «IloBTopuTe HOBBIN [TMH».

7. Onepatop «HaKUMAET» KHOMKY «3MEeHUTHY.
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PucyHok 13

Ecnu Bce maHHbIe BBEJICHBI MPABWIHHO, TO OYJI€T BHITIOJHEHA OMEPAIUs CMEHbI
[TNH agmuHucTparopa.
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11.4.2 Cmena PUK

11.4.2.1 Heobxooumoe yciosue ycneuno2o 8blnoJIHeHUs

- Omneparopy usBecten PUK nang HocuTens, ¢ KOTOPHIM MPOU3BOJUTCSA
npolLeypa CMEHBI.

- B pacniopsikenuu oneparopa MeeTcs yTUINTa pa30JI0KUPOBAHUS.

11.4.2.2 [lopsoox Oelicmauii

1. OmnepaTop NOAKIIOYAET HOCUTEIh K KOMITBIOTEPY.

2. Omeparop 3amyckaeT yTuiauTy pazoiaokupoBanus (UnblockPKCS11.exe).

3. Omepartop BbIOMpAET CUMTHIBATEIh B KOTOPOM HAXOIUTCS HEOOXOAMMBIN
Hocwurens (mampumep, «Feitian SCR301 0»)

4. Omnepatop «Haxumaer» KHONKy «M3menuts PUK», pacnonoxeHHyw B
pazaene «I[IMH agmuHHACTpaTOpay OKHA MIPOTPaMMBL.
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PucyHok 14

5. Omneparop BBoaut 3HaueHue PUK B none «Texymmit PUK».

6. Omneparop BBoauUT HOBoe 3HaueHue PUK B mossx «Hosbeiii PUK» u
«IToBTOpHuTe HOBBIM PUKY.

7. Onepatop «HaKUMAET» KHOMKY «3MEeHUTHY.

Tt FUs ||

FHamai FUK

ToarogeTa iKimadf FUK!

PucyHok 15
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Ecau Bce JAaHHBIC BBCACHBI IIPABUJIBHO, TO 6yz[eT BBIIIOJIHCHA OIICpaIrA CMCHBI
PUK.

11.4.3 IIposepka craryca IIMH Anmunuctparopa u PUK
11.4.3.1 Heobxooumoe ycnosue ycneutHo2o 8blnoaHeHUs.
- B pacniopsikenuu oneparopa UMeeTcsl yTUINTa pa30J0KUPOBaHUSI.

11.4.3.2 Ilopsook Oeticmsuii

1. OmnepaTop MOAKIIOYAET HOCUTENb K KOMITBIOTEPY.

2. Omeparop 3amyckaeT yruiuty pazonokupoBanus (UnblockPKCS11.exe).

3. Omeparop BbIOMpAET CUMTHIBATENIh B KOTOPOM HAXOIUTCS HEOOXOAMMBIN
Hocwurens (Hanpumep, «Feitian SCR301 0»)

4. Omneparop «HaxXuMaeT» KHONKY «CTaTycy», pacHoJIO)KEHHYIO B pasfelne
«IITMH agMuHUMCTpaTOpa» OKHA IIPOTPAMMBEL.
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PucyHok 16

B cnydae ycremHoro BBHITIOJIHEHUS, B CTPOKE COCTOSHUSI OyleT BbIBElICHA
CTpOKa, JIMOO OMHCHIBAIOIIAS KOJUYECTBO OCTABIIMXCS TIOMBITOK MPEAbIBICHUS
[MNH agmunuctpaTopa u PUK, nu6o ykaseiaromiast uro [IH 3a6i1oxupoBas.

11.4.4 VYnanenus nanabix noab3oBareiass PKCS11

11.4.4.1 Heobxooumoe ycnosue ycneutHo2o 8blnoaHeHUs.

- Omnepatopy u3BecteH [IMMH AnmunuctpaTtopa mjis HOCHUTENS, C KOTOPBIM
pou3BoaUTCs poueaypa cMensl [TMH.

- B pacniopsixenun oneparopa nMeeTcs yTUINTa pa30JI0KUPOBAHMUS.
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11.4.4.2 [lopsook oeticmsuii

1. OmnepaTop NOAKIIOYAET HOCUTEIh K KOMITBIOTEDY.

2. Omeparop 3amyckaeT yrunuty pazonokupoBanus (UnblockPKCS11.exe).

3. Omeparop BbIOMpAET CUUTHIBATENIb B KOTOPOM HAXOJUTCS HEOOXOAUMBIHA
Hocwurens (nanpumep, «Feitian SCR301 0»)

4. Ormepatop «HaXHUMaeT» KHOMKY «Y JAJIUTh BCE JJAHHBIEY.
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5. Omnepatop BBOJMUT HOBYIO METKY, HazHauaemytro Hocuremno u «HaXuMaeT

KHOTIKY «BBOMI».
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PucyHok 18

6. Omneparop BBoauT 3HaueHue [IMH Anmunucrparopa B mone «Texymui
[TMH agmMuuucTparopar.

7. Ecnm HeoOXonMMO Takke yCTaHOBUTH HoBoe 3Hauenue [IMH
aJIMUHHCTPATOPA, TO HEOOXOJUMO YCTAaHOBUTH OTMETKY IO MOJie «YCTaHOBUTHY. B
IIPOTUBHOM Cily4dae nepexoi K 1.9

8. Omeparop BBOaUT HOBoe 3Hauenwe [IMH Apmunucrtparopa B mnossix
«Hossiii [IMH» n «IloBTopute HOBBIN [T1H».

9. OmnepaTtop «HaXKUMAET» KHOMNKY «BBITOTHUTE»
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Ecin Bce naHHBIE BBEAEHBI NPAaBUIBHO, TO OyAET BBINOJIHEHA OIEpanus
ylajaeHus JaHHbIX nonb3oBatens. [Ipu stom ITMH nonbe3oBarens Oyner ycTaHOBIEH
B 3HaueHue «mo-ymomdanuio» M TokxeHy PKCS#11 Oyaer mpucBoeHa 3anaHHas
MeETKa.

12 KoHTpoJb HOCHTEIs

Kontpons mnognuHHOcTH/IIENnocTHOCTH Hocutenss B COOTBETCTBHM  C
TpeboBanusiMu OCh, MPOU3BOAUTCS MO KIFOUEBOW KOHTPOJIBHOM CyMME C TTOMOIIIBIO
yruiuthl foros2 cs.exe (unaue - [10 KII), yctanaBnmuBaemoil Ha KOMITbIOTEP BMECTH
c IIO ®opoc 2.APM-II (moctaBisieTcss MO OTAEIBHOMY 3alpocy 3aka3zuuka, He
Tpedyercs s pyHkuumonupoBanuss Hocurens coBmectHo ¢ Kpunrtollpo CSP u
VipNet CSP).

Onepanuu KOHTPOJISI BBINOJHSAIOTCS B COOTBETCTBMU ¢ 1. 5 Dopmysipa
6958 6427.58.29.29.000.002.30.01.1. wu omucanel B pgokymeHte «lIporpamMMmHbIi
monyib ®opoc 2.I10 KLI. PYKOBOACTBO IT10 OKCIUTYATALIMN» (6958 6427.
58.29.29.000.002-3. 92.01.1) — mocrtaBigeTcss MO OTACIBHOMY 3alpoCy B COCTaBe
nokymenTaruu Ha CK3U ®opoc 2. KC1/KC2.

JIns KOHTpPOJs MONIMHHOCTA ToMHHOCTH/IIenocTHocT [1O  Hocurens
HEO0OXOAMMO B JUPEKTOPUHU C MPOrPaMMON CO3[aTh TEKCTOBBIN (aitn Readers.ini u
3aMMcaTh B HETO CTPOKH:

[Readers]

#First=Feitian SCR301 0

[Tpumep komanasl 3amycka 10 KI1;
foros2 cs -codeintegrity -keynum 1000 -mode DETERMINE
[Ipouecc konTpois anurcst okoJio 30 c.

KonTpons mnommuHHOCTH/TIENOCTHOCTH wu3aenus 1o TpeboBanmsim DCTIOK
MPOU3BOJIUTCS 0 KIIOYEBOW KOHTPOJBHOW CyMME, KOHTPOJb IIEJIOCTHOCTA - IO
KoHTpobHOM cymme CRC32. Onepanuu KOHTPOJISI BHIMOJIHSAIOTCS B COOTBETCTBHUU C
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n. 6.1 ®opmynsipa 6958 6427.58.29.29.000.003.30.01.1. Onepauusi KOHTPOJISL MO
CRC32 BbIIONHSETCS CpPEeACTBAMU aJMUHUCTPATUBHOW yTUIUTHL. I[IporpamMmmHoe
CPEACTBO KOHTPOJISI MOXKET ObITh ModyudeHo ¢ caifta komnanuun OO0 «Cwmaptllapk»
CO CTPaHUIIBI:

http://www.smart-park.ru/index.php/support/driver.html

WJIH HETIOCPEICTBEHHO I10 CCBIIKE:
http://smart-park.ru/util/checkSZI1.zip

13 TpeOGoBaHus K yCJIOBUAM NIPUMEHEHHUS

13.1 Ycnosus npumenenun Hocumeneii

I. Hocurenun mnpenHazHadaroTcs I HWCHOJB30BAaHUS B 3aKPBITHIX
MOMEIICHUSIX, B YCIOBHUSX BIAXHOCTH BO3JayXa O€3 KOHJIEHCAllUM BIIATH, TMpU
Temieparype okpyxaroiieit cpeasl ot 0° C no mmoc 50° C.

2. Hocurenu He [OOMKHBI TOJABEPTaTbCsl MEXAHMYECKUM BO3JICUCTBUSIM,
NPUBOASIIMM K JedopMaluu, HapyIIEHUIO LEIOCTHOCTH Kopryca, USB-pa3zbema,
BHYTPEHHEW IUIATBHI.

3. Hocurenm MOXHO mnoukmroyaTh TOJMbKO K USB-pazbemaM HCIpPaBHOTO
kommbioTepa. [lapamerpsr USB-mopTa OMKHBI COOTBETCTBOBATH CIEHM(UKAIIUN
g USB.

4. Insa nopxiroueHuss Hocuteneil He pexkoMeHIyeTcs ucnosb3oBarb USB-
yanuHuTeny, a Takke USB-xabb1 6€3 JOMOTHUTEIHHOTO MUTAHMUS.

5. 3anpemaercs wusBiekarb Hocutenb w3 mopra KOMIBIOTEPA, €CIM Ha
HocwuTtene nporcxoaut paboTa ¢ JaHHBIMU U MUTAET CBETOAUOIHBINA UHAUKATOP.

6. He pexomennyercs ocraBisate Hocurennb NOIKIIOYEHHBIM K KOMITBIOTEPY BO
BpeMs [lepe3arpy3Ku, yxo/a B pexum sleep.

7. He pexoMeHnnyercs ocTaBisiTh HocuTEnb MOAKIIOUYEHHBIM K KOMIBIOTEDY,
KOTJ]a OH HE UCIIOJIb3YETCH.

8. Ha Bpems pabGotei ¢ Hocurenem pekoMeHAyeTCs OTKIIOYaTh HE
UCIIOJIb3yeMble B HacTOSIMK MOMeHT USB-ycTpoiicTBa 1 HOCUTENH JIPYTUX TUIIOB.

9. Hocurenn Henb3s moABEPraTth BO3AECHCTBHUIO BJArd, BO3JACHCTBHUIO IApOB
KHUCJIOT, IIEJIOYEeW M APYIMX arpecCUBHBIX IpuMeced. [l o4ucTKH Kopmyca |
pazbema USB-HOCHUTENST MCHOJIB3YHTE CYXYIO TKaHb. MCOJIb30BaHWE OPraHUYECKHUX
pPacTBOpUTEIIEH HEIOIYCTUMO.

10. 3anpemaercst pazdoupars Hocuremnu.

13.2 Ycnoeus xpanenusn

[Ipu cxmaackoM XpaHEHUH JOJIKHBI 00ECTICUNBATHLCS CIEAYIONINE YCIOBHUS:

® XpaHEGHHME B CKJIQJCKUX TOMEIICHUsX, 3anuuiaromux Hocurenu ot
BO3JICUCTBUSA aTMOC(HEPHBIX OCAJKOB, B YIAKOBKE MPU OTCYTCTBHM B BO3JyX€ MapoB
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KHCJIOT, IEJI0YEN U JPYrUX arpeCCUBHBIX MPUMECEH;

® [Ipu JJIUTEIbHOM XpaHeHuu Hocurenei, B CKIaJCKUX MOMEMICHUAX JTOJKHA
oOecrieunBaThCcsi Temmeparypa or Imumoc 5 go mmoc 30°C U oTHOcUTenbHas
BJIQXKHOCTBH BO3/1yxa He Ooiee 85%:;

e [pesesibHAs TeMIleparypa XpaHeHHusi cocTaBisieT oT MuHyc 20°C nmo mitoc
50°C.

I[Ipyu xpaHeHMHM HE JOMYCKAIOTCA PE3KUE HW3MEHEHHsS TeMIIepaTypbl
oKpy»karomiero Bo3ayxa (6omnee 20°C B yac);

PacnakoBky Hocutenel B 3umMHee Bpems Mociie BO3JEHCTBUS OTPUILIATEIIbHBIX
TEeMIIepaTyp ClieyeT MPOU3BOAUTHh B OTAIJIMBAEMOM IOMEIIECHUH, MPEABAPUTEIHHO
BBIZICPKaB €ro B 3TOM MOMEIICHUH HE PACIIAKOBAHHBIM HE MEHEE JIBYX YacoB.

13.3 Ycnosus mpaucnopmupoexu
TparcnoptupoBanne HocuTeneit MOXET TMNPOU3BOIUTHCS aBHUAIMOHHBIM,
aBTOMOOWJILHBIM, JKEJIC3HOAOPOKHBIM WM WHBIM TPAHCIIOPTOM B  YCJIOBHSX,
UCKITIOYAIOIINX MEXaHUYECKUE TOBPEKIACHUS, IPSIMOE TIOTaIaHue Ha TPAHCTIOPTHYIO
YIaKOBKY BJIard, MbUIM U TPSA3H, MPEBHIIICHUE MPEACIbHBIX 3HAUCHUI TeMIepaTypbl
OKPY’KAIOIIEH CPEBI.
[Ipu TpaHCTIOPTUPOBKE NOKHBI COOIOIATHCS CIACAYIONIUE YCIOBHUS:
e TemmepaTrypa oKpyxarouero Bozayxa ot —20°C go +50°C;
® OTHOCHUTEJIbHAS BIAXHOCTH BO3/yXxa 10 95% (6e3 KoHAeHC CaIun);
® WCKJIIOYEHHE MPSIMOTO BO3JCHCTBUS COJMHEUHBIX JIy4el, aTMoc(epHbIX
OCaJIKOB U arpeCCUBHBIX MTPUMeECEH (TapOB KUCIIOT, IIEJI0YEH );

® OTCYTCTBME NOBPEXKACHUN YIIAKOBKH.
[Tocne TpancnoptupoBku Hocureneld npu NOHMKEHHOM TeMmmepaTrype, NpH

MOCJICIYIOIIEM MOBBIIICHUU TEMIIEPATYPHI 10 HOPMAJIBHOM, BO3MOKHA KOHJICHCAIUS
BJIaru, B 3ToM ciydyae Hocutenu  HeoOXOAMMO BBIAEPKATh MPU KOMHATHOU
TEeMIIEpaType 10 MOJTHOTO UCTIaPEHUs KOHJIEHCATA.
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