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R301 @OPOC USB Hnempykyus no yemanoske u 9KCniyamayuy

[IpousBoauTeNnh OCTaBIsET 3a COOOH TpaBO BHOCHUTh HM3MEHEHUS B
JOKYMEHTAITUIO M37eiui, 0e3 MpeaBapUTEILHOIO YBEIOMJICHHUS TMPHU BBIXOE
HOBOM MOAU(DUKAIIUY U3ISITHUS.

AKTyanbHasi JOKYMEHTALMs MPEAOCTABISICTCA B KOMIUIEKTE MPHU MOCTaBKE
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R301 @OPOC USB Hnempykyus no yemanoske u 9KCniyamayuy

I/ICHOJIb3yeMl)Ie TCEPMHUHDI, OIIPEACJICHUA U COKPAIICHUSA

AJIMMHHCTPATOP - CYOBEKT J0OCTyna, OTBETCTBEHHBIM 3a 3allHTy
aBTOMAaTU3UPOBAHHOM CHUCTEMBI OT HECAaHKIMOHHPOBAHHOIO JOCTyna K
uHpopMaluuy, yCTaHABIMBAOIINN IIOJINTUKY Oe3omacHoCTH U
UACHTU(DULIMPYIOMUNA OOBEKTHl M YYaCTHHUKOB, K KOTOPBIM IPHUMEHSETCS 3Ta
IIOJINTHKA.

I'octh - CyOBeKT mocTyma MPUKIATHON CHCTEMBI, 00JaJaroIiuii YpOBHEM
noctyna kK ¢pyakuusam CK3U k xoTopbsIM He TpeOyeTcsl MpeabsBICHHUS KaKOTo-

ar6o Tpasa.
Kpunrtonposaiinep (Cryptography Service Provider, CSP) - »3t10
HE3aBHCHMBI  MPOrpaMMHBIA  MOAYJb,  IO3BOJISIOIINANA  OCYIIECCTBIIAThH

Kpunrorpaduyeckue onepaiuu B ornepalluoHHbIX cucteMax Microsoft.

Kirou - cekpernas wunHdopmaius, HUCHOJb3yeMas KpUNTOrpaguuecKkum
aIrOpUTMOM TIpH 3amudpoBaHum/paciindpoBaHUN COOOIICHUN, TEeHEpaluu U
npoBepke HUGPOBOI MOAMUCH, BEIYUCICHUN UMUTOBCTaBKH.

Hocureas - Hocurens R301 @OPOC USB u cmapr-kapra @OPOC.

IHapoJab - 3T0 CEKpEeTHOE CIOBO MM HA0Op CHUMBOJIOB, MpEIHA3HAUYECHHBIN
JUTSI TIOJITBEPKICHUS] TMYHOCTH UITU TIOJTHOMOYHH.

IINUH - (aurn. Personal Identification Number — mnepcoHanbHBIN
ueHTUUKAIIMOHHBIN HOMep) aHasor [Tapos.

Ionb30BaTesib - CyOBEKT JIOCTYyNa, YYAcTBYIOIIMH B 3KCIUTyaTallUuu
Hocutens u ucnonb3yronui pe3yiabTaThl €ro (PyHKIMOHUPOBAHUS B Tpejesnax
YCTaHOBJICHHBIX JIJIS1 HETO TIpaB U QyHKIIHH.

Ipuknaanas cucremMa - aBTOMaTU3UPOBaHHAs WH(OpPMaIIMOHHAsI CUCTEMaA
WIN Jpyroe NpUKIIagHoe IporpaMMHoOe obecrieueHue, ucnodniytomee Hocurenu.

Yriaaura (anrn. utility) - crmenmanbHas — KOMIBIOTEpHas — Mporpamma,
pacImpsronias CTaHJapTHBIE BO3MOKHOCTH 00OPYI0BAaHMUS, BBITIOIHSIOIIAS Y3KUT
KpYT crienuuueckux 3a1a4 1o aIMUHUCTPUPOBAHUIO 000PYI0BaHNUS

Omneparop — puznyeckoe JUIO yIpaBisioiiee paboTo KOMITbIOTEPA.

III - Dnextponnas noanuck B coorBerctBuu ¢ ['OCT P 34.10-2001 wu
I'OCT P34.10-2012. «Wudopmaumonnass TtexHosnorus. Kpunrorpaduueckas
3amurta uHpopmaruu. I[lpomecchl GopmMupoBaHMs W TPOBEPKHU DICKTPOHHOU
1IU(PPOBOM IMOIITHCH.
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R301 @OPOC USB Hnempykyus no yemanoske u 9KCniyamayuy

1 le/IMeHeHI/Ie H HASHAYCHHUC

Hocutenr R301 ®OPOC USB jgma DIl ¢ pacummpeHHOU
(YHKIIMOHATTLHOCTHIO (asiee - HocuTelb) MHTErpUpyeT Ha eUHOM miaTdopme:

- (yHKIIMOHAJI HOCUTENS KIIFOUEBOM M MACHTU(PUKALUOHHON MHGMOpMAIIK
JUIsT TIPUMEHEHHUs] COBMECTHO C KpunTompoBaiaepamu kommnanuu Kpunrollpo
(Kpunrollpo CSP 3.0 u BeImIE);

- (pyHKIIMOHANT HOCUTENSI KIIOUEBON M MACHTU(UKAIIMOHHOW MH(pOpMamu
JUIsL IPUMEHEHUsI COBMECTHO C KpHUIITONpoOBaijaepamMu Kommnanuu u MHpoTekc
(VipNet CSP 4.4 u Beime, VipNet CSP Linux 4.4 u Bpite);

- (yYHKIMOHAI MEPCOHAIBHOTO 3JEKTPOHHOro wuaeHtudukaropa B OC
Windows (7, 8.1, 10) B pamkax uHMOPMAIMOHHOW TEXHOJOTUU KOMITAHUH
Microsoft.

Kaxnpiii QyHkuuonaneHbii  pasnen Hocutens peanmusoBan B (opme
M30JMPOBAHHOIO U CaMOJOCTATOYHOIO MPUJIOKEHUS C COOCTBEHHOMU (haiyioBOi
CTPYKTYpPO OXBAa4€HHOW COOCTBEHHON CHCTEMOW pa3rpaHUYeHHs] JOCTyMa.
Hocutens ®OPOC 6e3 AONONHUTEIbHON HACTPOMKM TFOTOB K NPUMEHEHHUIO IO
Ar000MY U3 TpeX Ha3HAYEHUI WU 10 BCEM OJTHOBPEMEHHO.

Hocurens spnserca ucnomnennem ®OPOC 2-KH R301 cpenctBa 3amiuThbl
unpopmaruu (C3U) «lIporpamMmmHo-anmapaTHbli KOMILIEKC ayTeHTHU(UKAIIIH,
YIOPABJICHUS JOCTYNOM M O€30MaCHOr0 XpaHEHUs MH(POPMALHUU U MEPCOHATBHBIX
JaHHBIX ToNb30Batene, kiroueBord Hocutenb ®OPOC 2» (ceptudurar ®CTOK
No4490 ot 14 nexabps 2021 r.).

R301 ®OPOC USB noruyecku u ¢usznuecku OOBEAMHSIOT HOCHUTEIND
D®OPOC-cmapT-kapTy ¥ KOMIAKTHBIM  cMapT-kapt  puzaep. Hocurenu
coorBercTBytoT ctanmapty CCID, Plug-and-Play u He TpeOyroT ycTaHOBKH
JpaBEPOB.

Hocurenp nMmeeT BBICOKOIIPOUHBIN AIIFOMUHUEBBIN KOPITYC U JOIYCKAET €ro
rpauuecKyro KacTOMHU3ALIMIO IPH 3aKa3e MapTUIMH.

Hocutenbr MOXeT UCHOJIB30BaThCA COBMECTHO C  MNPOrpPaMMHBIMU
NPOAYKTaMH, UCHOJB3yomuMu kpunrtonposaiaepsl Kpuntollpo CSP u VipNet
CSP B kauectBe cpeacTB kpunrtorpaduueckoit 3amuthl uHbopmarmu (CK3U)
cootBeTcTBYIOImMX Kinaccam KC1, KC2 u KC3.

OcHoBHBIM HazHaueHueM Hocurens sBasercs:

e Oe3onacHoe xpaHeHue KoHTeitHepoB mporpammubix CK3U Kpuntollpo
CSP u VipNet CSP, noib30BaTelIbCKUX TaHHBIX, CEPTUPHUKATOB, TAPOJICH U Jp.;

e o0ecrieueHne  TPUMEHEHUS  KBATU(UIIMPOBAHHOM  DJIECKTPOHHOU
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R301 @OPOC USB Hnempykyus no yemanoske u 9KCniyamayuy

nonnucu, ceptudukaroB crangapra X509, oOecrieueHue OPUIUUECKON
3HAYMMOCTH JOKYMEHTOB W JAECHUCTBUU IOJb30BATENEH C MOMOUIBIO 3JIEKTPOHHOU
MOAIUCH;

e oOecreyeHue 3alMThl KPUTUYECKUX JTAHHBIX (B T.4. 3aKPBITHIX KItOUeh
OIl) B cinyuae yrepu uim xuienus Hocurens;,

® OpraHu3zaius CTpOrod ayTeHTU(PUKalUU B HHHOPMAIIMOHHBIX CHUCTEMAaX
U CEepBHCaAX;

e o0ecreueHrnEe BO3MOKHOCTH BBITIONHEHUS aIMUHUCTPATUBHBIX (PYHKITUH
B T.4. CBSI3aHHBIX C pa30iokupoBkod Hocuteneil, 3a010KUPOBAaHHBIX O MPUYKHE
MPEBBIICHUS JOMYCTUMOrO YHCIA TMOMBITOK HEYIaYHOTO MPEAbIBICHUS Mapos
nonb3oBatesns (IIMH nons3oBaTesns).

2 Tlpukaaaubie Bo3mo:xkHocTH Hocuresst

Hocurene ®OPOC coBmectum ¢ CK3U "Kpunrollpo CSP" Bepcuii 3.6 u
CTapluie ¢ JOMOJHUTENbHON NOJAECPKKON PYHKIMIA aIMUHUCTPUPOBAHUS.

Hocutenr coBmectum ¢ CK3U  "VipNet CSP" Bepcuii 4.4 ¢
JIOTIOJIHUTEIBHON NOIIEPHKKON (PYHKIMI aJMUHUCTPUPOBAHUS.

Yepe3s MunugpaiiBep (IporpaMMHBIA KOMIIOHEHT MEXKIY BCTPOCHHBIM
kpunrtomnpoBaiinepom Microsoft Smart Card Base Cryptographic Service Provider
u HocutenemM @OPOC) Hocurtenb MOXKET MPUMEHATHCS KaK KIIOUYEBOW HOCUTENb
115t uHcTpyMeHToB Oe3onacHoctd OC Windows.

JUtst xopnopaTUBHBIX 3aka3uMkoB B HocHTensx BO3MOXHaA peanu3anus
NOJIJIEP>KKHU JOTIOTHUTENIBHBIX PHUIIOKEHHMN.

[ToanepxuBaeMbie porpaMMHbIe UHTEPHENCHI:
- Microsoft Crypto API

- PKCS#11

- Microsoft Smartcard API

Hocurens padotaer B 1r00b1x OC ¢ mogaepxkoit cnenudukanuu PC/SC. B
YaCTHOCTH.

- Microsoft Windows XP u HoBee

- Microsoft Windows Server 2003 u HoBee

- GNU/Linux, B TOM 4HCJI€ OT€YECTBCHHEIC

- Apple macOS 10.9 u HoBee

- Android 5 1 HOBee

-10S 11 1 HOBeEC

- ABpopa 4+
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[MonnepxxuBaembie OC B pamkax padotsl Hocutens ¢ CK3U «Kpunrollpo
CSPy» cmotpuTe B hopmyisipe cootBeTcTBytomero CK3U «Kpunrollpo CSP.

[MoxnepxkuBaembie OC B pamkax padbotsl Hocutenst ¢ CK3U «VipNet CSPy
cmotpute B popmyisipe cootBeTcTByomero CK3U «VipNet CSPy.

3 Bo3moxknHocTu ucnoJb3oBanuss Hocurenss njs ayreHTHUKAIMH
noJib3oBarejen

Hocutens MOXeT NpUMEHATbCA I peaju3ald  MHOTO(paKTOPHOM
ayTeHTU(UKALMK TOJb30BaTeNied B KayeCTBE YCTPOMCTBA ayTEeHTU(UKALUU
OTJEJIICHHOTO OT HWH(GOPMALMOHHONW CHCTEMbl W TPEIOCTaBISCT MJII 3TOTO
CJIEYIOIIHE BO3MOKHOCTH:

e Byx(akTopHas ayTeHTHU(DUKAIMS 1O MpeabsBieHuto camoro Hocurens,
no npeabsiBieruto napois (PIN-kona);

® [IOJJEpXKKa 3-x KAaTEeTOpHn BJIAJIEJIBLICB: AZIMUHUCTpATOP,
ITonw3oBarenb, [ 0CTh;

e moaaepkka Imobanbubix mapoinedt (PIN-komoB): AnMuHHCTpaTopa u
[Tonp30Barens;

® BO3MOXHOCTb MONJEPKKM KOMOMHHUPOBaHHOW (MHOTO()aKTOPHOM)
ayTeHTU(UKAIMU TO TPOU3BOJIBHOM CXeMe, B TOM YHCIE TIO CXEMe
«Anmunucrtparop nim [lons3oBarensy;

® OrpaHWYCHHE YMCiIa HeYJauHbIX MOMBITOK BBoAA naposs (PIN-koxa);

® HacTpauBaeMblii MHUHMMabHBIA paszmep mapons (PIN-koma) (ms
Ka)KJI0T0 MapoJis OTAEIBHO).

® pasrpaHWyeHHe I0CTyna K (aimoBeIM OOBEKTaM B COOTBETCTBHH C
YPOBHEM JIOCTYIIa POJIH.

OnuuroHaIbHO 00ECTIEYNBAIOTCS CIICTYIONINE BO3MOKHOCTH:

® BO3MOXHOCTH mnozgjaepxkku maponed  (PIN-komoB) 1jisi  3amuthl
KOHKPETHBIX MPUKJIAHBIX 00bEKTOB JaHHBIX B naMmsaTu Hocurens;

e coszmanne mapoieit (PIN-xomoB) w wirouedt ayreHTHUKAUWA IS
sammutel o7 HCJ| ximtoueBol MH(pOpPMANMU W/WIW  TPUKIAIHBIX  JTaHHBIX,
XpaHSAUIMXCS B DHEPrOHE3aBUCHMOW  TaMSITH  HOCHUTENS;  BO3MOXKHOCTH
OJTHOBPEMEHHOW pabOThl ¢ HECKOJBKUMHU JIOKAJIHLHBIMU/TIIO0ATBLHBIMU TAPOJISIMU
(PIN-komamu) (o 127 mr.);

e ayreHTuduKanus mo [mobansubiM maponsim (PIN-komam) B couetanuu ¢
ayreHTUGUKammer 1o JlokaneHbiM mapossim (PIN-komam), ayrentudukanms c
MPUMEHEHUEM KPUNTOAITOPUTMOB.
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R301 @OPOC USB Hnempykyus no yemanoske u 9KCniyamayuy

4 ChonenuajbHble Bo3Mo:kHocTH Hocureis

Hocurene ®OPOC ceprudpuuupoBan  DPCTIK Poccum u  MoxkeT
NPUMEHATBCA JUIsl  00paboTKM WHGOPMAIIMM  OTPAaHWYEHHOTO JOCTyMa, He
COCTABJISIFONIEH TOCYIapCTBEHHYIO TalHY:

e B 3HAYUMBIX oOBbeKTax KPUTUYECKOM UH(OPMALIMOHHOMN
UHQPaACTPYKTYphl A0 1-0¥ Kareropuw,

® B TOCYIapCTBEHHbIX HWH(MOPMAIMOHHBIX CcHUCTeMax J0 | Kiacca
3aIUIIEHHOCTH,

® B aBTOMAaTU3UPOBAHHBIX CUCTEMaX YMPABICHUS MPOU3BOJICTBEHHBIMU U
TEXHOJOTHYECKUMHU MpoleccaMu 10 1 Kilacca 3aluileHHOCTH,

e B uHDOPMAIMOHHBIX CHCTEMaX TMEPCOHANBHBIX  JAHHBIX  MPHU
HEOOXOIUMOCTH oOecreueHusl A0 | YpOBHS 3alMIIEHHOCTH MEPCOHATBHBIX
JAHHBIX, B H(OOPMAIIMOHHBIX cHcTeMax oOIero nois3oBanus |l kinacca.

Hocwutenp oOecneunBaer:

® AJMUHUCTPUPOBAHME KIIOYEBOM HHPOpMaLMENd C TNPUMEHEHHEM HE
yAAIeMbIX aJJMIHUCTPATUBHBIX KITIOYEH;

® ABTOHOMHOE KYpHAJIMPOBAHKE OLIMOOK Orepaluii 0e30MacHOCTH;

® BO3MOXXHOCTb JIOBEPEHHOI'O CUMTHIBAHUS >KypHajla OLIMOOK oIeparuii
0€301acCHOCTH;

e yHaukauuioo ¢dakra cmenbl napoieil (PIN-komoB) ¢ TpaHCIOpPTHBIX
3HaYEHUM Ha pabouue.

Hocwurenp ocHaleH:
® aBTOHOMHBIM cueTdukoM cMeH maposeit (PIN -xomoB);
® BCTPOCHHBIM CUCTYHMKOM M3MEHEHUH (PaillIOBOM CHCTEMBI,

¢ BCTPOCHHBIMHU CPECACTBAMHU KOHTPOJIA B COCTABC!

O KOHTPOJIb LIEJIOCTHOCTH UCIIOJIHAEMOrO IPOTPAMMHOI0 KOJa HOCUTEIIS;

KOHTPOJIb IIEJIOCTHOCTH CUCTEMHBIX oOnactei nmamsitu Hocurens;

O TpoBepka I1enocTHOCTH ¢ainoB B mamsath Hocutens mnepen mM0ObBIM  UX
WCTIOJIb30BaHUEM;

O KOHTponlb KoH(purypamuu (aitmoBoir cTpykTypsl Hocurtens, 3amura OT
HECAHKIIMOHUPOBAHHOTO BHECEHHUS W3MEHEHHH (KOHTPOJh AyTeHTHYHOCTH) IO
KpunTorpaduueckoil KOHTPOIBLHOU CyMME;

O TpoBepKka MPaBUIBLHOCTH (YHKIIMOHUPOBAHMS BCTPOCHHBIX B  Hocutens
KpUNTOrpahUuecKux alrOpuTMOB.

(@]

5 TexHuueckue XapaKTePUCTHKH M KOH(QUIypauus HNPUWIOKeHHI
Hocurens

JUist XxpaHeHWsl JaHHbIX (KIJIOYel, CepTU(PHUKATOB, MACHTHU(PUKALUOHHBIX,

ayTeHTU(PUKAIMOHBIX JTAaHHBIX W T.1.) Hocutenb MCMONb3yeT OpUEHTUPOBAHHBIN

000 «CmapmlIlapky
Crpanuna 8 u3 36



-

R301 @OPOC USB Hnempykyus no yemanoske u 9KCniyamayuy

Ha [pPUMEHEHHE B CMapT-KapTax CHEUUAIM3UPOBAHHBIA  3aILUILEHHBIN
MUKpPOKOHTpoJuiep. OObeM 3alIUIIeHHON YHEPTOHE3aBUCUMOM aMSITH COCTaBIISIET
80 unm 160 Ko6aiit (B 3aBucumoctu ot Moaudukanuu Hocurens). B nmporpammuoi
namatu  Hocurtenss  pa3smemiaercs  BCTPOCHHAs — ONEpalMOHHAash  CHUCTEMa
coorBeTcTBytomas cranaapram rpymnnsl [OCT P MCO MOK 7816, a B
HPHEProOHE3aBUCUMOM MaMsATH HOCUTENS pas3Memiaercs QailoBas CTpyKTypa
npuioxennilt Hocurensa cootBercTByromas nojoxeHusMm crangapra ['OCT P
NCO M3K 7816-4.

HuskoypoBHeBbIli uHTEphEHC HOCUTENIS COOTBETCTBYET TOJOKCHHSIM
cragmapra [OCT P HMCO MDK 7816-4, BBICOKOYpOBHEBBI HHTEp(eElic
ONPEAENSIETCS NPUMEHIEMBIM ONEPAMOHHBIM OKPYKEHHEM U NpukiIagabm 110.

Apxutektypa ¢aitmoBoii cucteMbl moctpoeHa Ha ocHoBe File Allocation
Table (FAT). KomuuectBo mamok B (aigoBOi CcHCTeME H YPOBEHb HX
BJIO’KEHHOCTH OTPAHUYEH TOJIBKO 00bEMOM CBOOOIHOM MaMsTH.

KitoueBass wuH(OpmManuss Ha HOCHTENE XPaHUTCS B  CHEIUATbHBIX
3amumeHHbIx (aitnax (EF ¢ arpubyramu 6e3onacHoctu). st XpaHEeHUs! pa3HbIX
BUJIOB KJIOYEBOM HMHGOPMALMK HCHOJB3YIOTCS MPENONPEIEICHHbIE MaIlKH
C aBTOMaTHUYECKUM BBIOOPOM HYKHOW MarKy MNPy CO3[JaHUU U UCTIONb30BaHuu EF-
¢baiinos.

Hwke B Tabmuile TmpuBENEHbl TEXHUYECKHE  XapaKTePUCTUKU U
KoH(purypanus npunoxxennit Hocurens.

Tabnuma 1. TexHuueckue XapakTepUCTUKU U KOHQUTYypauus npuioxkeHnid Hocurens

IMapamerp R301 ®OPOC R301 ®OPOC
USB/cmapr-kapra USB/cmapr-kapra
DOPOC 80 DOPOC 160
TexHnYeCKHE XapaKTePUCTUKH

du3nyecKkuii 00beM 3aIMNIEHHO TaAMATH 80 Koaiit 160 Koaiir
Tun USB-pa3sema Cranpaptaeii Tunm A
HNuTepdeiic moaxa0deHust USB 2.0 ISO/IEC 7816-12, 12 M6wurt/cex
CkopocTh 00MeHa IaHHbIMH 10 323 Kout/cek, 4 MI'ty; S00x6mT/cex, 6MI 11
HoanepkuBaeMble MPOTOKOJIbI ISO 7816 T=0
CKOpOCTh YTeHHUsI JAHHBIX 1o 13000 Gaiit/c
Honnep:xka CCID Ectp
T'a6aputhbie pa3mepbl USB-nocutens [/ x 11 x B] 48 x 16 x 8 MM
Macca USB-Hocurens 6.3 r. +\-10%
Hotpedasiemasi MoHocTh USB-HocuTE 51 0k0J10 130 MBT B aKTUBHOM COCTOSIHUH
Juana3on pabo4yux TemMneparyp ot 0 mo +70°C
Juana3oH Temneparyp XpaHeHus ot -40 1o +85°C
JonmycTuMas OTHOCUTEJIbHAS BJIAKHOCTh ot 0 10 85% (6e3 koHHeHcaTa)
Bpemsi XxpaHeHus1 JAHHBIX 30 ner
I'apaHTHpPOBaHHOE KOJIUYECTBO HUKJIOB 500 000
CTHPaHHUsA\3amHCH

TunoBbie napamMeTpbl JOrHYecKoi KOH(pUrypauun «koHTeiinepa» 1 Kpunrollpo CSP*
Umncio KOHTeliHepoB 4 8
Pa3mep koHTeliHepa (10NMyCTHMBII pa3mep 7 KoGaiit 9 Ko6aiiT
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cepTudukara) |
IMomnep:xka karoueii 512 6ur T'OCT P34.10-2012 Ectp

HoanTnka cmensl napoJas Ionb3zoBarens:

Bribupaercs mo yMoIdaHHIo
I[Moab3oBaTesb MM ATIMUHUCTPATOP

IoauTnka cmensl napoJs Ioab3oBarens: TOIBKO YcTaHaBIMBAETCS MO OTAENBHOMY 3aIIpoCy
IToan30BaTeb 3axa3uuka
Bo3M0kHOCTH H3MEHEHHS NOJTUTHKH CMEHbI MAPOJIs
[Ipu uHULIIMANU3aUN HOCUTENS
ITosib30BaTe NI
MaxkcuMaJibHOE YHCJI0 NOC/IeI0BATEIBHBIX 5
HeyCHelIHbIX NONbITOK BBoAA napoJs Iloab3oBarens
@yHKIMA pa30I0KNPOBAHUS/BOCCTAHOBJICHHUS MAPOJIA Ects
IToab30BaTe/Isl IO MAPOJII0 AIMHHHCTPATOpPa
MaxkcuMaJibHOE YHCJIO MOC/IeI0BATEIBHBIX
HeyCHelIHbIX NONBITOK BBOAA NapoJs 5
AMuUHHCTpaTOpa
@yHkuusa GopMaTHpoBaHus (0YUCTKH) Ectp
@ynknusa GopMaTHPOBAHUS (OYUCTKH) 10 NAPOJIIO BEIGHPACTCS 110 yMOITIAHHIO
AaMHuHHCTpaTOpa
@DyHkumsa GpopMaTHPOBaHus (OUMCTKH) YcTaHaBIMBAETCS MO OTAENBHOMY 3aIIpoCy
CcBO0OOIHOJOCTYIIHAS 3aka3unka

TpancnopTHoe 3Ha4yeHue napoJs Ioab3oBarens
[ecumBosbI ASCII — Tekcra)

TpaHcnopTHOe 3HaYeHUe NapoJsi AIMUHUCTPaTopa 87654321
[ecumBosbI ASCII — Tekcra)

11111111

TunoBbie MapamMeTpsl JIOrHYecKoii KoHpurypauun konreiitnepa PKCS#11 (nns VipNet CSP 4.4)*

JonycTtumoe koJ1-Bo KJa04eBbIX nap I, He MmeHee 2 4
JonycTumoe K0J1-BO OTKPBITHIX Kitodeii 11, He MmeHee 2 4
Pa3mep 00J1acTH XpaHeHUS] OTKPBITHIX 00bEKTOB 12 31
[KoaiiT]
Pa3mep 00J1acTH XpaHEeHHs] IPUBATHBIX 00bEKTOB 5 6
[KoaiiT]
MaxkcuMaJibHOE YHCJI0 OCJIe0BATeTbHBIX 5
HeyCIelIHbIX NONbITOK BBO/IA NapOoJis N0Jb30BaTesl
@yHKIMA pa30Ja0KMPOBAHNS/BOCCTAHOBJIEHHS MAPOJIsS Ectb
N0J1b30BaTes M0 MAaPoJII0 AIMUHUCTPATOPa
MakcuMaJibHOE YHCJI0 MOCIeI0BaTeTbHbIX 5
HEYCIICIIHBbIX NONBITOK BBOJIA NAPOJISA AIMHHHCTPATOPA
Dyukuusa popmaTupoBanus (0YUCTKH) Ectp
Hocryn k pyskumuu popmaTupoBanusi (04HUCTKH) 10 NapoJIr0 AIMUHKCTpaTopa
TpancnopTHoe 3HayeHue napoJs Iloab3oBartens 11111111
[cumBosbI ASCII — Tekcral
TpaHncnopTHOe 3HAYEHHUE NAPOJs AIMUHUCTPaTOpa 87654321
[cumBosbI ASCII — Tekcral
ChnenuanbHble IapaMeTphl
Moacuer uncia cmen napodeii (IMAH) Ectp
Nuaukauusi cMeHbl TPAHCHOPTHBIX 3HAYEHUI napoJieit E
CTh
(II1H)
ZKypHaJj coObITHI ¢ JOBEPEHHBIM MOJTY4YeHHEM Ectp
Hoanepxka POPOC Windows Ectp

*) Yka3zaHHbIe napaMeTrpbl MOT'YT YTOUHATHCH NMPOU3BOAUTEIEM HOCUTEIA

IIpn 3akaze Hocurened napTusM, MmO 3ampocy 3aka3zyuka BO3MOYKHO
IIPUMEHEHUE OINIMOHAIBHBIX NapaMeTPOB, a TaKK€ HW3MEHEHHE JIOTHYECKON
koH(purypanmn Hocwurtenenr. Taxke B0o3MOXHO  BcTpamBaHue B Hocutenb
JIOTIONIHUTENbHBIX  (DYHKUMOHAJIBHBIX  MPWIOKEHUM,  peaqu3yemMblXx IO
TpeOoBaHMUIM 3aKa3duuKa.
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6 AnnaparHbie Kpunrorpaguieckue BO3MOKHOCTH

- TOCT P 34.10-2001 renepaiusi KJIIOYEBbIX Map C MPOBEPKOM KayecTsa,
dbopMHUpOBaHUE 1 TTPOBEPKA DIICKTPOHHOM MTOITUCH;

-TOCT P 34.10-2012/TOCT 34.10-2018 (256 6ur u 512 6ut™?): reHepawms
KJIFOUEBBIX Map C MPOBEPKON KauecTBa, (pOpMUPOBAHHE U MPOBEPKA IIIEKTPOHHOM
MOJIIHCH;

- 'OCT P 34.11-94: BerunciieHre 3Ha4YeHUS XelI-(QOYHKIUU JTaHHBIX, B TOM
YHCIIe C BO3MOXKHOCTBIO MOCIEAYIOMEro (GopMUpOBaHUS SJIEKTPOHHOMN MOANCH;

- TOCT P 34.11-2012/TOCT 34.11-2018 (256 6Gur u 512 6ur™):
BBIYHCIICHUE 3HAYCHUS XeNI-(PYHKIIMM TaHHBIX, B TOM YHCJIE C BO3MOXXHOCTBHIO
NoCIeAYIOMEro GopMUPOBAHUS HNEKTPOHHOM TOITHICH;

- TOCT 28147-89: renepanus kitoueit mudpoBanus, mudpoBaHue TaHHBIX
B pEXKMMax IMPOCTOM 3aMEHbl, TAMMHUPOBAHHS W TaMMHUPOBAHUSA C OOpaTHOM
CBS3bIO, BBIYMCJIICHHE W MPOBEPKA KPUNTOrpaPUUecKol KOHTPOJIHLHOM CyMMBI
nanHbIx (mmuToBcTaBku 'OCT);

- T'OCT P 34.12-2015/TOCT 34.12-2018, T'OCT P 34.13-2015/T'OCT
34.13-2018 anroputm mmdpoBanus «Ky3Heunky»: reHepaiys ¥ UMIOPT KIIOYEH
mudpoBanus, MU(pPOBaHUE JAHHBIX B PEKUMaX MPOCTOM 3aMEHbI, TaMMUPOBaHUS
U TraMMHUpOBaHUsS C  OOpaTHOM  CBS3bIO, BBIYUCICHHME W  IMPOBEpKa
Kpunrorpadguueckoi KOHTPOJIbHON CyMMbI JaHHBIX (MMUTOBCTaBKH FOCT)Z;

- TOCT P 34.12-2015/TOCT 34.12-2018, TOCT P 34.13-2015/TOCT
34.13-2018 anroput™m mudpoBaHus «Marma»: TeHepanus W UMIIOPT KITFOUeH
mudpoBanus, MU(POBaHUE JAHHBIX B PEKUMaX MPOCTOM 3aMEHbI, TAMMUPOBAHUS
M TaMMUpPOBaHMS C OOpaTHOM  CBsI3bIO, BBIUYMCICHHE U  MPOBEpPKa
KPHITOrpahUaeckoil KOHTPOIBHOM CyMMbI TaHHBIX (mMuToBcTaBki [OCT)>?;

- BBIpa0OTKA CECCHOHHBIX KJIFOYEH (KIIF0Ue MapHOU CBSI3H):

o o cxeme VKO GOST R 34.10-2001 (RFC 4357);
o 1o cxeme VKO GOST R 34.10-2012 (RFC 7836)*°;
- Pacumgpoanue no cxeme EC El-Gamal®;

- RSA: momnepikka kiroueii pasmepom 1024, 2048, 4096 6ur, reneparmst
KITIOYEBBIX AP C HACTPAHBACMON MPOBEPKOH KadecTBa', MMIOPT KIIOUYEBBIX MIap,
dbopMUpOBaHUE YIIEKTPOHHOMN MOIUCH;

- ECDSA ¢ kpuBbiMu secp256k1* u secp256r12: reHepanus KI4eBbIX nap ¢
HACTpanMBaeMO TPOBEPKOW KadecTBa, MMIIOPT KIIOUEBHIX Map, (hopmMupoBaHUe
3JIEKTPOHHOM TOJIIHUCH;

- TeHepalus MoCcIeI0BaTEIbHOCTH CITyYalHBIX Ynces TPeOyeMOon JUTHHBI

1 - npumensercs B OC «Maructpa 1.30» COBMECTHO C HCIIOJIB30BAaHHEM COOTBETCTBYOIIETO
KPHIITONIPOBaiaepa
2 — moctymHo B CK31 OC «®OPOC 2.01»

000 «CmapmlIlapky
Crpanuna 11 u3 36



R301 @OPOC USB Hnempykyus no yemanoske u 9KCniyamayuy

3 — nocrymHo B OC «Maructpa 1.30» B pamkax CK3U «®OPOC 2»
4 — mpUMEHsETCS COBMECTHO C UCIOIb30BAaHUEM COOTBETCTBYIOLICTO KPUIITOPOBAiiepa

7/ CaeroBasi HHANKALUS Pe:KUMOB padoThI

Hocurens mMeeT 1Ba BCTPOEHHBIX CBETOAMOJIHBIX WMHIHUKATopa. KpacHbiil
WHIUKATOP OTOOpaKaeT COCTOSIHHE MPOIECCOB MH(OPMAITMOHHOTO OOMEHa cMapT-
KapT puzepa ¢ kommnbioTepoM o USB, cunuii - oToOpakaeT COCTOSIHUE MPOLIECCOB
MH(OPMAIMOHHOTO OOMEHa CMapT-KapT puUjaepa ¢ YCTAaHOBJICHHOW B HEro cMapT-
KapTOu.

JleTanuzamusi COCTOSIHMM WHIWKATOPOB NPHUBEACHA B HIDKECIEAYIOMIEH
TabnwuIe:

Tabmuma 2. Cocrostaust naaukatopoB Hocurens R301 ®OPOC USB

Hasunauenne nnaukatopa |  Ilger CoctosiHue ITpouecc
Muraer YcranoBka coequnenus no USB
Wupnkarop USB Kpacunsbiii | HenpepbiBHO cBETUT Coenunenue no USB ycTaHoBieHO
Muraet Heperyasipao | Oomen garabpiMy 1o USB
BrikiroueH C]\'Iap'l"l(ap'l'l)l HCT WJIM OHA HCHCIIPpABHA
WuaukaTop cMapt- .
DT Cunuii HenpepbIBHO CBETUT CMmapr-KapTa yCTaHOBJICHA
d - o
I Muraet O0MeH JaHHBIMH CO CMApPT-KapTOn

8 IMoanep:xkka Hocurtensi B Kpunrollpo CSP

[Tporpammubiii moayne noanepxkku Hocutens co croponst Kpuntollpo
CSP Bctpoen B nuctpudytuB Kpunrollpo CSP naunnas ¢ Bepcuu 3.0.

JlonosiHuTENbHAS WHCTAIALNMA Hocurens B KpUNTONPOBAMAEpPE HE
Tpebyercsa. OH pacmo3HaeTcs BcTtpoeHHBIM B Kpunrollpo CSP momynem
HOJIICP)KKH Kak HocuTelb «Foros (Magistra)y.

° anaaﬂenne KNHUYEBLIMMW HOCHUTENAMM

Kntoueesle HocUTENM

YCTaHOBNEHB! CNEyHLLMe KNHIYEBEIE HOCHTENN:

(A ESMART Token 64K ~
(@ ESMART Token GOST

((Z ESMART Token GOST (F)

(B ESMART Token GOST (5)

FKC

. Foros (Magistr;
| Foros SBRF/BGS

O Gemalto v
NobaeuTs VOanuTh CeojicTea
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PucyHok 1

9 TIlomnep:xkka Hocurens B VipNet CSP

[Mporpammustii Momyns noaaepxkku Hocurens co croponsr VipNet CSP
yCTaHABIMBAETCSA TMOCPEICTBOM YCTaHOBKH Moayis mojaep:kku foros pkcsll.dll
COOTBETCTBYIOIIIECH BEPCUU B CUCTEMHBIN KaTanor \windows\system32 st Bepcuu
x64 umu B \windows\SysWOW®64 nis Bepcrn X86.

WNucramsmuonnsnii naker B Gopme apxuBa «FOrosPKCS11.zip» mocrynen
0 CCBLIKE:

http://smart-park.ru/util/ForosPKCS11.zip

JInst yCTaHOBKH MOJIYJISl TIOJJICPXKKHU CIIEIyeT MCIOJIb30BaTh UMCIOIIUECS B
apXxuBe MakeThl X64 win X86 B 3aBUCMMOCTH OT MOJICIIH KOMITbIOTEpa.

[Tocne ycnemHoW ycraHoBkM HocuTenb pacro3HaeTcsi BCTPOCHHBIM B
VipNet CSP moayneM MOAICPKKH TMOAKIIOYAEMBIX YCTPOHCTB KaK HOCHUTEINb
«Magistray.

ViPNet CSP - m] *

([E ViPNet CSP

Kpwntonpoeaigep ViPNet CSP npegHazHaqed ana peannzaunm Kpuntorpadmyecknx dyHKUWMA
E onepaunoHHoi cucteme Microsoft Windows.

KoHTelHeps! kao4er

[Noaknouaemble YCTPOMCTBa

Jatumk caydaiHeix Yncen

HonoaHuTensHo

2019, ® OAOD «WMHdoTeKCs

Bepcua 4.4 (0.4). Ana pacnpocTpaHeHmna Yepes cailT
CepuiHeli Homep: B3RK-5BWE-WWGE4-XG3R

YcTpoicTeo
ESMART Token
Infotecs Software Token

akey

Foros 2.1(90867018800390)
ViPNet HSM
JaCarta
StarSign
Rutocken
Rutoken 5

SafeMet eToken (eToken Aladdin)

Wcnonesceate Bce

WecnonesoeaHne
Beiknrouero *
Boikntouero *
BrlntoueHo *

Bxnrwoueno -

Beikntouero +
Boikntouero ~
Beiwntouero +
Bxnrwoueno -
Brnwoueno ~

Beikntouero +

He ncnonesoeare ece

@ OTkntoumnTe HEMCNONBEIYEMBIE YCTPONCTEE, 4TOBEI YBENMUMTE CKOPOCTE NOWCKE KHOYa,
MoapoBhan nHdopmauma o MCNONE30BaHIK YCTPORCTE COAEPMMTCA B CNPABKE,

Omers

MpuraernTs

PucyHok 2

10 Ikcnnyarauusa Hocurens B Kpunrollpo CSP

10.1 Cxema pazepanuuenus oocmyna k oanrvim Hocumensn
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Hoctyn k pasmemenHomy B Hocurene konteiinepy Kpunrollpo CSP
3alIUINAETCS  BCTPOCHHBIM B  HOCUTENIb MEXaHHU3MOM  ayTeHTU(UKAIIH
[Tonws3zoBatens no maponto (no I[MNMH-xoxy) (IIMH Tlonb3oBartens). CepBuch
Kpuntollpo CSP 3anpammBaroTt 3toT [IMH y Ilons3oBaTens u HampaBisiOT €ro
Hocuremo nnsa ayrentudukanuu I[lonp3oBarens npu BBIMOJIHEHUH OMNEpariuii,
TpeOYIOLIMX JOCTYIA K 3aKphITOM HH(pOopMaluu, Xpausuieiics Ha Hocurerne.

Y Ioab3oBartes ectb 5 (IIsATh) MONBLITOK AJsi BBoJAA (MpeabsiBJIEHMSsI)
npaBwibHoOro sHavyenuss IIHMH (Ilapous) Iloab3oBarensi. Eciiv BCce MOIBITKHA
npenbssiacaus [IMH (IMTaposnst) Tlonp3oBatens OymyT HEyAauHBIMH, TO MEXaHHU3M
ayrenTudukanuu [lompzoBatens Oyner 3a0a0kupoBan Hocutenem. [locie storo

MOCTEAYIOUINI JTOCTYIl KPUIITONpOBaiiiepa K 3akpeiToi mHpopMmarmu Hocurens
OyZeT HEBO3MOXKEH Jaxe B ciydae BBOJa BepHOro 3HaueHus Ilaposs
Ilonws30Barens.

Pasz0nokupoBanue Ilapons Ilonb3oBarens, a TakXke HEKOTOpBIE JpYyrue
aMUHUCTPATUBHbIE (QPYHKIMH, MOXXHO BBIIOJHUTH JIMIIb TPU  YCIOBHH
NPEABABICHHUS ONEPaTOpOM MpaBa AJMUHUCTpATOpa IMyTEM YCHEIIHOrO BBOJA
[Maponss Anmunuctparopa (naave - [IMH A amuaHCTpaTopa).

Mexann3m BBona ITHH (Ilapons) AJMHHHCTpaTopa IOMYCKAeT CTPOTO
OrpaHMYECHHOE YHMCJIO IIOCIIEOBATEIbHBIX IONBITOK HEyAadyHoro BBoja. Ilpwu
noctmxkeHuu 3toro uucia Ilapons Aamunuctpartopa 6sokupyercs. [locie storo
BOCCTAHOBJICHUE paboTOCTIOCOOHOCTH Hocurens TUTSt CEepBHCOB
KpUIITONIPOBAii/iepa CTAaHOBUTCS BO3MOXXHBIM, TOJbKO eciu B Hocurene
PETYCMOTPEH ONMUMOHATBHBIA CBOOOAHBINA JOCTYI K (PYHKIMHU (HOPMATUPOBAHMS
(ouuctku). Ecam goctyn k ¢yHkuuu (GopMaTHpOBaHUS (0YUCMKU) YCTAHOBJICH
«mo TIlaponto AnMuHHcTpaTOpa» (YCTAHABIMBAETCS «IIO YMOJTYaHUIO»), TO
BOCCTAaHOBJIEHHE JIOCTYIIa K MEXAHU3MaM aIMUHUCTPUPOBAHNS HEBO3MOXKHO.

Ipumeuanue. dynxius hopmarupoBanus (cm. m. 10.7) ymnanser u3 Hocurens Bece
nanubeie koHTeHepa Kpumnrollpo. [Ipu ee BeimomHeHun TpelyeTcs
yKa3blBaThb  HOBbBIE  3HaueHus maponend  [lomb3oBarens wu
AnmuHHCTpaTopa.

IIpu npousBojacTBe Hocureneir ycraHaBiauBaeTcsi O€30MACHBIM PEXKUM
noctyna K (yHKIUA (OpMaTHUpOBaHUS «I0 Maposo AnMmuHucTparopa». [lpu
3aKaze napThil 3aka3uMK HMMEEeT BO3MOXKHOCTh YKa3aTh Ha HEOOXOAUMOCTb
YCTaHOBKHM  OMNIIMOHAJIBHOTO peXuMa CBOOOJHOro JocTyna K (QyHKUIUHU
dbopmaTupoBaHUS.
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Ilpumeuanue. 3axa3uuky cileAyeT Y4YUTHIBAThb, YTO MpousBoauTenb Hocuteneit
CUMTACT JTOT PEXUM HEOE30IMaCHBIM, IMOCKOIBKY CYIIECTBEHHO
YOPOIIAET peaTU3aIMI0 aTaK! THTIA «OTKa3 B 00CITYy)KHBAHU.

Ha ciyuaii yrepu pabouero 3nauenus napois Ilons3oBarens, B Hocurene
MPEeIyCMOTPEHA BO3MOXKHOCTh BBINIOJHEHHUSI €r0 CMEHBI TaKK€ M HAa OCHOBAHHUHU
MPEABIBICHHOTO MApOJIst AJIMUHUCTPATOPA.

[Ipn 3akaze mapTuaMu 3aKa3uvuk HMMEET BO3MOXKHOCTh YKa3aThb Ha
HEOOXOJMMOCTh  YCTAaHOBKM  OMIIMOHAJIBHOTO  PEXHMa  «CMEHA  MapoJs
MOJIB30BATENSI MO MApOJII0 IMOJb30BaTENs». Takke 3aka3uMK MOXKET 3alpPOCHTh
YCTaHOBKY COOCTBEHHBIX OrpaHUYCHUI () YUCITY JOMYCTUMBIX
NOCJIEIOBATEIbHBIX IOIBITOK HEYAAYHOIO NMpeabsaBiaeHus maposen Iloap3oBarens
1 AIMHHUCTpaTOpa B [xana3zoHe oT 2 1o 15.

10.2 Cneuuanvnuvie mexanusmot Hocumensn

10.2.1 MexaHu3M perucTpanuu coObITHI

B HocuTenr BCTpOGH MEXaHU3M PETUCTpPALMM OIMMOOK (MEXaHU3M
KYpPHaJIUPOBAHMUS).

Kypnan ¢dopmupyercs BcTpoeHHbIM B Hocutens  mporpaMMHBIM
oOeclieyeHHEM B HSHEPrOHE3aBHCHUMOM MaMiITH MHMKpOKOHTpoiiepa Hocurens.
Kypuan npeacraniser coO0N MUKIMYECKU (aiti 3amuceld, OH HE JOCTYIEH IS
3aMKiCH U3BHE, HO MOXKET OBITh CBOOOAHO mMpounTaH. [Ipu 3amonHeHnu KypHaia
HOBasl 3allMCh 3aTUPAET caMylo cTapyro. PazMep KypHalla ycTaHaBIMBAETCSA MPHU
MPOU3BOICTBE HOCUTETIS.

3anuck B xkypHaie popmupyercsa camuM HocurteneM mpu BO3HUKHOBEHHH
OomM1OOK HCMHOJHEHHUS] HU3KOYPOBHEBBIX KoMmaHA. Kaxmgas 3amuch COAEPKUT
CKBO3HOW HOMEpP YW MH(OOPMAIUI0O O HU3KOYPOBHEBOW KOMAaHJIE, BBITIOJHEHHOM C
OIMOKOM (KO KOMaH b, MapaMeTPhl KOMaH/Ibl, KO/ OITHOKH).

Kypnan wmoxer ObITh CBOOOAHO TpouuTaH u3 mnamsaTd Hocurens
CpeACTBaMH aJIMUHUCTPATUBHOU YTUIIUTHI.

Conepxanue SKypHaja MpeaHa3HadaeTcss Uil CIyKO TeXHUYECKOM
MOICPIKKH.

10.2.2 MexaHu3M JI0BEpPEHHOM BBITPY3KH KypHaJIa

Kaxxnp1il 3K3eMIUIsip HOCUTEINST COIEPKUT aJIMUHUCTPATUBHYIO KIIOYEBYIO
napy, 3amnuchiBaeMyr0 B mnamsiTb Hocutenss B mpoliecce €ro IpoM3BOJICTBA.
CooTBeTCTBEHHO  BBITpy)kaemoe u3  Hocurens  comepkumMoe  KypHaiia
COMPOBOXKIAECTCS DJIEKTPOHHOW Toanmuchio dopmupyemoit Hocutenem Ha sTOM
(aIMMHHCTPATUBHOM) KJTIOYE.

000 «CmapmlIlapky
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AJIMUHHUCTpAaTUBHAS YTWUJIUTA TPEAOCTABISET BO3MOXKHOCTh IPOYHTATH
(pynkmus «IIpounTarh XypHaI») KypHAI C 3JICKTPOHHOW TMOIIMHUCHI0, a TaKXKe
MIPOBEPUTH IEIIOCTHOCTh U AyTEHTUIHOCTH TOJYYCHHBIX JAHHBIX MYTEM IPOBEPKH
noanucy xkypHana (pyHkuus «IIpoBepuTs xxypHam»).

m :‘f(I'IpaEi_ﬂEHI.‘IE KNHUYEBbIM HOCHUTENEM

BribepUTe CUMTHIBATENS, B KOTOPLI YCTAHOBNEHS KapTa:
Ialaddin R.D. JaCarta Reader 0 j

NWH nonb3oBaTens:

WsmeHnTe | Pasbnoxmposate (i Cratyc 1 >

MWH aaMuHMcTpaTopa:

N3MEHUTD I [~ us daitna Cratyc

Mpouee:

YAENMTE BCE KOHTEHEDH! | MonyunTe SN |

S Npo4MTaTL XypHan 2 | HacTpoiika |
( MpOBEPUTE XypHaN ) | lposepka C341

VTETYC:

OcTanoch NonbIToK NpeabasneHis MH nonbsosaTens - 5

Bepans 1.0.4.1

PucyHok 3

B pesynbrate ycnenrnoro BeimoigHeHus: GyHKunu «I[IpounTaTts xypHam» Ha
9KpaH BBIBOJMTCS OKHO «YTPAaBICHUE KYpPHAJIOM», COJIEpKAIlee CUUTAHHYIO U3
XKypHaja MHPOPMALINIO, KOTOpask MpeICTaBlieHa B BUJIE TEKCTA.

YnpasaeHue XypHanom X

0001206AC 164650 10000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
000000000000000009BE4ASF 7938 2BE40SABEDS63A94874CC 1AF 196AF 33CFB2DE79782
C56C5FB355BF474F 590C2EEF 7D3BC SD92CB0CS7284EDA SFD 53288540288CECI76FASE
F86189

PucyHok 4

Nudopmarus w3 KypHaima MOXKET OBITh «ImepefaHa» Ha TPOBEPKY
LEJTOCTHOCTU U ayTEHTUYHOCTU. J[JIsI 3TOTO ClEeAyeT «BBIACIHUTHY) CTaHIAPTHBIM

000 «CmapmlIlapky
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00pa3oM (ABMIKEHUEM «MBIIIKW» MPH HAXXATON JIEBOM KHOIKE) BCE COAEPKUMOE
IPOYUTAHHOTO JKypHaja U CKOIMPOBATh €ro B 00MeHHBI Oydep:

5 Ynpaone s T
BuifepuTe CHMTLIBATEND, B KOTOPLIT YCTAHOBNEHa KapTa:
|eitian scR3010 ~|
MWH nonb3osaTens:

UsmeHmTo I Pasbnokuposats | Cratyc ‘
MWH aamuHmcTpaTopa:
VsmeHnTs I~ us daitna Cratyc
Mpovee:
YAaanuTb BCE KOHTEHeps! I MonyunTs SN ]

MpouMTaTL XypHan * HacTpoika I

000 1206AC 164650 10000000000000000000000000000000000000000000000000000000)
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000

00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000

OtmennTs

Bcrasuts 3aKkpeiTe

— Yaanute
Boigenwte Bce

ﬂopmox YTEHWA: CNPaBa HaNeeo

Moxasats ynpasnaowme cumeonst KOHukoga

Bcrasute ynpasnstowwmii cumson KHukoaa PUCyHOK 5

Conepxxumoe XKypHana MOXET ObITh MPOBEPEHO «Ha MecTe». st »Toro
CleyeT aKTUBUPOBATh BhITIOJIHEHUE QYHKIIUU «[IpoBepUTH KypHAI», «BCTABUTH
npoBepsemMyto nHpopmaruio u3 O6ydepa u akTuBUpoBaTh QyHKIHIO «[IpoBepuThH
KypHaII» B OKHE «YTIpaBICHHUE KypHATIOM.

npaeneHye KNYeeblM HOCHTENEM

BeifEpUTE CYMTBIBATENS, B KOTOPSI YCTAHOBNEHA KapTa:
Feitian SCR3010 ~|

MWH nons3oBaTena:

Iﬂmmmbl Pasﬁnu'cmoua‘rbl CraTyc |

MWH aamuHncTpaTopa:

WsmermTe ™ ¥s daiina Craryc

Mpoyee:
YAEMMTL BCE KOHTEHEpb! | MonyunTe SN ]
MpouMTaTs XypHan | HacTpoiika |

|o/ JKypHan ycnewHo npowén nposepxy!

00000000000000000E98 SFE68DFB66BS57CC752A 1947A 7F8FD
07395DEB60AB09B06FEOODSAS3CSSF 178211 1FATESEFFASS00(
B2A206

< MposepuTs xypHan ) 3axpeiTo
000 «CmapmlIlapky
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PucyHok 6

Ecim mpoBepsieMoe cojepKMMOe KypHalla MCKa)XEHO, TO OYJCT BBIIAHO
coo0IIIeHHEe 00 OIIHNOKE.

ConepxuMoe KypHaja 3allUdIIEHO OT HeCAaHKITMOHHUPOBAHHOTO M3MCHCHHUSI.
Kak TekcToBOE COOOIIEHHE OHO MOXKET OBITh OTIIPABJICHO IO OOBIYHBIM KaHajaam
CBSI3M B TEXIMOJICPIKKY JUI TEXHHUECKOI'O aHalIM3a HEeIITAaTHBIX CUTYaIlHH.

10.2.3 Mexanu3M 1mojcueTa 4rciia CMEH mapoJiei

Hocurens nMeeTr BCTpOCHHBIM MEXAaHU3M MOJACYETA YMCIA CMEH 3HAYCHHU
naposiert (IIMH-komoB).

Kaxxaplif maposib UMeeT MHAMBUIYaIbHbI CKBO3HOW HE PEBEPCHUBHBIM JBYX
0aNTOBBIN CUETYNK, YBEITMUMBAIOIINICS Ha | TIpU BBIMOJHEHUH KaXKJI0M OIEepaliy
CMEHbl (Tmepe3amuicu) 3HaueHHs mapojia. [Ipu  JOCTHKEHHUHM  CUETYUKOM
makcuMaiabHOro 3HaueHuss OXFFFFh pmanpnelimast cmeHa mapoiist 3ampermaercs.
[Ipeamonaraercsi, 94T0 B YCIOBUSX HOPMAIBHOW JKCILIyaTallMH MaKCHUMAaTbHOE
3HAYCHUE CUCTUYMKA CMEH HEAOCTHKHMO.

Texymiee cocTrossHue CYETUYMKAa CMEH TMapojiell  Mojb30BaTeNs U
aIMUHUCTpAaTOpa JIOCTYIHO JUISI YTEHUS CPEACTBAMHU  aJMHUHUCTPATHBHOM
YTWIMTBL. DTO oOecnieunBaeT crpaBouHas (yHkius «Cratycy» (cMm. PucyHok 7) -
3anpoc cratyca [Tapons (ITUH).

m ¥npaBneHWe KIUeBbiM HOCUTENEM

BoifepuTe CHMTLIBATENS, B KOTOPEI YCTAHOBNEHS KAPTa:
|Feitian scR301 0 -
MHH nons3osaTens:
WsmeHnTE | PasEnwmwam‘ CraTyc >
MWH aaMuHucTpaTopa:
MsmeHnTs [~ s daiina
Mpovee:

YaanuTb BCe KOHTeRHepb | Mony4uTe SN |
Mpo4MTaTs XypHan | HacTpoika |
MpoBepuTL XypHan | Nposepka C31 |

LTET“ H
OcTanods NoNLITOK NpeatAsneHa MMH agMuHMcTpaTopa - 5
MAH agmuAncTpaTopa MsMeHancs 2 pas.
— ]
Bepos 1.0.4.1
PucyHok 7
000 «CmapmlIlapky
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10.2.4 4-x GaliTOBBII CEPHUITHBII HOMED

Hocurens MoxeT uaeHTHPHUIHPOBATHCSI MO 4-X OallTOBOMY CepHITHOMY
HOMeEpY 7100 1o 7-Mu 6aliTOBOMY 3aBOJICKOMY HOMEPY MUKPOKOHTPOJLIEPA.

4-x OaWTOBBIA CEpUUHBIA HOMEpP COBIIAJIAET C HOMEPOM HOCHUTEIIS,
BBIBOJIMMBIM ITaHEJbIO yIIpaBieHus kpunronposaiinepa Kpunrollpo CSP.

AIMUHHCTpaTUBHAs YTWIMTA NPEIOCTaBISET BO3MOXKHOCTH ITPOYMUTATH
cepuiinpie HoMepa Hocurens. [ns atoro coyxut ¢yakuus «[lomyunts SN» (cwm.
Pucynoxk 8).

YnpagneHue KAoueBbIM HOCUTENEM X

Bbl6eWTe C4MTBIBaTEND, B KOTODblﬁ yCTaHoBNeHa KapTa:
[Feitian sCR301 0 |

MWH nonb3oBaTens:

Vlsnemrrb] PasSnow(moea‘rbI Cratyc |

MWH agmuHmcTpaTopa:

MsMeHinTs ™ ¥s daitna Cratyc

Mpovee:
YaanuTb BCe KOHTEHepsI Q {

Mpo4MTaTL XKypHan ‘ HacTpoika ‘

Mecscprma xypran | _Mecsepra o |

/ CYBTYE\
CepuitHbiit HoMep:

0001206AC1646500

KOopoTKmMit CEpUMItHBIN HOMED:
B7 79 B9 BS

CepwitHeii Homep C3U:
POCC RU.01.4450.00001.0001206AC 1646500

\

Bepons 1.0.4.1

PucyHok 8

10.2.5 MexaHu3M aKTUBAIIMU U JICaKTUBAIIMK MUHHUIpaliBepa

Hocutens npenocraBisieT BO3MOXXHOCTh aKTUBUPOBAaTh M JI€AKTUBUPOBATH
GbyHKIHMOHAT MUHUApaBepa.

Ilpumeuanue. JleaktuBanvs MUHHApABepa HEOOXOAUMA JUIS YCTPAHEHUS KOH(IMKTHOM
cuTyanuu B ciydae npuMmeHenus pynkiun Kpunrollpo Winlogon.

000 «CmapmlIlapky
Crpanuna 19 u3 36
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Hactpovika Hocutens X
BeibepuTe cunTEIBATENS, B KOTOPLII YCTAHOBNEHE KapTa:
[Maddin R.D. JaCarta Reader 0 j
Bseaure MWH aamuHmucTpaTopa:
MAH nons3osaTens:
WzmeHnTe | PazBnokmposaTe ‘ CraTyc |
-
MWH agmuHmucTpaTopa:
MuHmMansHas anuHa MAH nonbsosatens:
M3MEHHTE ™ ¥ daitna CraTyc
MurmmanoHas anuHa MAH anmuAucTpaTopa:
Mpovee:
YAANMTE BCE KOHTEMHEDE! | MonyuTs SN
% r

3

MNpo4MTaTh XKypHan
YKa3aHHOE YMCNO AHENt: WM A0 YKa3aHHOM AaTbI:

MpoBepuTL XypHan ‘ Mposepka C3M1

CraTyc: ||

[aHHaA KapTa He NOAREMKMBAET 3TY QyHIKLWIO! S [— WM 20 YKa3aHHOM AaTHI: m
N
[V Paspewws nonaepxky Microsoft CSPi
[ CoxpaHuTo | OtMena
Bepaum 1.0.4.1
PucyHok 9

MuHungpaiiBep [€aKTUBUPYETCS IIyTEM YCTAaHOBKM 3alpeTa MOIIEPKKH
Hocutenem Microsoft CSP (cm. Pucynok 9 ).
ITo ymomuannto Munnnparisep Ha Hocurene neaktnBupoBaH.

10.3 Mexanuszmvt aomunucmpuposanus Hocumensn

Ha6op agmunuctpaTtuBHbiX GyHkuuii Hocurens Bxirovaet:

e ¢ynkiuu pazonokupoanus [lapons [Tonb3oBares;

e (¢yHKuMM cMeHbl 3HadeHuil Ilaponss ApmuHucTparopa H Maposis
ITonp3o0Bares;

byukimu popmatupoBanus (ounctku) Hocuress;

e (QYHKIIMU CUUTHIBAHUS U MIPOBEPKH KypHaJIa OMIMOOK;

e (yHKIMM aKTUBAIMK/ICAKTHBAIMY MUHUJIpABEpa,

e chnpaBouyHble (QYHKIMM (TIOJyYEHHE CEPUHHBIX HOMEpPOB, MapaMeTpoB
COCTOSIHUS TTapOJIei);

e KoHTpoJsibHbIE (pyHKIMHU (IpoBepka C3);

e (QyHKUUU pabOTHI C KYPHAJIOM;

® HACTpOMKa NapaMeTpPOB aIMHUHUCTPATUBHOW YTUJIUTHI.

[Ipeabsnenue [laponss AnMUHHCTPATOPA, BBHINOTHEHHE PAa30JIOKUPOBAHUSA,
CMeHbl 3HaueHuM Ilaposen W 1OpodY. BO3MOXKHO C TIOMOIIBK) YTHJIUATHI
pasonokupoBanus UnblockUserPin wim HOBOW agMHUHHCTPATUBHOW MPOTPAMMBI
ForosMaster.

Vrumura  UnblockUserPin - moxer  ObiTh  3arpyxkeHa ¢ caiita
00O «Cwmaprtllapk» no ccbike:

http://smart-park.ru/util/UnblockUserPin.zip

000 «CmapmlIlapky
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[Iporpamma ympasnenus: Hocutensimu @OPOC ForosMaster moxxetr ObITH
3arpysxeHa ¢ caita OO0 «Cmaptllapk» 1o ccbuike:

http://smart-park.ru/util/FMaster.zip

CoOOTBETCTBYIOIIIEE ONUCAHME W WHCTPYKIHUHM TMPUBEACHBI B JTOKYMEHTaX
«®OPOC-Macrtep PykoBonacTBo AJIMHUHUCTpATOpa» 51 «D®OPOC-
Mactep PykoBojactBo [lonb3oBaresns».

Taxxe  moCTynmHa  BO3MOXHOCTH — pealiM3allid  aIMHHHCTPATHBHOTO
ynpasieHus HocureasMu @POPOC ¢ momornrsio Web-TipHitokeHusT peain3yeMoro
3aKa3uuKOM CaMOCTOSITEILHO Ha OCHOBE MpUMEHEHUS poaykTa «FOrosWKT».

[Taker «FOrosWKT» poctynen mns mnpumeHeHuss ¢ Web-Opayszepamu
Microsoft Internet Explorer (Bepcum 10, 11) u Google Chrome (Bepcust 52 u
BBIIIIE).

[IponykT mpuMmeHsieTcs IMyTeEM BCTpauBaHUsA OOpallleHHid K HHTepdeiicy
aAMUHHACTPUPOBaHMS KIOYEBBIM KOHTelHepoM Kpunrollpo CSP, pazMeneHHbIM
Ha Hocutene "®OPOC", B nonw3oBatensckue WEB-cTpanuiibt.

Pa3pabotka mnonb3oBaTenbckux WEB-cTpanuir MOXET BBINOIHATBCA C
npumeHeHueM mporpammuoro mnakera FOrosWKT SDK (cm. ForosWKT SDK.
Oomiee onmcanue. 6958 6427. 58.29.29.000.001-2. 31.01.1).

[Iporpammuo-noctynusiii, unrepdeiric FOroSWKT omucan B goKymeHTe
ForosWKT. PykoBoactBo nporpammucta (6958 6427. 58.29.29.000.001. 33.01.1).

VYkazanHas  JOKyMeHTamus, a Takke maker FOrosSWKT  SDK
MPEIOCTABIISIOTCS 10 OTAEIBHOMY 3a1pocy.

TectoBas crpanuna (oOpasel; mpuMeHeHus) pasMelneHa Ha caiite OO0
"Cmaprtllapk" no agpecy:

http://smart-park.ru/foroswkt/testpage.html

[Iporpammuoe obecnieuenne «FOroSWKT» MoxeT ObITh 3arpy’KeHO C caiTa

00O «Cwmaprtllapk» no ccblike:
http://smart-park.ru/counter/counter.php?book=6
B pamkax nHactosimero aokymeHTta npumenenne FOrosWKT nanee He

paccMaTpuBaeTcs.

10.4 Cmena ITHH (napons) Ilonvzoeamens

Baumanne!

IIpu BBOme Hocurens B skcrunyaranwmto, Ilonp3oBarens HOKEH CMEHHUTH
YCTaHOBJICHHOE MIPOU3BOIUTEIIEM TPaHCIIOPTHOE 3HAYCHHE [Taposist
ITons30BaTens, Ha COOCTBEHHOE.

Coxpanenue B TaitHe pabouero 3HaueHus [laposs Ilonb3oBarens u ero
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R301 ®OPOC USB

CBOCBPEMEHHAsA CMEHa,
sKcIuTyaTaunu Hocurenst B pamkax cepBUCOB KpUNITONMPOBAKUIEPA.

=

anmpykuu}l no ycmanoeKe u sxcniyamayuu

SBIISAIOTCA  HEOOXOJUMBIMHU  YCIOBUSIMU O€301aCHOM

HpOI/IBBOI[I/ITCHB HAaCTOATCIIBHO PCKOMCHAYCT HC HCIIOJIb30BATH ITPOCTLIX

KOMOMHAITMH CUMBOJIOB JIJIs1 TTaposiet Hocurens.
Cwmena [Ilapona Ilonb3oBaTenss B IITATHOM PEXKUME ITPOUZBOAUTCA

cpencrtBamu kpunronposaiaepa Kpunrollpo CSP B «Ilanenu ynpaBiaeHus .
Otxkpoiite ocHactky yrpasienus Kpunrtollpo CSP B «Ilanenu ynpaBneHus»

- v 4 [EF 5> MNanens ynpaenenus > Bce 3nemeHTel NaHenn ynpaeneHun
Daiin  [Ipaska Bwg Cepeuc
HacTpoiika napameTpoB KOMNbOTEPa
Flash Player (32 6wvTa) &, | Java (32 Gura)
IE ABTO3aNyCK AnMWUHUCTPHpOBaHKE
&! BoccraHosnexue [ata n epems
@ Awncnetuep Realtek HD .,J'_ [Jwvcnetuep ycTpoiicTe
N =
) 3BYK _J" MrppakpacHan ceAsb
<o Knasuatypa I

0

PucyHok 10

(ITycx/Hactpoiika/Ilanens ynpasienus/KpuntolIpo CSP)

HNanee BwiOepute BKIaAKy «CepBUC» M HaXMHUTE KHOMKY «M3MeHUTH

apoJby:
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|42 Kpuntelpeo CSP *
ARropUTHEl BezonacHoCTE Winlogon HacTpaliky TLS
Ofume OfopyaoBaHue Cepenc N ononHKUTENBHD

KOHTEMHED 3EKPEITOMD KIOYa
3TH MacTepa NossoNAT NPOTECTMPOBATE,, CKOMMPOBATE MK
YASMMTE KOHTEMHED 3EKPEITOMD KMKDYa © HOCUTENA,

MpoTecTHpoBaTs... CrkonupoBaTs... YaamuTe...

CEPTHOMKSTEI B KOHTEHHEDPE 3EKPEITOrD KNKKYa

3TOT MECTEP NOSBONAST NPOCHMOTPETE CEPTUHMKATEI, HAXDAAWMECA
B KOHTEAHEDE 38KPLITOMD KIKIYE, M YCTEHOBMTE WX B XPaHWIHLLE
cepTHDMKATOB,

MpOCMOTPETE CEPTHDMKAETEI B KOHTEAHEDPE. .

JIMYHEIA CEpTURMKET

3TOT MECTEP NOSBONAST CBAZATE CEPTMDMKET M3 Haina C
KOHTENHEDOM 3AKPEITOMD K4S, YCTEHOBME 3TOT CEPTHRMKET B
XPEHMIMLLE,

YCTEHOBMTE NMYHEIR CepTHgMKET. ..

Maponi 3aKpeITEIX KIoHER

3TM MacTepa No3BoNAT M3MEHMTE napom (MWH-koab!) 3aKpeIThIX
KNKOYER MK YASNUTE 3aN0MHEHHEIE PEHEE NApanK,

E M3MEHWUTL Mapon... . 5 YA&MMTH 3aNoMHEHHBIE DAPOMH. ..,

OK OTmMeHa MPMMEHKTE

PucyHok 11

Jlanee ciuenynuTe yka3zaHUsM MacTepa U3MEHEHUS [1apoIsl.
OTa npoueaypa MpOUCXOIUT B COOTBETCTBUU ¢ periameHToM Kpunrollpo
CSP u onucana B JOKyMEHTAllMA HA KPUIITOIIPOBAKIED.

IMpumeuanue. OO6paTutTe BHUMAHUE, YTO €CIIM MPU U3MEHEHUHU 3HadeHus [laposs
[Tons3oBaTenss Ha «mycroe», cepBuc Kpuntollpo CSP wmoxer
BBIJIaTh cooOmieHne «BHyTpeHHss1 ommOKa», HO, TeM HE MeEHee,
MoskeT npousontu nsMenenue [11MH Ha «mycroe» 3HaueHue.

10.5 Pazonoxupoexa ITHH (napons) Ilonvzoeamens

PazonokupoBanue Ilaponss I[lonb3oBarenss NPOU3BOAUTCS CPEACTBAMU
yriutel - «UnblockUserPIN.exe», Takxke 310 mocrynmHo cpenctBamu 110
«FOROS-Master».

Pas6nokupoBanue cpeacrsamu yrumuthl «UnblockUserPiny mpowusBogurces
CJIETYIOITUM 00pazoM:

1. Omeparop mnoakmtouaer Hocutens ¢ 3abnokupoBanHbiM [laposem
[Tonp30BaTens K KOMIBIOTEDY.

2. Omnepatop 3amycKaeT YTUIUTY pa30IOKUpOBaHUS
«UnblockUserPIN.exe».

3. Omepatop BbIOMpaeT HeoOXoauMbIH HocuTenb u3 crmcka

4. Omnepatop HakuMaeT KHOIKY «Pa30JI0OKMpOBaTh», PAaCIOJIOKEHHYIO B
paznene «llaposb Ilonp30oBaTesns» OKkHa IPOrpaMMBl.

000 «CmapmlIlapky
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5. Omnepatop BBOAMT 3HaueHue Ilapons AnMuHHCTpaTopa B IOJE
«Texymuii [Taposib ATMHHHCTPATOPAY.

6. Ilpu HeoOXoauMOCTH omepaTop BBOAUT HOBOe 3HaueHue Ilaposs
[Tonp3oBarens B nonsax «Hoseit Ilapons Ilonb3oBarens» n «lloBropute HOBBIN
[Tapose ITonb30BaTens.

7. OmnepaTtop HaXXuUMaeT KHONKY «Pa3010KupoBaThy.

Ecau Bce JaHHBIC BBCIACHLI IIPABUJIBHO, TO 6y,Z[eT BBIIIOJIHCHA OIICpalusd
p336JIOKI/IpOBaHI/ISI Haponsi HOJ'IL3OB3.TCJ'IH, d TAKXKXC CMCHA €TI0 CTApOro 3HA4YCHHUA
Ha HOBOC.

CpenctBamu [10 «FOROS-Master» nonyudeHue crnpaBodHOM HHMOpManuu
nocTynHo B paznene « Kpunrollpoy.

10.6 Cmena INHH Aomunucmpamopa

Buumanue!

IIpu BBOme Hocutens B 3kcIuTyaTanuio, AJIMUHUCTPATOP CUCTEMBI WIIU
[Tonp30Barens (B 3aBUCUMOCTHM OT JCMCTBYIOLIETO B CHUCTEME perjaMeHTa
0€30MacHOCTH) JOJKEH CMEHUTh YCTaHABIMBAEMOE 110 YMOIYAHUIO TPAHCIIOPTHOE
3HaueHue I[laposst AqMuHHUCTpaTopa Ha COOCTBEHHOE.

CoxpaHnenue B TaiiHe pabouero 3HaueHus llaponss AnMuHHCTpaTOpa M €ro
CBOEBPEMEHHAsi CMEHa SBIIAIOTCA HEOOXOJAMMBIM  YCJIOBHEM O€30macHOU
skcruryarauuu Hocurens.

IIponsBoauTens  HACTOSATEIBHO  PEKOMEHIAYET  HE  MCIIOJIb30BaTh
TpUBUAJIbHBIE KOMOMHAIIMY CUMBOJIOB utst [laposst AaMuHuCTpaTopa.

Cwmena I[Tapons AaMUHUCTpAaTOpa MOKET MPOU3BOAUTHCS ABYMS CIIOCOOAMMU:

1) ¢ momomkto yruautel «UnblockUserPIN.exey,

2) Takxke 310 goctymHo cpenactBamu [0 «FOROS-Master» B pasmene

«KpurnrolIpo».

C nomompto  yruiutel  «UnblockUserPIN.exe»  cmena  Ilaposs
AJMHHHCTpATOpa MPOU3BOIUTCS CIICIYIONUM 00pa3oM:

1. Omneparop noakitouaer Hocurenb Kk KOMIbIOTEPY.

2. Omnepatop 3aIyCcKaeT YTUIIUTY pa30I0KUpOBaHUS
«UnblockUserPIN.exe».

3. Omnepatop BbIOHpaeT HeoOxoauMblii Hocutenb U3 crivcka

4. Omnepatop B pazaene «llapoap AIMHHUCTpaTOpa» HaKUMAEeT KHOIKY
«3MEHUTBY.

5. Omepatop B mnose «Tekymuit Ilaposb AamuHHCTpaTOpa» BBOJIUT
3Hauenue [laponst Aamunuctparopa.

6. Omnepatop B mose «Hoerii [lapons AnMuHHCTpaTOpa» BBOAUT HOBOE
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3Hauenue [laposa AnMuHHCcTpaTopa u AyOIMpPyeET €ro B MOJIE MOBTOPA.
7. OnepaTtop HaXXUMaeT KHONKY «I3MEHUTHY.
Ecnu Bce naHHbIE BBEIEHbI MPABWIBHO, TO OYJET BBINOJHEHA CMEHA

3HaueHus [lapons AamuHuCcTpaTopa.

10.7 @opmamuposanue (ouucmka) Hocumens

Omnepauus popmarupoBanus (ounctkr) Hocurens 3akirodaercs B y1ajJeHUU
3HAYEHUI paHee CO3/IaHHBIX KIIIOYEH U CEpTU(PHUKATOB U 33aHUH HOBBIX 3HAYEHUI
[Taponeii [Tonb30BaTens 1 AgMUHUCTPATOPA.

C nomomsto yrummtel «UnblockUserPIN.exe» omepamus hopmaTupoBanus
JIOCTYITHA TOCJE YCHEIIHOrO MNPEeIbsBICHUS NEUCTBYIOIIEro 3HadeHus llapoms
AnmuHHCTpaTopa:

1. Omneparop noaxntouaer Hocurens Kk KOMIBIOTEDY.

2. Omnepatop BeiOupaeT HeoOxoauMblii Hocurens u3 cnucka

3. Omnepartop akTUBU3UPYET QYHKLHUIO «Y TaTUTh BCE KOHTEHHEPHI».

4. Omneparop BBOAUT TeKyllee W HOBoe (C IyOIMpoBaHUEM) 3HAYEHUS
[Taponst AnmMuHucTparopa, a Takke HoBoe 3HaueHue I[lapons [lomb3oBarens (c
TyOITMpOBaHUEM).

5. Omeparop HWHUIUUPYET omepanuio (GopMaTupoBaHUs HaKaTHEM Ha
COOTBETCTBYIOIIUH DJIEMEHT YIIPABJICHUA.

CpenctBamu [I0 «FOROS-Master» paHHass BO3MOXHOCTbH JIOCTYITHA B
paznene «Kpunrollpo».

10.7.1 Bapuantel KoH(pUTypanuu TpaBWwI  JoCTyna K  (QYyHKIHH
dbopmatupoBaHus

Hocurens pomyckaeT aBa BapuaHTa KOH(QUTYpalMH TMpaBWiIa IOCTyHa K
byHKuuu popmMaTUPOBAHMUS:

e BapuaHT, ycTaHaBIMBaeMbli MO YMOJYAHMIO: TOJYyYEHHE AOCTyNHa K
GyHKIMM QOopMaTUPOBAHUS TOJIBKO IOCJE YCHEIIHOTO MNpEeAbsBIICHUS
[Taponst AqMuHHCTpAaTOpAa.

e OnuMoHaNbHBIN BapHaHT: pa3pelieHne CBOOOJHOTO TOCTyMNa K (PyHKINN
dbopmaTupoBaHUs.

[Tpu HEeoOXoamMocTH 3aka3uWK MOXKET BHIOpATh OMIIMOHAIBHBIN BapHaHT

npu 3aka3e Hocurenen.

10.8 Cnpasounsvie pynxyuu

10.8.1 TlomydyeHwe KOJWYECTBA OCTABIIMXCA TOMBITOK MPEIbSIBICHUS
[Tapons Anmunnctparopa/llonb3oBaTens
[Tomy4yeHne KOIMYECTBA OCTABIIMXCS MOMBITOK MPOU3BOAUTCA C MOMOIIBIO
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yruutbl «UnblockUserPIN.exe» crienyroniim obpazom:

1. Omneparop noakmouaer Hocutenb K KOMIIBIOTEPY.

2. Omepatop 3aIlyCKaeT YTHIUTY pa30I0KUPOBAHUS
«UnblockUserPIN.exe».

3. Omnepatop BbIOMpaeT HeoOxoauMbld Hocutenb U3 cnmcka
4. Omnepatop B paznene Ilapons [lonb3oBarenss HaKMMaeT KHOMKY

«Cratycy, mubo B pazzaene «Ilapons AagmuHucTpaTopay.

10.8.2 Tlomydenue cepuifHOTO HOMEPA MUKpPOKOHTposuiepa Hocurens

[lonydyeHne CepudHOrO HOMEpPA NPOU3BOAUTCS C IOMOLIBIO YTUIIUTHI
«UnblockUserPIN.exe.

CpencTBaMu YTHIIMTHI 3TO BBITIOJIHSIETCS CIETYIOIIMM 00pa3oM:

1. Omeparop noakiatouaeT Hocutenb K KOMIIBIOTEPY.

2. Omnepatop 3ayCcKaeT YTUIIUTY pa30I0KUpOBaHUS
«UnblockUserPIN.exe».

3. Omepatop BEIOHpaeT HeoOXoaMMBIM HocuTenp u3 crmcka

4. Omnepatop B pazaene «[Ipodee» HaxxumaeT kHONKY «Ilomyants SNy.

CpenctBamu [10 «FOROS-Master» mnonydenue crpaBo4HOUW HWHGMOpMAIUU
JIOCTYITHO B pazzeine «Oomue».

11 Skcnayaranust Hocurens B VipNet CSP

11.1 Cxema pazepanuuenus 0ocmyna K OaHHbIM

Joctynm k mpuBatHbiIM oOBbekTaM mgaHHbix PKCS#11 na Hocurene
sanuinaercs [Taponem [Tons3oBarens (USER PIN).

Cepeucbl  VipNet CSP 3anpammBator Ilapons [lonb3oBatens mpu
BBIMIOJTHEHUM ONepalui, TpeOyImuX JIOoCTyna K 3aKkpbITod uH(pOpMaluy,
xpansuencs Ha Hocurere.

VY Tlonb3oBatens ectb S5 (IIaTh) mombITOK (MapamMeTp yCTaHABIMBAETCS IO
YMOJIYaHUIO) I BBOAAa (TpEIbsBICHUSA) MpaBUIbHOrO 3HaueHusa llapons
[Tonb3oBatens. Ecnu Bce nmonbiTku npeabsBiaeHust [lapons Ilonb3oBatens OymyT
HEyIayHbIMH, TO MEXaHM3M €ro TMpeabsBicHHUs OyleT 3a0JJ0KHPOBAH

ABTOHOMHBIM MEXaHU3MOM Hocurens, 151 MOCIIE YOI JTOCTYII
KPUIITOTIPOBAii/iepa K MPUBATHBIM OOBEKTaM JAHHBIX OYyJIE€T HEBO3MOXKEH JIaKe B
rociie BBoaa BepHoro 3HaueHus [lapossa [lonbs3oBarens.

Paz6nokupoBanue mexanmszma BBoja Ilapomns Ilonb3oBaTenst U HEKOTOpPHIE
JIpyrue aJMUHUCTPATHUBHBbIC (YHKIIMM MOYXHO BBITIOJIHUTH JIMIIb MPU YCIOBUH
MIOATBEPKACHUS ONEPATOPOM IpaBa AJIMUHHUCTpaTOpa MyTEM YCIEHNIHOrO BBOAA
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[Maponss Anmumanctparopa (SO PIN). CmocoObl jgocTynma kK MeXaHH3MaM
aIMUHUCTPUPOBAHUS OMMCAHbI HIXKE.

Mexanu3sm  BBoma Ilaponst  AaMuHHCTpaTopa  JOMYCKAaeT  CTPOro
OTPAaHMYEHHOE YMCJIO TOCJIEAOBATENIBHBIX TMOMNBITOK HEyAa4HOTO BBoja. [lpwu
JOCTHXKEHUU 3Toro uncia [laponas AqMuHHCTpaTopa OJIOKUPYeTCs.

11.2 Mexanusmut aomunucmpuposanus Hocumensn

Hocurens O®OPOC PKCS#11 MPEIOCTABISAET BO3MOXHOCTb
paz0oiokupoBanmsi  maposss  mosmb3oBatens  (USER - PIN), ero  cmensl
(mepeycTaHOBKH), CMEHBI MapoJisi aJIMHUHUCTPATOpa, a TAKXKE OUYMUCTKY JIaHHBIX
nons3oBaressi. B Hocurene mnpeaycMOTpeH COOTBETCTBYIOIIMM —MEXaHU3M
paz6nokupoBanus napoiisi [lonb3oBaresns, OCHOBaHHBIN Ha MCIIOIb30BAHUM M1APOJIs
aJMUHHUCTPATOPA.

JUis  nmoctyna omepaTopa W/WIM - aIMUHUCTpartopa 0e30IacHOCTH K
MexaHu3My paz0iokupoBanus napois [lonbp3oBarens mpeaocTaBiseTcs yTUIUTA
UnblockPKCS11.exe. [lyst 3arpy3ku yTHIUTE HEOOXOIMMO «ITPOUTH» IO CCHUIKE:

http://smart-park.ru/util/UnblockPKCS.zip

Taxxke omepanusi pa3dinoxkupoBanus mnapoiis [lomp3oBarens MOCTynHa B
cocrtaBe cpenctB [10 «kFOROS-Master» B paznene «PKCS#11y.

Hust oxcrmyatanuu - ytuautel u [I0 «FOROS-Master»  neobOxomnma
oubimoreka PKCS#11 foros_pkcs1l.dll, koropast momkHa OBITH TOCTYITHA B TYTAX
MIOVCKA WCHOJHIEMbIX Moayiei. [ 3arpy3ku yCTaHOBIIMKA OUOTHMOTEKU
HEOOXOIUMO IIPOMUTHY O CCHLIKE:

http://smart-park.ru/util/ForosPKCS11.zip

Yrumuta  UnblockPKCS1lexe wu II0 «FOROS-Mastery»  moryr
NPUMEHATbCA aJMHUHUCTpaTopaMu Oe3onacHocTd ubo Ilonb3oBarensmu. Pexum
WX WCMOJB30BAHUS, CIOCOOBI pACIpOCTPAHEHUS, XPAHEHUS W TMPUMEHEHHS
3HAYCHUH  aJMHHHUCTPATUBHBIX  TApOJIEW  OMPENeNsIoTCs  perjiiaMeHTaMH
0€30MacHOCTH KOHKPETHBIX CUCTEM.

JlocTynm K MeXaHu3My pa30JIOKHpPOBAHUS/CMEHBI MapoJied B HOCHUTENSAX
CTAHOBUTCS  BO3MOJKHBIM  IIOCJI€  YCIICIIHOI'O  BBINOJHEHUS  IPOLENYPBI
[IPEIbABICHNS IpaBa aJMUHUCTPATOPA IIyTEM MNPEABABICHUS COOTBETCTBYIOLIETO
napoiist agmuauctparopa (SO PIN).

[Ipu nepBUYHON KOH(MUTYpaLIUU HOCUTENEH UX MPOU3BOJUTENEM, B KAXKIOM
Hocurene [IMH agmuHKcTpaTOpa MHULMAIIU3UPYETCS. TPAHCIOPTHBIM 3HAYEHUEM
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(3HaueHuem «mo-ymomuanuto»). Ilpum BBoge Hocurens B 3KCIUTyaTalyio 3TO
3HAYCHHWE HEOOXOIUMO 3aMEHUTh Ha JIPYroe, HM3BECTHOE TOJBKO CYyOBEKTY -
Bianenbity [lapons (Ilonp3oBarernto MO0 AIMUHUCTPATODPY).

11.3 ¥Ynpaenenue naponem (IIHH) Ilonv3o06amens

11.3.1 Pexum cmensl mapons (ITMH) Ilons3oBaTens

11.3.1.1 Heobxooumoe ycnogue ycneuwHo2o 8blnoIHeHUs

- Omneparop 3Haer maponb [lomp3oBatenst s koHTeitHepa PKCS#11, ¢
KOTOPBIM TIPOU3BOJIUTCS MPOIIEAYPa CMEHBI.

- B pacnopspkeHuE omeparopa MMEETCSl YTHINTA Pa30JIOKMPOBAHUS JTHOO
I[1O «FOROS-Mastery.

11.3.1.2 [Ilopsoox oeticmauii

1. Omnepatop noaxntouaer Hocurenb Kk KOMIBIOTEDY.

2. Omnepatop 3aIlyCKaeT YTHIIATY pa30I0KUpOBaHUS
(UnblockPKCS11.exe).

3. Omepatop  BbIOMpaeT CUMTHIBATENb, B  KOTOPOM  HaxOJIUTCS
HeoOxonumbiid Hocutens (Hampumep, «Feitian SCR301 0»)

4. Omepatop «HaXHMaeT KHOMNKY» «V/I3MEHHTB», pACIOJOKEHHYIO B
paszaene «IIMH nosnb3oBarens» okHa IpOrpaMMBl.

-‘T_-l ¥npaenenue TokesoM GOPOC PKCS#ll[ o= &I

BeibepuTe ToKeH ANA YNpaBneHs:

OVNIKEY CardMan 3210(a8c0)

MWH MonbsoBaTenA:

WzmeHuTe | PasbnokmposaTe | CraTtyc |

MuH AgMuHMCTpaTopa:

WzmeHuTe CraTyc

Mpovee:

¥oanuTe Bce AaHHEIE Mony4aTe SN

CocToaHWe:

MoAKMYMTE TOKEH W BoibepHTE aeficTEne
(F5 - obHoBMTE criMcow)

PucyHok 12

5. Omneparop BBoauT mpexHee 3HaueHue I[IMH monp3oBarens B mose
«Texymmit [IMH mons3oBarens».

6. Omneparop BBoaUT HOBoe 3Hauenue I[IMH mnonb3oBarens B mMoOJsAx
«Hossiii [IMH» 1 «IloBTopute HOBBIN [T1HY.

7. Omnepatop «Ha)XUMaeT» KHONKY «3MEHUTHY.
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Cmena MAH noabsoeatens @1
Tekywwmit MH nonssoBaTens ’7
Hoseid MMH ’7

MoeTopuTe HoBLIA MIAH

H3MEHUTL | OTMeHa |

PucyHok 13

Ecnu Bce nmaHHBIE BBEIEHBI NMPABUIBLHO, TO OyAET BBITOJHEHA OMEPAITHs
cmedbl [IMH nmonp3o0BaTests.

11.3.2 Pexum pazonokupoBanus/ycranoBku [IMH nonb3oBaTesns

11.3.2.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.

- Omneparopy u3Becten [IMH apmunmcTpaTopa Juisi HOCUTENS, C KOTOPBIM
IPOU3BOAMTCS Mpoueaypa pasonokuposanus [IMH nons3zoBarens.

- B pacniopsbkeHnH orepaTtopa UMeeTcsl yTHinTa pa3onokupoanus wiu 110
«FOROS-Master.

11.3.2.2 [lopsoox oeticmauii

1. Omneparop mNOAKIIOYAET HOCUTENh C 3a0iokupoBanHbiM  [IMH
II0JIB30BATENS K KOMITBIOTEPY.

2. Omepatop 3aIyCKaeT YTUIIUTY paz0I0KUpOBaHUs
(UnblockPKCS11.exe).

3. Omeparop  BbIOMpaeT  CYHTHIBATENb, B  KOTOPOM  HaXOIUTCS
HeoOxoaumblid Hocurens (Harmpumep, «Feitian SCR301 0»).

4. Omnepatop «HaXUMaeT» KHOMKY «Pa30i10kupoBaThy, pacloIoKEeHHYIO B
pasnene «I1MH nonp30Barens» OKkHA IPOrpaMMBl.

1 ¥npaeaetve Tokenom POPOC PKCS#11 E@lﬂ

BbifepuTe TOKEH ANSA YPEBNeHus:

(OMNIKEY CardMan 3210(8cD) ___________Ja

MWH MonbsoBaTenA:

H3MEHWTE | Pazbnokuposate | Cratyc |

M1+ AQMUHWCTPETOPE:

HzmeHTE CraTyc

Mpouee:

¥aanuTe BCe AaHHbIE MonyqmTe SN

CocToAHKE:

MogknouuTe ToKEH M BeIDEPUTE aeficTEME
{F5 - oBHOBMTE CrMCOK)

PucyHok 14
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5. Omnepatop BBoaut 3HaueHue [IMH agmunuctparopa B none «Texkymumii
[INH agmuHnCTpaTopay.

6. Ecaim HeoOXxomuMo Takke YCTaHOBUTH HoBoe 3Hauenue [IMH
I10JIb30BATENsl, TO HEOOXOJUMO YCTaHOBUTH OTMETKY IO IOJI€ «YCTaHOBUTHY. B
IIPOTUBHOM CIIy4dae Iepexos K I1.8

7. Omnepatop BBoauT HOBoe 3HaueHue IIMMH mnonp3oBarens B momsx
«Hoseiit [IMH» n «IloBTopute HOBBIN [THH».

8. Omepartop «Ha)XUMaeT» KHONKY «Pa3010KupoBaThHY.

-
PazBnokvposadune I.&J

Tekywmid MMH agMuHucTpaTopa

[ YeraHosuTh:

| PazbnokrposaTte | OTMeHa |

PucyHok 15

Ecnu Bce nmaHHBIC BBEJCHBI MPABUJIBLHO, TO OYyJET BBINOJHEHA OIepariys
pazosiokupoBaHus (OnIMoHaIbHO: U ycTaHoBkHW) [IMH moas3oBaTens.

11.3.3 Pexum nmposepku craryca [IMH nmons3oBarens
11.3.3.1 Heobxooumoe ycnosue ycneutno2o 8blnoJIHeHUs
- B pacniopsokeHum oriepaTopa UMeeTcs yTHIIATA pa30JIOKUPOBaAHUS;

11.3.3.2 [Ilopsooxk oeticmsuii

1. Omneparop NoaKIIIOYAET HOCUTENb K KOMIIBIOTEPY.

2. Omnepatop 3ammycKaeT YTUIUTY pa30IoKUpOBaHUS
(UnblockPKCS11.exe).

3. OmepaTop BeIOMpAET CUUTHIBATEIh B KOTOPOM HAXOIUTCS HEOOXOAUMBII
Hocurens (Hammpumep, «Feitian SCR301 0»)

4. Ormepatop «HaKAMaeT» KHOMKY «CTaTyc», pacloioXEeHHYIO B pa3jieie
«ITNH nons30Baressh» OKHA MpOrpaMMBl.
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T4 ¥npasnetve TokeHom GOPOC PKCS#11 El&lﬁ

BoibepuTe TOKEH AN YNpaBneHHs:

| OMNIKEY CardMan 3x21 0(ABCD) -]

MWH NonssosaTensa:

M3MeHUTE | PasfnokMpoBaTh |

MMH AgMMHUCTPaTOPa:

MzmeHuTL Crartyc

Mpouee:

YaanuTe BCe AaHHbIE Many4uts SN

CocTosHue:

Monbmok. npeasaeneHna NMAH NonesosaTena: 5

PucyHok 16

B ciydae ycnemHoro BBIMOJHEHUS, B CTPOKE COCTOSIHUSI OyJE€T BBIBEIICHA
CTPOKA, OMHUCHIBAIONIAS KOJMYECTBO OCTABIIMXCS MOMNBITOK mpeabsBieHus [IMH
noJjib30BaTess, 0o ykassiBatoiasi, uto [IMH 3ab61okxupoBaH.

11.4 ¥Ynpasnenue naponem (ITHH) aomunucmpamopa

11.4.1 Pexwum cmensl [IMH agmunucTparopa

11.4.1.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.

- Omneparopy usBecteH [IMH agMuHmCcTpaTtopa s HOCUTENSA, C KOTOPBIM
pou3BOaUTCS npouenypa cMmenst [TMH.

- B pacnopsbkeHnu orepatopa UMeeTcsl yTruinTa pa3onokupoanus wiu 110
«FOROS-Master.

11.4.1.2 [Ilopsook oeticmsuii

1. Omneparop NoAKIIOYAET HOCUTENb K KOMIIBIOTEPY.

2. Omnepatop 3ammycKaeT YTUIUTY pa30IOKUpOBaHUS
(UnblockPKCS11.exe).

3. Omepatop BeIOUpAET CUUTHIBATEIH B KOTOPOM HAXOIUTCS HEOOXOAUMBII
Hocurens (Hammpumep, «Feitian SCR301 0»)

4. Omepatop «HaXHMaeT» KHONKY «VI3MEeHHTH», pACMOJIOKEHHYIO B
pazaene «I[IMH agmuHnACTpaTOpay OKHA MPOTrPaMMBL.
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'.]'_1 Ynpaenenue Tokenom POPCC PECS#11 [:- =k H_hj
BriGepHTE TOKEH ANA YNPaENEHMA:
-
MWH NonbsosaTena:
WzmermTe | PasGnokuposaTs | CraTtyc |
MH AAMWHWCTPETOPE:
Mpoyes:
YOanUTe BCE OaHHBIE MonyqmTe SN
CocToaHue:
Monbrmok NpeabAsneHKA MWH MonbsosaTena: 5
PucyHok 17

5. Omnepatop BBoaut 3HaueHue [IMH agmunuctparopa B none «Texkymuii
[INH agmuHuCTpaTOpay.

6. Omepatop BBOgUT HOBoe 3Hadenwe [IMMH agmunamcTpaTOopa B MOJSIX
«Hossrii1 IINH» n «IloBTopuTe HOBBIN [TMH)».

7. OmnepaTop «HaXUMaeT» KHONKY «3MeHUThb».

Cwmera NWH agmuincTpatopa &]

Terywmi MUMH agMUHUCTpaTopa

Hostii MAH
MosTopuTe HoBeIA MMH

| WsMeEHUTE | OTHeHa |

PucyHok 18

Ecnu Bce nmaHHbIE BBeJEHBI MPABUIBHO, TO OyAET BBINOJIHEHA OMEparus
cmensl [IMH agmMuauncTparopa.

B I1O0 «FOROS-Master» anamornyHbie oOmepanuyd JOCTYIHBI B pasjelie
«PKCS#11».

11.4.2 Pexxum nipoBepku ctaryca [IMH agmunuctpatopa
11.4.2.1 Heobxooumoe ycnosue ycneutno2o 8blnoaHeHUs.
- B pacniopspkeHnH orniepaTopa UMEETCs YTHIIATA pa30JIOKUPOBAHUSI.

11.4.2.2 [lopsook oeticmsuii

1. Omneparop NOAKIIOYAET HOCUTENb K KOMIIBIOTEPY.

2. Omnepatop 3aIyCcKaeT YTUIIUTY pa30I0KUpOBaHUS
(UnblockPKCS11.exe).

3. Omepatop BEIOMpAET CUUTHIBATENh B KOTOPOM HaXOAUTCS HEOOXOIUMBIiA
Hocurens (Hampumep, «Feitian SCR301 0»)

4. Omnepatop «HaxXuMaeT» KHONKY «CTaTyc», pacloyio)KeHHYIO B pa3ielie
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«IIMH agMuHUCTpaTOpa» OKHA MPOrPAMMBI.

T3 ¥npasnetive Tokesom GOPOC PKCS#llEl&I-E—hJ

BeibepuTe TOKEH AN yNpasneHHa:

| OMMIKEY CardMan 3x21 0(ABCD) -
MWH MonesoeaTens:
W3MEHWUTE | PazfnokMpoBaTe CraTyc |
MuH AaMUHWCTpaTOpa:
WamernTb
Mpoyee:
YOanuTe BCe AaHHBIE Mony4uTe SM
CocToAHuE:
Moneirox npeabAsneHuA MWH AgmuHwcTpaTopa: 5
PucyHok 19

B ciydyae ycnemHoro BBIMOJHEHUS, B CTPOKE COCTOSIHUSI OyJeT BBIBEIICHA
CTpPOKa, JTMOO OMHUCHIBAIONIAS KOJUYECTBO OCTABIIMXCS TOMBITOK MPEAbsIBICHUS
[MNH agmunuctpaTopa, b0 ykaswiBatomas, 4yto [IMH 3abnokuposan.

B TIO «FOROS-Master»y nannas wuH@opManus JTOCTYIIHa B pasjiese
«PKCS#11».

11.4.3 PexuM ynaneHus JaHHBIX TOJIb30BATEIIS

11.4.3.1 Heobxooumoe ycnosue ycneutno2o 8blnoJIHeHUs

- Omnepartopy u3BecteH [IMH agMuHucTpatopa st HOCUTENS, C KOTOPBIM
pou3BoAUTCs ipoueaypa cMensl [TMH.

- B pacniopspkenun ornepatopa uMeeTcsl yTHINTa Pa30I0KUPOBAHMUS.

11.4.3.2 [lopsoox oeticmauii

1. Omnepatop NOAKITIOYAET HOCUTENb K KOMIIBIOTEPY.

2. Omepatop 3aIyCKaeT YTUIIUTY pa30I0KupOBaHUs
(UnblockPKCS11.exe).

3. OmepaTop BBIOMpAET CUUTHIBATEIH B KOTOPOM HAXOIUTCS HEOOXOMUMBII
Hocurens (Hampumep, «Feitian SCR301 0»)

4. OmnepaTop «Ha)KUMAaeT» KHOMKY «Y JaJIUTh BCE IAaHHBICY.
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:['_1 Ynpaenenue Tokenom POPCC PECS#11 [-=- = ﬂ
BriGepHTE TOKEH ANA YNPaENEHMA:
OMNIKEY CardMan 3x21 0(ABCD) -
MWH NonbsosaTena:
WzmermTe | PasGnokuposaTs | CraTtyc |
MMH AAMWHUCTPETOPE:
WamermTe CraTyc
Mpoyes:
| YOanUTe BCE OaHHBIE MonyqmTe SN
CocToaHue:
MoneiTok NpeasasneHa MAH AgmuHMcTpaTopa: 5
PucyHok 20

5. Omepatop BBOAUT HOBYIO METKYy, Ha3zHadyaemyio Hocuremo wu
«HaXXUMaeT» KHOMKY «BBom».

- -
Beeaute meTky TokeHa - ﬁ

Bson | OTHeHa

PucyHok 21

6. Omepatop BBoAuT 3HaueHue [IMH agmunuctparopa B momne «Tekymimii
[INH agmuHucTpaTopay.

7. Ecnu HeoOXomuMo TakKe YCTaHOBUTh HoBoe 3Hauenme [IMH
aJIMUHUCTPATOPa, TO HEOOXOIUMO YCTAaHOBUTH OTMETKY I10 TI0JIe «Y CTAHOBUTHY. B
MPOTUBHOM CITydae nepexos K 1.9

8. Omepatop BBOAMT HOBoe 3Hauenwe I[IMH agmunuctpatopa B mossix
«Hossiii [IMH» n «IloBTopure HOBBIN [T1H».

9. OmepaTop «HOXHMAET» KHOIKY «BBITTOJIHUTHY

r -
OYMCTrE AaHHBIX Iﬁ

Tekywuii MAH agMUHKCTPETopa |
[ YcranosuTe:

| BbINonHuTE | OTMEHE |

PucyHok 22

Ecnu Bce nmaHHbIE BBEIEHBI MPABUIBLHO, TO OyAET BBIOJHEHA OMNEpAIlHs
ynaneHus JaHHbIX monb3oBatens. [lpu stom [IMH monb3oBatens Oyner
YCTaHOBJIEH B 3HAUEHUE «I10-YMOJTYAHUIOY.

B TI0 «FOROS-Master» nanHas omepamus AOCTyIHA B pasjeie
«PKCS#11».
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12 TpeGoBaHus K yca0BusM npumenenus Hocureneii ®OPOC

12.1 Ycnosua npumenenusn

1. Hocurtenu mnpenHa3Ha4yarOTCs ISl HCIOJB30BAaHUS B  3aKPBITHIX
MOMEIICHHIX, B YCIOBMSIX BJIQXKHOCTH BO3AyXa 0€3 KOHJACHCAIMM BJIard, MpH
TeMriepatype okpyxawimeit cpeast ot 0° C mo mmoc 70° C (mpenenbHOE
3HAYCHHE).

2. Hocutenm HE MOMKHBI TMOABEPTaThCS MEXAHHMYECKUM BO3JICUCTBUSM,
IPUBOSIIMM K JedopMallii, HapyIIEHUIO IEJIOCTHOCTH Kopiyca, USB-pazbema,
BHYTPEHHEW IUIATHL.

3. Hocurenn moxkHo moakmouats Toibko kK USB-pazpemam ucmpaBHOTO
koMmribtoTepa. [lapamerpsr USB-niopTa HOJKHBI COOTBETCTBOBATH CHEU(pUKAIIMH
g USB.

4, Jlna nmoaxmroueHuss Hocuteneit He pekomeHayeTcs ucmojb3oBaTh USB-
YIUTHHATETH, a Takke USB-xa0w1 6€3 JOMOTHUTEIHPHOTO TUTAHMS .

5. 3ampemiaercss u3BiaekaTth Hocurtenb M3 mopra KOMIIBIOTEpa, €CJIM Ha
Hocwurene nporcxoaut padoTa ¢ JaHHBIMH U MUTa€T CBETOANOIHBIN HHAUKATOP.

6. He pekomenayetcst octaBiath Hocurenb MOAKIIOUEHHBIM K KOMITBIOTEPY
BO BpeMs [lepe3arpys3ku, yxo/ia B pexkuM sleep.

7. He pexoMenyetcs octaBiath Hocurens moAKIIOYEHHBIM K KOMITBIOTEDY,
KOI'JIa OH HE UCIOJIb3YETCH.

8. Ha Bpems pabGotrei ¢ Hocurenem pexkoMeHAyeTCsl OTKIOYaTh He
UCTIONb3yeMble B HacTosAmmii MomeHT USB-ycTpoiicTBa M HOCHUTENH APYTUX
THUIIOB.

9. Hocurtenu Henmb3s MoABEpraTh BO3ACUCTBUIO BIIATH, BO3JICHCTBUIO MApOB
KHUCJIOT, LIEJIOYEH U JAPYIMX arpecCUMBHBIX NpuUMecen. g ouuMcTKu Kopiyca u
pazbemMa USB-HocuTens  ucnonp3yiiTe  CyxXylo  TKaHb. Vcmonb3oBaHue
OpPTraHUYECKUX PACTBOPUTEIIEH HENOMYCTHUMO.

10. 3ampemnraercs pazoupats Hocurenu.

12.2 Ycnosus xpanenusn

ITpu cknaackoM XpaHEHUHU JOJKHBI 00€CTIEYMBATHLCS CIEAYIOIIUE YCIOBUS:

® XpaHEHHWE B CKIQJCKUX TMOMEIICHUsAX, 3auumarmmx Hocutenn ot
BO3JICHCTBUSA aTMOC(EPHBIX OCAJIKOB, B YIMAKOBKE IMPU OTCYTCTBHH B BO3IYyXE
MapOB KUCJIOT, IIEJIOYEN U APYTUX arpeCCUBHBIX PUMECEN;

® [IpU JJIUTEILHOM XpaHeHWHM Hocurened, B CKIAICKUX MOMEIICHUSIX
JIOJDKHA 00eCTeunBaThes TeMieparypa ot mioc 5 1o mwioc 30°C u oTHOCUTENbHAs
BJIQXKHOCTH BO3yxa He Ooiiee 85%;

e [IpedeibHAs TeMIlepaTypa XpaHeHus cocrtaBisieT oT mMunyc 40°C no
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wiroc 85°C.

[Ipy XpaneHnn HE JOOMYCKAKOTCA PpPE3KUE H3MEHEHHUS TEMIIEPATypPhl
oKpy»karomiero Bo3ayxa (6onee 20°C B yac);

PacmakoBky Hocureneik B 3uMHee BpeMsl IOCJIE  BO3JCHCTBUS
OTPUIATEIIBHBIX TEMIIEPATYP CIEAYET MPOU3BOJIUTH B OTAIUIMBAEMOM MOMEIICHHH,
MIPEIBAPUTEIBLHO BBIJEPkKAB €0 B 3TOM MOMEIIEHUH HE pacllaKOBAaHHBIM HE MEHEE
JIBYX 4acoB.

12.3 Ycnosua mpancnopmupoexu
TpancnoptupoBanne Hocuteneit MOXET TPOU3BOIUTHCS ABHAIMOHHBIM,
aBTOMOOWJILHBIM, JKEJIE3HOJOPOKHBIM WJIM HWHBIM TPAHCIIOPTOM B YCJIOBUSX,
WCKITIOYAIONINX ~ MEXaHWYECKHE TIOBPEXKICHHUS, TMpsSMOE IOlNajaHue  Ha
TPAaHCIOPTHYIO YMAaKOBKY BIIard, MbUIM W TPSA3U, NPEBBIIICHUE MPEAeTIbHbBIX
3HAUYCHUN TEMIIepaTyphl OKPY>KArOIIEH Cpeibl.
[Ipu TpaHCTIOPTUPOBKE JTOJKHBI COOJIOATHCS CIEAYIONINE YCIOBUS:
e TemmepaTrypa oKpyxaromero Bozayxa ot —20°C go +50°C;
® OTHOCHUTEJIbHAS BIAXHOCTH BO3ayXxa 10 95% (6e3 KoHAeHC Caln);
® UCKIIOYEHHE  MPSMOTrO  BO3JEHCTBHUS  COJHEYHBIX  JIyuYeH,
aTMOC(EpHBIX OCAJIKOB M arpecCHMBHBIX MNpuUMecei (MapoB KHUCIOT,
IesIoveil);

® OTCYTCTBME NOBPEXKACHUN YIIAKOBKH.
[Tocne tpancnoptupoBku Hocurenel npu MOHMKEHHOW TEMIIEpaType, IIpU

MOCJHEAYIOIMIEM  TOBBIIICHWM  TEMIIEPATYPhl A0  HOPMAJIBHOM, BO3MOKHA
KOHJICHCalusl Bjiard, B 3ToM ciaydae Hocutenn HeoOXoaumo BblAEpkKaTh MPH
KOMHATHOM TEMIIEpaType 10 ITOJHOTO UCIIApEHUs KOHACHCATA.
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